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Chapter 1

INTRODUCTION

1.1 OBJECTIVES OF THIS EFFORT

The functional capabilities of digital devices together with their comparatively
low cost and physical resource requirements make it desirable to use computer
based systems in all areas of USAF activities and particularly for those aboard
aircraft. Of special concern is the use of such systems where the failure of a
computer can cause loss of the aircraft and flight crew -- the use of computers
in flight critical applications. Special reliability and fault tolerance (RAFT)
techniques are being used within ASD and also in other military and civilian
aircraft organizations to minimize and cope with the effects of failure.
However, each installation of computers in connection with a flight critical
function is being treated as a special case, and there are few guidelines for
establishing requirements for such systems, managing their development or
conducting acceptance or certification tests. This Computer Resources Handbook
for Flight Critical Systems 1is intended as a step in filling this need.

The Statement of Work identifies the objectives for this effort as:

1. to define what is flight critical in terms of components and
configuration;

2. to explain how to specify requirements for flight critical systems; and
3. to tell the handbook users how to evaluate contractor's proposed designs.

The Handbook is intended to cover the entire life cycle of a weapon system:
concept definition, development, test, and operation and maintenance. Emphasis
is placed on the early stages of the life cycle because deficiencies introduced
there can be remedied in later stages only at very great cost.

The primary users of this Handbook are ASD project engineers in charge of flight
critical systems. It is assumed that the reader has a general engineering
background, is familiar with the functional requirements of the application
(flight control. engine control, etc.), and will utilize other guidance
documents for the administrative aspects of his job (e. g., AFR 800-14 for
acquisition and support procedures). The Handbook introduces the reader to the
terminology and basic concepts of RAFT techniques, establishes definitions of
critical systems, and provides a general methodology as well as specific
examples for the application of RAFT techniques in the development and operation
of a weapon system. A brief review of the content is presented in 1.3.

The selection of a specific technique is seldom governed exclusively by

technical factors, such as computer performance or expected reliability. The
selection of a system based on prior use, availability of logistic support (test
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eguiprent, cocurertaticr, spares), or considerations of rezlione. policy must be
anticipated. Therefore the evaluation is frequertiy presented in terms of
acceptable solutions rather than optimal ones. Also, general principles of
economic trade-off procedures are included.

1.2 METHUGDOLOGY USEL

To permit the reader to judge the usefulness of this volume and of individual
sections of it in his or her environment a brief overview of the methodology is
presented here. It is assumed that any system procured for aircraft use by ASD
will utilize high quality parts, will be assembled in accordance with the best
practice, and will undergo testing under Government supervision. Therefore many
failure mechanisms that are present in consumer goods will have been eliminated.
These procedures still leave a probability of failure that is unacceptably high
for flight critical use, Thus, a requirement for fault tolerance is implicit
once 8 component or system is shown to be essential for safe continuvation of
flight or landing. A substantial portion of the Handbook therefore deals with
the definition of criticality in general terms and with the identification of
flight critical systems and components.

Many reported aircraft accidents are due to multiple causes, such as a poorly
designed access door together with faulty maintenance which permitted the
aircraft to take off without engaging all fastening devices for the door.
Similarly, the Three Mile Island accident involved compounded effects of five or
six individually non-critical deficiencies. It is recognized that aircraft and
nuclear power stations involve safety risks, and precautions are therefore taken
to avoid or circumvent all single causes of failure that could lead to a
catastrophic event. But it is also necessary to consider multiple causes and
these are included in the methodology presented here.

Failures in many components in common use are either due to a recognized
wear-out process (e. g., an automobile battery or tire) or are permanent
failures that are attributed to random causes (e. g., a transistor in a radio or
television set). Failures in digital equipment are frequently of a transient
nature which makes diagnosis very difficult; they are also likely to be design
related rather than due to random causes., Software failures always represent a
design fault although they may manifest themselves in a random manner because
they are tr-iggered by a specific data set or computer state. Conventional
diagnosis is inadequate for dealing with transient failures, and conventional
redundancy is inadequate for dealing with design faults. Therefore flight
critical applications frequently need multiple fault tolerance provisions, and
the design and evaluation of these are specifically covered in this Handbook.

1.3 ORGANIZATION OF THE HANDBOOK

Flight critical systems are a part of the aircraft, and therefore many aspects

o of their development and test must be left to the discretion of the airframe
Qr"ﬁ contractor. On the other hand, the Government generates the requirements for
;u z; the aircraft, decides on the missions and operational doctrine, and is concerned
::Pnj with the support of the systems throughout their service 1ife. Thus, there is a
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¢ivicion of responsitilfitics tetweern the s;ponor of & CeveLoprenl projest ant
the contractor, and the next chapter of this Handbook identifies the areas of
concern of the contracting organization. These include not only the form 8and
function of the final product but alsoc the process attributes. The
crganizational especlts of product assurance and of verification and validation
are described ir. this connection, and the need for careful formulatiorn of
compliance provisions is discussed.

In 1.2 it was briefly mentioned that failures in digital equipment frequently
manifest themselves in ways that differ from those encountered in most other
devices. A detziled discussion of failure modes in digital components is
therefore provided in Chapter 3 of the Handbook. The high incidence of
transient and intermittent failures is emphasized, as is the need to protect
against failures induced by the environment or propagated across interfaces. A
unified hardware/software failure model is introduced that views fallure as due
to the interaction of an inherent fault or weakness with events in the
environment and that accounts for observation of failures at several levels.

Chapter 4 of the Handbook covers the definition of flight critical systems and
components. Criteria for criticality are discussed first, and this is followed
by an assessment of c¢ritical components by aircraft type, mission phase, and by
a description of the subsystems in which critical components are most likely to
be found. Criticality considerations arising at system interfaces are
emphasized, and special practices for sensor and actuator interfaces are
presented. Functional and performance benefits frequently motivate the
integration of flight critical systems with weapon control and relsted
functions, and the issues that arise from this integration are therefore
evaluated. Chapter 4 represents the transition from broad concerns with the
management of flight critical systems to the practice of failure prevention at
the technical level.

The next chapter deals with specific techniques for reliability, fault
containment and fault tolerance in flight critical systems. Conventional
reliability techniques and analysis and reliability improvement techniques at
the system level are described. Because temporary failures are prominent in
digital equipment, specific techniques for dealing with these, primarily fault
containment, are discussed in a separate section. Other hardware and software
fault tolerance techniques are presented together with an evaluation of their
effectiveness and relative cost. A methodology for trade—offs in the fault
tolerance area concludes that chapter.

A key responsibility of the contracting organization is to evaluate the
attainment of fault avoidance and fault tolerance throughout the development and
into the operational phase. This subject is covered in Chapter 6 of the

é

>

e Handbook. Evaluation criteria, analytical models and simulation models are

e described. The conduct of RAFT evaluation during development and test are

S discussed, the problems of continuing the evaluation in the operational phase

.}: are outlined, and some measures of dealing with these problems are presented.

g; The final Chapter of the body of this document presents examples of the

W application of these techniques. The first example is concerned with the ‘
_} statement of reqguirements for a flight control system during the concept 1

definition phase, the second one with RAFT implementation during the development
of a turbojet engine, and the third with the conduct of a reliability
improvement program after an aircraft has entered the operational phase.
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The appendices form an important part of %this Handbook. Apperdix A contains
»j explanation of abbreviations and acronyms and the complete nomenc.ature of Do.
) standards and specifications utilized in the preparation of this document,

-~ These are referred to in the body of the Handbook without revision letter when
N the generic content of the document is involved; when specific paragraphs or
- provisions are cited the revision letter is shown. Excerpts from provisions o!
- the Federal Aviation Regulations that cover flight critical systems in
}: civil aircraft are presented in Appendix B. A bibliography is provided i~
A Appendix C, and source data on the reliability of flight critical systems
. are summarized in Appendix D. Design notes for electric power systems are
u provided in Appendix E.
-
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Chapter 2

THE ROLE OF THE CONTHACTING ORGANIZATION

This chapter describes the framework within which decisions on flight critical
systems and components are made in the typical DoD development program. While
personnel representing the contracting organization usually have no direct
design responsibility, there are many ways in which the statement and format of
the requirements and of the program plan can affect the design. The purpose of
the first two sections within this chapter is to surface these effects with
particular emphasis on flight critical systems. This is followed by a
discussion of outside organizations which can be of help in the management of
flight critical items: the developer's product assurance organization and an
independent verification and validation organization. The final section in this
chapter establishes the need for compliance provisions and outlines a suitable
format for these.

Tne procurement of computer rescurces is governed by a number of DoD and
departmental regulations, such as AFR 80G-14. The responsibilities and actions
discussed below are believed to be consistent with these regulations as of the
writing of this report. However, because of the changing nature of acquisition
regulations the users of this Handbook are cautioned to ascertain the specific
constraints applicable to their project, and to tailor the guidance provided
below to fit within these constraints.

2.1 ESTABLISHING REQUIREMENTS FOR FLIGHT CRITICAL SYSTEMS

Prior to discussing specific criticality designations it is desirable to
understand the consequences that may arise from these designations. Declaring &
component of a system as critical may result in one or more of the following
actions:

Modifications of system structure or function;

Special handling of the designated component;
- Training of air crews to deal with consequences of a failure; or

- Restriction of the operational envelope.

The last of these is the least acceptable one for Air Force applications (as
well as for most others). The acceptability of that option is based on
operational factors and is not further discussed within this chapter.
Requirements for special training are also undesirable because (a) training of
air crews already occupies a large fraction of the total period of crew time in
the military services, and any additional training will reduce the availability




for operational missiorns, (b) training for deasliing with exceptional events must
be reinforced by frequent in-service check flights since the performnance under
these condit.ons is not enhanced or observed during routine missions, and (c¢)
even intensive training cannot ensure that the crew will react appropriately to
an in-flight emergency which may not exactly duplicate the training situation.
This leaves the first two courses of action as the ones that are of primary
concern in this Handbook.

The most common modification of system Structure to deal with critical
components is to employ redundancy. This can take the form of two identical
components (e. g., two hydraulic pumps of the same design) or of two
deliberately different components serving the a given function, e. g., a
magnetic and a gyroscopic compass. An example of the modification of system
function is t wuse direct angle of attack measurement for a stall warning system
‘rather than to derive the warning from quantities which are already displayed to
the pilot. All of these measures increase the direct cost of the zirecraft and
impose indirect and upkeep costs through the weight, power, documertation and
maintenance requirements of the added equipment.

Special handling typically involves advanced quality assurance teclniques during
manufacture and application. Such techniques are particularly applicable to
components which have a single failure mode that is well understooc so that
signs of potential failure can be detected during manufacturing, installation,
and as part of maintenance. Many structural and mechanical aircraf't parts fall
into this category. For digital equipment special handling technicues are
primarily used to reduce the probability of failure rather than as an absolute
failure prevention measure. Special handling provisions may consist of
specifying a maximum failure rate for a component as a whole, defining the
procedure by which reliability shall be demonstrated, or requiring that parts
and processes comply with high quality levels in an applicable specification.
Such measures can supplement other means of dealing with component criticality.

It is seen that designation of a system or of a component as critical carries
with it a commitment to resource expenditures (beyond those required for the
function proper) for design, procurement, test, and maintenance activities. A
major portion of this Handbook (particularly Chapters U4 - 6) provides
information for trade-offs to arrive at economically optimal measures for
dealing with requirements arising from criticality designations. However,
economies at the detail level can be insignificant relative to sav.ngs that are
possible by care in the overall system concept that can either avo.d critical
components altogether or restrict them to partitions that have minimal
interactions with non-critical portions. It is quite obvious that
overclassification of the criticality of a compcnent will result in unnecessary
expenditures and should therefore be avoided.

As will be seen in Chapter 3, it is impossible or, at the least, vary difficult
to prevent failures in non-critical portions of a computer from aflecting
operations in critical portions. Therefore it is generally desirable to
segregate information processing tasks based on the level of criti:ality of the
function served by them. This rule may be modified where the means for dealing
with the highest criticality level are already provided (e. g., in terms of a
fault tolerant computer).

These details are provided as background tor the role of the contracting
N organization rather than as a basis for speciflc actions. 1In most cases {t i
- desired to state requirements for a weapons system (or for portlions of {t)
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accomplishing this is outlined in the follow.ng heading.

2.2 IDENTIFIZATICN OF FLIGHT CRITICAL SYLTEM!

Under this heading the procedural and management aspects of the identification
of flight critical systems are discussed. The criticality classification and
criteria are the subject of Chapter 4 of this Handbook.

The purpose of identifying certain digital subsystems and components as critical
is to alert the development team, the user, and the maintenance organization to
the fact that failure of these items will have adverse effects on the crew,
alrcraft or mission, The exact nature of these effects Is usually unknown at
the time the systems requirements for an aircraft are generated but guidelines
are available in military specifications and in the certification procedures for
commercial aircraft (the latter will have to be interpreted for military
applications). Criticality may be specified in one of the following forms:

1. By reference to MIL-F-9490(for flight control systems);

2. By reference, with tailoring if required, to a Federal Aviation
Regulation (FAR). Pertinent FAR excerpts are reproduced in Appendix B;

3. By declaring an item to be critical for a function or segment (whicn may
be a flight or mission phase or the entire flight);

4, By reference to a subsystem performance specification (which may identify
a criticality level or may state that the system must tolerate at least a
specified number of failures);

5. By stating that a minimum level of service must be maintained after
specified failure conditions; or

6. By reguiring suitably high reliability or availability for a functicn,
together with test or demonstration procedures.

The last three forms imply rather than state criticality. The translation from
criticality to a fault tolerance or reliability requirement has already been
accomplished in those cases. While these implicit identifications of the
criticality of a subsystem or function represent the current state of practice
and, in some cases, have a legal standing, their adoption is not always

A advisable because (i) preventive measures may be adopted without adequate

el analysis of the criticality in a given application, (ii) 1inconsistent

@« protection may be selected for functions of the same criticality, and (iii)
ES{ advances in technology may offer more suitable methods of analysis or failure
}xﬁy circumvention than are specified in existing documents.
>
:Cf% The distinction between mission critical and flight critical functions sometimes
*ﬂ}f becomes blurred in weapon platforms. Failure of flight or engine control

: functions that are required only for extreme maneuvers can cause loss of crew

and aircraft under combat conditions whereas unavailability of these functions
in other situations can be tolerated. Consideration should be given to
recognize this special class by a designation "flight critical -- combat". The
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crovisions fir dealing with this criticaiity ciass will depend on hew cLosel
the special functions are tied to the general flight and engine control
functions, the magnitude of the performance increment due to the special

functions, and the resources required for providing various levels cf fault
tolerance,

To prevent errors or anomalous conditions from propagating to flight critical
functions, interfaces to flight critical systems and components mus! receive
special management attention to:

- keep their number and complexity within bounds;
- maintain functional autonomy on each side of the interface; anc
- exercise strict configuration control over each interface.

Functional autonomy {s important inm order to facilitate test and validation of
the critical functions as a separate entity and in order to reduce the number cf
changes that affect information flowing across the interface. These
considerations reinforce what has already been said in the previcus heading
about the importance of keeping criticality consicerations in mind n the
partitioning of the aircraft and its subsystems.

Critical subsystems and components require special attention not on y during the
development phase but throughout the service life of the aircraft. Incidents
affecting critical items are subject to mardatory reporting; maintenance on
critical items frequently has to be carried out by certified personnel; and
engineering changes may require revalidation of the item or of subs.antial
portions of it. The incremental cost of these activities must be fuactored into
the decisions made during the development or major upgrade of an aircraft.

2.3 CONTRACTOR GRGANIZATION FOR PRCDUCT ASSURANCE IN CRITICAL SYSTEMS

Organizatioral independence of the contractor's product assurance g-oup from the
development group is recognized as an important factor in ensuring i thorough
review of critical items. Organizational independence permits chal.enging of
assumptions, terminology, and product characteristics that originat~d in the
development area. Also, an independent product assurance group kno s that its
reputation (and future business) depends on identifying all discrepincies in the
submitted articles. [t is therefore motivated not to overlook faul s.

Organizational independence can take several forms. The product asjurance group
may be part of the company that is responsible for the development hut report to
a level of management that has much broader responsibilities than tie specific
development that is being examined., In this way it is expected tha. concern for
the integrity and reputation of the company will outweigh budgetary and schedule
concerns of the development program. This arrangement is typical with regard to
individual portions of a hardware or software development. For the overall
performance of the aircraft or of a major subsystem a greater degre: of
organizational independerce is usually required, and this can only e met by
contracting for this work to be performed by a different company. [he
independent verification and validation discussed in 2.4 13 a specisil case of
such an effort dgirected at computers and Saftware.
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The product assurance process may identify some deficiencies or inconsistencles
which do not in any way compromise the functions to be performed by the items
that have been examined. The decision to waive corrective action in these
instances must be referred to a review board that includes personnel of both the
contracting and the contractor organization. It is essential that personnel
assigned to that board have detailed technical knowledge and managerial
background. The technical knowledge must cover not only the function of the
item in question but also the overall aircraft performance requirements. Where
this combined capability is not available from a single individual, several
representatives may be named. The managerial background is required to
comprehend the impact of the decisions on the contractual obligations of the
parties, and particularly to assess whether a waiver granted with regard to
design detail or to attributes of a single part can be interpreted to imply or
constitute a waiver of overall system performance or reliability requirements.

The Military Standard for Technical Reviews and Audits for Systems, Equipments
and Computer Programs, MIL-STD-1521A, does not provide specific guidance for the
review of fiight critical components or systems. However, there are provisions
for system safety subjects in each of the reviews (e. g., par 30.8 for the
Preliminary Design Review), and critical items can be covered within that
framework. As in the case of the review boards mentioned above, it is important
that the contracting organization be represented by personnel who have both
broad background in aircraft development and operation and specific capabilities
in the components under review. ‘

Design, product assurance, and manufacturing personnel may require special
training to understand:

- the importance of their assignment to the overall mission;

- why the component or system is flight or mission critical;

- specific technical and contractual requirements governing their work; and
- procedures for reporting non-compliance.

Evidence of comprehension and retention of these subjects may be obtained by
oral or written examinations. Attendance at the training sessions and
satisfactory performance in the examination may form the basis for certification
of pei'sonnel who are in responsible positions in the development, manufacture,
test, or maintenance of critical items.

Such training is expensive, and it can be given only to a select group of
participants in the program. Abbreviated versions of the material may be used
for training personnel with more restricted responsibilities, and some may not
receive any formal training at all. It is important to communicate the flight
or mission critical nature of an item to all who handle the article itself or
documents (including drawings, test reports, etc.) related to it so that
supervisors can assign trained personnel to perform the work or provide required
guidance to untrained personnel. Marking of documents and, where appropriate,
of the item itself should be required in order to facilitate proper handling.

Problems have frequently been encountered in communicating to subcontractors the
critical nature of items in which they are involved. Subcontractors are usually
much smaller organizations, and, although they are expert in a specialty area,
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management may not understand the end use to which their product will be put in
a weapon system. The responsibility on the pr‘me contractor to communicate
reliability and safety requirements to the subcontractors and to verify their
compliance is spelled out in military standards (e. g., MIL-STD-78%A, par.
5.1.3, and MIL-STD-882A, par. 5.1.2d). In addition to adherence to these
requirements it may be desirable to include subcontractors in training prograrms,
or to establish separate ones for them, specifically tailored to their
environment and responsibilities. Subcontractors should also be required to
attend design, reliability, and safety reviews and to participate in review
boards when the activities of these are concerned with subcontracted items.

The hardware/software interface needs special attention in the management of
flight critical items. Frequently software is depended on ‘> diagnose and
recover from hardware failures. The proper execution of the.e extremely
sensitive programs requires close collaboration between hardware and software
experts and must be supervised by an individual who has adequate background in
both areas. Testing of diagnostic and recovery routines must consider all
combinations of operating modes and timing under which the failures may occur
and adequate resources must therefore be allocited for the planning and
execution of these tests.

2.4 INDEPENDENT VERIFICATION AND VALIDATION

While independent verification and validation (IV&V) is usually handled as a
single activity, the two components, verification and validation, serve

different objectives and involve different techniques, Verification is defined
as:

The process of determining whether or not the products of a given
phase of the software development cycle fulfill the requiremsnts
established during the preceding phase;

while validation is defined as:

The process of evaluating software at the end of the development
process to ensure compliance with software requirements.

These definitions are extracted from the IEEE Standard Glossary of Software
Engineering Terminology [IEEE83) and are therefore couched in software terms but
can be broadened to cover the total computer system by substituting that term
where software appears in the above quotations. An overall computer dictionary

which may include this extension is still in preparation (IEEE Standards Project
610).

It is seen that verification is applied at the detail level and is an activity
that can be aided by requirements analyzers and similar software tools that
establish logical correspondence between a requirement and its implementation.
Verification has several phases, e. g., verifying a specification against
requirements, the design against the specification, and the code against the
design. Validation, on the other hand, Is an effort of broad sccpe that {s
usually carried out by use of simulations or of use of the unit under test in
an environment simulator. In general usage the objective of valication is to
determine that all requirements for the intended end use of a system are beling
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met ., As  specifically apj:ied to flight critical systems the objective Is to
determine that all aspects of reliatility, fault tolerance, and safety are
being metb.

Because of the sensitive nature of the verification and validation of a flight
critical system, it is customary to keep all contractual aspects of this
effort separate from the development. If IV&V is not carried out by the
government itself, the responsible organization may have to certify that it
is financially and administratively independent from the developer. This
independence is essential for sound management, but it may carry a stiff
price tag because it means that two separate teams have to be educated in the
requirements, specification, implementation and test of the system. In
addition, there will be conflicts between the developer and the IV&V team which
will have to be resolved by the contracting agency, placing an additional burden
on them.

Considering only the contract costs, it has been reported that software IV&V
cost runs between 12% and 69% of the development cost [RUBE75]). The lower limit
applies for a very large project with completely defined requirements where the
IV&V contractor personnel had prior experience on a very similar project. The
high end of the range applies to small projects (less than 32k instructions)
where requirements were not clearly defined and the IV&V personnel were not
highly experienced. The size of avionics software typically falls close to the
latter case. Where IV&V encompasses both hardware and software the ratio of
IVaV to development cost may run lower than in purely software programs because
of the large fraction of hardware costs associated with manufacturing.

Successful IVAV requires that the effort be started soon after development gets
under way and well before the Preliminary Design Review. The IV&V contractor
must be completely familiar with the requirements, the system, hardware and
software specifications generated by the developer, and with the test planning
prior to the PDR. 1V&V tasks should include verification of the specifications
against the requirements generated by the contracting agency. As the
development progresses, the IV&V team will verify the design, the
implementation, the pre~test documentation and the test of the system.

Because hardware and software components of the development may proceed largely
independent of each other, the IV&V effort may have to adopt a similar structure
but there must always be a core that focuses on the overall requirements and on
the integration. A graphical representation of IV&V activities when hardware
and software development is separated is shown in Figure 2-1., This structure
has been applied to the validation of safety systems in nuclear power plants,
and the figure is adopted from IEEE Std. 7.4,3.2 "Application Criteria for
Programmable Digital Computer Systems in Safety Systems of Nuclear Power
Generating Stations".

2.5 COMPLIANCE WITH RELIABILITY AND FAULT TOLERANCE REQUIREMENTS

The discussion in this section includes both the statement of compliance
provisions and the enforcement of these, Requirements levied in a statement of
work or in a specification are not ordinarily meant to be directly enforceable.
As an example, there may be a requirement to avoid single points of failure. In
the absence of separately stated compliance provisions it would take an actual
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corpiriance provisions {s recognized i the Myjitary tanzaerd for Specification
Practices, MIL-{TL-UYL, e. g., Section 4.4 in the body of the standard and ir
sections xx.U4 o! the appendices (where xx denotes the first digital group of
ca t. appendixd). Appendices 1 through 111 may be applied tc corjputer syctems or
Mo )or compenent: thereo!, Ppendix V1 relates Lo suflwere prodults, an?
arypendices VI1 througt X may be used for individual ha-dmare iters,

In each specification at least the following should be stated to ensure
compliance:

- One or more specific methods for determining compliance;

- Responsibility for implementation of the method (usually this is
assigned to the development contractor but it may also be assigned to the

IV&V contractor);

- Location of activity;

- Time (either a calendar date or referenced to a review); and

- Reporting of results.

Suitable methods for establishing compliance in connection with computer
systems include:

- Anslysis -- wusually documented in a technizal report and discussed
at a program review;

- Audit -~ a determinaticn that specified characteristics are present,
usua.ly documerted in terms of a signed checklist;

elermination thzt the item meels reguirersnts, usually of

- Review =~ & 4
cope than an  aucdit, and documented ir & report or minutes of
H

broader s
the review

- Simulatior -- the article to be examined is connected to a simulated
environmert which can range from arn all software simulatiorn to &
corpiete flight simulator. The results are wusually documented in
er. engireering report, It is important to require the: the veracity of
the simulation itself be demonstrated and documented;

- Functional test -- test of the item against its functional
requirements in accordance with an approved test specification and
usually documented in a test report;

- Quality and stress tests -- testing to determine the reliability,
design margins, endurance, and ability to tolerate unusual environments,
usuaily documented in test reports and a summary engineering report; and

~ In-service warranties -- Warranty that the iter will perform under
specified service conditions and for & specified time in accordance with

the requirements.

In the evaluation of these methods it must be Kept in mind that those applicable
to the earlier development phases (notably the first three) are usually the most
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valuable ones because they point to problerm areas at & time when corrective
steps can be taken without major impact on development cost and schedule.
Simulation, test, and in-service warranties may appear to be more conclusive
than the earlier methods but usually only prove that something has gone wrong
that is very difficult to correct. The existence of extensive test requirements
and of in-service warranties should in no way detract from insistence of a full
complement of analyses, audits, and reviews. Both the contractor and the
Government benefit from early detection of difficulties in complying with a
requirement for flight critical systems.

In spite of the desire to hold the developer responsible for non-compliance with
a specification, it is frequently impossible to resolve the issue cn a purely
legal basis. Contractors justifiably limit their responsibility tc correction
of deficiencies whereas the major impact on the developing agency erises from
consequences of the deficiency, e. g., delay in schedule, inability to verify an
interface, etc. Also, the requirements imposed on the contractor may be
incomplete or inconsistent so that the responsibility for remedial action cannot
be clearly established.

For these reasons some flexibility is usually necessary in the enforcement of
the compliance provisions. In particular, the Government must be prepared to
undertake additional analyses during the development, either by the developer or
by another organization, when difficulties arise in connection with a flight
critical item. A small budget reserve for such contingencies can avoid major
delays when a difficulty is encountered that cannot be resolved within the
exlsting contract framework.
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Chapter 3

FAILURES IN DIGITAL EQUIPMENT

In the spirit of "Know thine enemy" this chapter provides information on the
nature of fallures in digital systems and how this can affect flight critical
functions, The chapter starts with a classification of failure types which
calls attention to the fact that random hardware failures, the subject of most
of the conventional reliability literature, are only a small component of the
failures encountered in most digital systems.

The second section discusses current experience with electronic control systems
in aircraft. Very few digital systems are currently in service, and most of
these serve functions which are either non-critical or are of limited authority.
No catastrophic aircraft failures due to on-board digital equipment have been
recorded in USAF and FAA documents that were made available for the preparation
of this handbook. However, as pointed out in the third section, drastic changes
are occurring in the use of full authority (and therefore critical) systems, and
advances in digital device technology are further shrinking the dimensions of
the basic building blocks of the digital systems. The latter step may introduce
new failure mechanisms, and the wider usage brings with it the potential for
heightened consequences of a failure. Continued concern and extreme care in the
application of computers to flight critical functions is therefore indicated.

The final part of this chapter is devoted to failure and reliability models and
introduces a uniform model for hardware and software failures. The model
emphasizes the dependence of the occurrence of failures on the presence of
faults (in hardware and software) and on the arrival of events in the
environment that trigger these faults into producing failures. The model is
also useful for describing the failure process at several levels of abstraction,
starting with the physical and progressing through logic and information levels
to the external level (i. e., manifestations in the aircraft) at which failures
are ultimately observed.

3.1 CLASSIFICATION OF FAILURES

As pointed out at the beginning of the preceding chapter, designating a
component or system as flight critical carries with it an obligation to
eliminate the causes of failure or to circumvent the effects of the failure at a
higher system level. The classification of failures discussed here supports
both of these approaches. Knowledge of where failures arise, how long they
persist, and what their effects are is obviously import-nt in guiding efforts at
reliability improvement. Less obviously, perhaps, this information is also
essential to devise appropriate fault tolerance provisions.
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The classifications presented here 1include:

- Area affected;

- Cause of failure;

- Persistence of failure;

- Severity of effects;

- Multiple fajlure events; and

- Environment in which the failure was observed.

The discussion of these classifications is intended to emphasize the
many~faceted nature of failures in computer based systems, to discourage
dependence on a single failure rate as an indicater of system reliability, and
to encourage the use of these classifications in the failure reporting for
flight critical systeis.

Many schemes for reporting failures in digital systems start with a division
based on the area affected, hardware or software. A third category is desirable
to record failures in the fault tolerance mechanisms which usually involve both
nariware and scftware, Failures due to performance deficiencies, sersonnel
actions, or interface with other systems snou.d be considered in an "other™
category.

In at least one current Air Force application different failure report forms are
used for hardware and software failures. This procedure is motivated by the
difference in corrective actions required but it is not the most desirable
approach from a technical point of view. At the time of the incident there is
not alwavs comp.ete certainty as to the cause, and even 1if the imrediate cazuse
is known (e. g., failure of a software routine to terminate) this m.ght still be
associated with a3 failure in the other category (e. g., a transient memory
failure). A unified failure reporting system makes it easier to de.ect
correlated hardware/software failures, and, as will be shown later, prevention
of these is an important concern for flight critical systems.

A further cliassification of causes will distinguish between random, design,
wearout and induced failures. The random failure concept is applicable to
hardware items only and implies that the true cause of the failure .s a design,
wearout, process, or application deficiency which cannot be prevented or even
clearly identified with currently available techniques. The random nature of
the failure process makes hardware redundancy the choice method of circumventing
this type of failure, and, conversely, this is the primary cause of failure for
which redundancy, using identical part types, is effective,

Design faults, as the designation implies, will be found on all imp ementaticns
of a given design. The term is used here in a broad sense and includes
deficiencies in the requirements, specif.cations, process definition, ani t-ot
and instaliation procedures as well as in the design proper., ©Becau;e of tre
complexity of digital systems it 1s impossible to run =xhaustive te,ts thatl
would preclude the acceptance of articles that exhibit design faults. Also,
design faul%s can result in hardware items *hat are weak rather than completely
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before a failure can be observed. Design faults can be the cause ¢f harcware,
software, and other failures, and they are considered to be the sole cause of
software failures. Because all units of a given design are affected, redundancy
using identical part types is not effective against this failure mechanism, at
least in principle. The latter qualification is inserted because where the
failure is due to weak components (as identified earlier in this paragraph) or
to interactions with the environment (see 3.4) redundant components of the same
type may provide some degree of fault tolerance because they won't all fail at
the same time. Wearout failures can be considered as due to special type of
weakness inherent in the design which limits the useful life of the component.
They are primarily found in mechanical or electromechanical parts.
Electromigration, a process in which particles of a conductor are carried away
by the current flowing in it, is a potential wearout mechanism in microcircuits
that is very rarely encountered in current devices but could become a concern as
device dimensions decrease. The preferred method for dealing with wearout
failures is to replace the affected parts prior to the onset of wearout.
Redundancy can provide some protection against the effects of wearout failure,
particularly if the components do not have identical service time.

Induced failures are due to external events that cause specified interface
characteristics to be violated. Failures due to fire, lightning, sabotage, or
battle damage fall into this category. Random or design failures in one
component can induce failures in a connected wunit, e. g. by causing
excessive voltage to appear at a data interface or by causing reduction in the
supply voltage serving both units. The prevention of the propagation of
failures in this manner 1s mandatory for the protection of flight critical
functions and is an important issue in integrated systems. A combined
classification of causes of failures, based on the preceding discussion,
is shown in Table 3-1.

TABLE 3-1 CLASSIFICATION OF CAUSES OF FAILURE

Area (Classification

Cause Fault
Classif. Hardware Software Tol. Other
Random X X
Design X X X X
. Wearout X
L Irduced X X
o . ) ; .
' Failures can bte (further characterized by their duration as permanent or
n N . . . . - .
iu transient. Intermittent failures are a special type of transient failure that
e repeats within the observation interval. The reversion to normal operation
.. after & temporary failure can be spontaneous (e. g., by the reversal of the
v failure mechanism), automatic (e. g., through exception handling in =&
@ software routine), or initiated ty the crew (e. g., by pushing a restart
-5
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buttor). If program restart is provided fir and ulilized mos. scftware
failures will be 1in the transient categories. Even a transient fajlure can
produce a permanent effect at the system level if there 1is a significant
recovery period, e, g., the control system might go unstable or hard over,
Permanent failures usually have a more severe impact on safety of flight or
mission success than temporary ones. On “he other hand, permanent failures
are easier to diagnose and repair than transient ones.

The classification of failure effects can be based on computer manifestations
or on mission effects. The latter are closely related to the criticality
criteria and are discussed in Section 4, The computer manifestations can be
characterized as bad data in a single task, abnormal termination of a single
task, bad data for mwultiple tasks and abnormal termination of multiple
programs. In terms of computation for flight critical functions, the latter
two effects are much more undesirable than the former ones because they imply a
propagation of failure effects beyond a single task. Substantial efforts are
therefore warranted to prevent these effects.

Many fault tolerance mechanisms are designed to deal with a single
manifestation of failure at a time. A common example is the single bit error
correcting code used to protect against memory failures. These provisions are
unable to cope with multiple malfunctions. The investigation and prevention
of multiple failures is therefore an important task in the management of
flight critical systems. Multiple failures may occur due to chance
coincidence of two events that do not have a common cause, Triese are called
uncorrelated muitiple failures., In a system that has a low intrirsic failure
rate the occurrence of uncorrelated multiple failures is extremely improbable.
By far the greater portion of multiple failures are either induced (as
discussed in a previous paragraph in this heading) or they are correlated.
The latter implies that there is a single initiator (which is usually not
observable) for the simultaneous events. A common exarple is the failure of a
clock 1line that serves multiple functions. Obviously, fault tolerant design
mu3t  guard agasinst causes of correlated failures, and technigues for
accompliishing this are described in Section 5 of this Handbook. towever, one

- aspect of this is so important that it warrants repetition: the avoidance of
:f any common elements between a monitor and the device being monitored.

Ca

e
) 1'.1 J‘-
{ﬁ;ﬁ. The failure process is modeled in this Handbook as resulting from the joint
:' - presence of a fault (in hardware or software) and a triggering evert (arising

- Y

-~ in the environment). Further details on this representation are cescribed in
3.4. Because this model emphasizes the role of the environment in causing

‘21:,‘ failures, a classification of the environment 1is necessary to fully
Jﬁi{f characterize the failure process. Three major categories are founc useful for
. this characterization: test environment, routine operational environment
’{:{i (further classified by the level of the prevailing workload), and operational
;%;;”1 environment while in an exception handling state. Consideration of these

categories will help in arriving at a realistic assessment of the jrobability of
failures, particularly with regard to hardware/software interactiors during
recovery from failures in a fault tolerant system.
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3.2 EXPERIENCE ON CURRENT SYSTEMS

Automatic flight control systems in general and computers in particular have
not been significant causes of aircraft accidents in the civil aviation field.
summary of 339 accidents in the 1959 - 1968 period contains no mention of
automatic flight and engine controls as causes. Approximately 2/3 of these
accidents were due to aircrew errors, while sabotage and airframe (including
power plant) failures were tied for second place, each accounting for
approximately 1/8 of 8ll accidents [CLIF70).

A summary of 25 accidents and incidents in which flight controls (in general,
not restricted to automatic systems) were implicated was obtained for this
study from the National Transportation Safety Board. These events took place
between 1972 and 1981, Automatic controls do appear as a cause in these but
are a minor contributor compared to hydraulic and mechanical failures as far
as frequency of failure is concerned, and compared to pilot error as far as
severity of failure is concerned. A summary of the data is shown in Table 3-2.

TABLE 3 - 2

CIVIL AIRCRAFT ACCIDENTS/INCIDENTS INVOLVING FLIGHT CONTROLS (1972-81)

Primary Cause Events Fatalities Injuries Fatal. 1Inj.
No. 3 No. %

Autom. Contr. 3 12 4] 2 2 2
Mechanical 8 32 1 4y 5 y
Hydraulic 7 28 0 0 0 0
Electrical y 16 0 2 2 2
Pilot 2 8 88 17 105 90
Instruments 1 4 0 2 2 2
Total 25 89 27 116 100

The three events in which automatic flight control systems were the primary
cause involved one pitch control computer failure (in a DC~10, presumed to be
an analog computer), an unintended engagement of a yaw damper due to a wiring
mistake, and a yaw damper failure due to a coffee spill in the cockpit which
caused a short circuit in a connector. The sample is too small to draw any
statistical conclusions, but it is fairly typical that two out of the three
failures in the automatic control systems were due to external causes, one an
induced failure (spilled coffee), and one a mistake during installation (which
would be classified in the "other”" area by the scheme described in the
preceding section). This indicates the importance of protecting critical
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systems against such incidents.

In the evaluation of data on current flight control systems it must be kept in
mind that these are not flight critical except under unusual conditions (e.
g., Category 2 or 3 instrument landings). Thus, failures in the digital
components can be overcome by simply disengaging the affected control function
and completing the flight in a back-up mode., These failures are corrected by
routine maintenance action and data on their frequency are nct available in
the public domain.

Some pertinent further data can be gleaned from reports of the flight testing
in the AFTI/F-16 program. This project is aimed at increasing the performance
and maneuver ing capabilities of the aircraft. Extensive use 1is made of
digital flight control functions to achieve these goals. Reports are
available on the first 118 flights conducted in this program which involve
approximately 200 flight hours [MACK83a, MACK83bl. During this period there
were several discrepancies in the performance of the automatic flight controls
such as must be expected in an experimental program. These could be corrected
by adjustment of parameters in the operational flight program. A number of
'nuisance’ malfunctions occurred due to synchronization problems in the three
parallel channels of the digital flight control system. These were eventually
corrected by software changes. The most serious failure encountered involved
the disengagement 1in flight of two of the three DFCS channels due to a
software problem. The fault may have been introduced in the process of making a
change and it was not detected by an otherwise rigorous tsst and
configuration management system. Although the reports menzion a number »f
hardware problems these were all related to the design (primarily time skew
between the three redundant computers). No random hardware failu-es seem to
have been encountered in flight.

The experience on the AFTI program also provides insight into the capabilities
and problems with built-in test (BIT) functions. BIT detected tw> failures,
one in an actuator and cre in memory chips but there were numerous 'nuisance'
indications from BIT. These were attributed to electromagnetic interference
(EMI) but the possibility that they represented a correct response to
transient or intermittent failures is not precluded. Further data o1 the use
of flight critical digital systems and reliability experience with these is
presented in Appendix D.

3.3 EXTRAPOLATION TO FUTURE SYSTEMS

The scarcity of current data on catastrophic aircraft accidents due to failures
in computer based systems cannot be taken as assurance that such failures will
not become a frequent occurrence in the future. There are comparatively few
digital flight or engine control systems in operational use today, and these

are (with the exceptions noted above) not flight critical. In contrast with the
prevailing conditions, it is expected that first the military servi:es and

iater civil aviation wiil in the future use aircraft which are heavily dep=ndent
on automatic controls for stability, maneuvering, and optimum wutilization of
the power plant, The urgency of achieving and demonstrating reliability ‘trat
will support fly-by-wire techniques has prompted specialized studies and
conferences on this subject [HCPK78, WENS78, RANG79, NASA79, LARISV].
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Significantly irncreased dependence or digital control is also seen in the
engine control field. 1In order to achieve fuel efficiency and very high power
output it is necessary to modify the inlet geometry, the guide vanes, and the
aft configuration. The actuation of these controls must be coordinated with
turbine speed and fuel flow, and only a computer based system can perform
adequately in this environment. Failure of the controller can lead to
destruction of the engine or significantly reduced power output, both of which
will jeopardize the safety of the aircraft [BAKEB2).

In addition to the qualitative and quantitative increase in requirements for
ultra-reliable digital control systems there are trends at work in electronic
circuit design and fabrication which represent an equally startling departure
from present practice: VLSI and VHSIC semiconductor devices. These can
provide greatly increased density and operating speed for digital circuits and
will undoubtedly be the building blocks for future avionics systems. The
problem in the utilization of these devices is that very little is known about
their failure modes, There is particular concern that to take advantage of
the high device density, multiple functions will be placed on one chip, and
that these functions will then be subject to correlated failures. A number of
approaches are possible for reducing the incidence of common failures but none
have been evaluated under operational conditions [HECHB82].

Another area of concern is the software and firmware (programs that are stored
in a permanent memory). Software is seldom cited as a cause for in-flight

failures in digital flight control systems. Possible reasons for this
include:

- Software for flight critical applications is much less complex than that
for air traffic control, electronic (telephone) switching systems, or
electronic funds transfer. Flight programs are typically several thousand
bytes long while the programs utilized in command and control systems are
Several million bytes long.

~ Because of its criticality the software receives extensive review and
test, and because of its lack of complexity a given amount of effort can
achieve a very thorough verification. Also, flight software tends to be
stable (is rarely changed) whereas periodic and unscheduled updates are a
fact of life for most other applications. A high failure frequency is
usually encountered after an update.

- The input data for flight software contain fewer exception conditions than
those for other applications. This is particularly true for commercial
aircraft which fly the same routes under approximately the same
atmospheric conditions day after day. Even military aircraft follow a
specified flight plan in most cases. Within a given flight program the
sequence of operations is usually fixed (under control of a scheduling
algorithm). This is not necessarily so in other programs where a complex
interrupt structure may be in use.

- In-flight failures may go unobserved unless they create highly unusual
conditions. Software failures in attitude control or engine control
systems may manifest themselves as slight deviations that cannot be
readily distinguished from atmospheric disturbances or fuel flow problems.
Even failures that cause an automatic system to disengage are not always
recognized as such. They may be regarded as nuisance cut-offs or, where
several crew members are involved, thought of as due to an improper action
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by otner personnel.

~ It is frequently difficult to diagnose a failure as being due to software
because of inability to duplicate the conditions that caused it. Many

unidentified failures in avionic systems are suspected of being due to
software,

In a study of software reliability for digital flight controls conducted by
SoHaR for the NASA Ames Research Center, a comparison was made of the fault
density (percentage of statements found to contain faults) in flight control
programs and in a number of other (mostly non-aircraft) programs [(HECH83B].

As shown in Table 3-3 the fault density in flight control programs was greater
than that in the total program population. All of the programs in this sample
were developed during the same time period (1977 - 1981) and the fault density
was evaluated at approximately the same stage of program maturity. This
finding makes it likely that difficulties of observation and diagnosis are
significant causes for the 1low incidence of reported software failures in
digital flight systems. The primary purpose of the table in the original
reference was to show the benefits of the use of a high order larguage (HCL)
on the quality of computer programs, a finding that is also of interest in the
Handbook. Further evidence of the importance of software to fligtt critical
systems is seen in the AFTI/F-16 experience that was reported in tte preceding

heading.
TABLE 3 - 3 EFFECT OF LANGUAGE ON FA__7T DENSITY
Program Assembly HSL
Attribute
No. of programs 6 15
Program sizet® RIS ¢ 1, 124

Fault density

All programs 1.03% 0.15%
Flight controls 1.58% 0.52%
Range of f. d. 0.15% - 5.21¢ 0.01% - C.B6%

® Fquivalent executable assembly statements

3.4 A UNIFIED MODEL FOR FAILURES IN DIGITAL SYSTEMS

Most reliability models have been based on a block diagram represeatation of
which figure 3-1 is an example. For elements in series the reliability of a
combination of elements, Rs, is given by
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and for elements in paralle}l i1t is given by
n
Rp = 1 - II (1-Ri) (3-2)
i=1

The reliability, Ri, of the 1individual elements 1is derived from past
experience or is predicted by metnods identified in Military Standard for
Reliability Modeling and Prediction, MIL-STD-756, with parameters for the
prediction obtained from the Military Handbook for Reliability Prediction of
Electronic Equipment, MIL-HDBK-217.

Independent of that approach there had been models for predicting the
probability of failure of individual elements subject to a specific stress or
load which take the general form shown in Figure 3-2. This methodology had
originated in the structural field [FREU4US] and had been adopted for
electronic components about ten years later [LUSSS57]. It has also been
applied to mechanical and electromechanical equipment [KECEG6M4]. The
probability of failure is obtained as the convolution integral of the load and
strength distributions, and the procedures for this are described in the
references. For the present purpose it is sufficient to know that the failure
probability is a direct function of the overlap of the two curves (the shaded
area in the figure). This probability can be reduced by increasing the
distance between the means as well as by reducing the width of the individual
curves (usually accomplished by reducing the standard deviation of strength).
This model provides insight into the failure process and indicates that the
probability of failure can be reduced by lowering the load as well as by
increasing the strength of the item.

There had been no formal attempt at combining the two models to reflect the
interaction of load and strength at the system level although some aspects of
the environment are taken into account in the reliability prediction
parameters in MIL-HDBK-217. 1In the reliability assessment of fault tolerant
computers it 1is important to model environmental effects explicitly because
frequently the same stresses affect multiple elements or a monitored element
and the monitor. Also, there 1is a need to identify (and protect against)
failures at several levels of abstraction. During the IEEE 1980 Workshop on
Validation of Fault Tolerant System the need for expressing these interactions
was recognized and the failure model shown in Figure 3-3 was generated. The
principal contributors were W, C. Carter, H. Hecht, and A, L. Hopkins.

According to this model a failure arises when a fault (hardware or software)
interacts with an event in the environment which will be called a trigger.
The effect of the failure is an error which may or may not be detected. This
model shows that the number of detected errors can be affected by the inherent
fault content of the equipment, by the imposed environment, and by the
thoroughness of the observation.

An application of this model to several representaticn levels (see below,1) of a
pitch axis failure in a flight control system is shown in Figure 3-4. The

1. The designation of these levels is based on [AVIZ82]

- 23 -




4ol wad ned soh el Bk Sol il laltd L Aar

Ri

R2

FIGURE 3~1 CONVENTIONAL REL!ABILITY DIAGRAM

LOAD STRENGTH

PROBABILITY OF X

LOAD OR STRENGTH - X

FIGURE 3-2 LOAD-STRENDGTH MODEL

i «
PRI AR SR SUE I S SRR P Wk el TV e S B
............................




250
~ -«'
Pa
%
33 7"' ‘
‘b “;"" .
s EYTLRNAL EVENT

L
K- TRICLLR

J

T : PROGRA EXECUT IN

Ao CAUSE v LFFECT

o FauLY T IN A |

o COMPUTLR OR SIMAATOR EEROR
<. f &1L URE

el 0BSERVAT 10N

i | )

. DETECTED ERROR

FIGURE 3~3 BASIC FAILURE MODEL

S i } 4 i

NN PHYSICAL LG IC 1N URMAT 1O EXTERNAL
iy LEVEL LLveL LiviL 1 LEVEL
) LOW GAIN STULK GATE RiT NUT S0 I NO R{ SPON.S

OoXiDtE vOID LOw VO TAGE NU DaTa WRONG WOKRD ELEVATOK i‘r(&

C 0
. ] T

[
z,
o

DA
PR
P ol

P rlrESS

. R

"-_:f: FIGURE 3-4 MODELING A PITCH AXIS FAILURE

. - - . 0 P S . - - . - -
P i Wy : P ) VS IV IR P N O




TGS " Al o8 oIS ot ePolle~ cNatasa’ e ot as oos hed sov 80 D% aod A a ol B ElM A0 led Mg aan e e
A

L]

-
s

T,
Ly
t
PR
PP

-y
NN A

l

E|

ARAXA
N S A
LN B LN

a ¥ r
LY

initial fault is a void in the oxide layer of an integrated circuit which causes
one particular transistor to exhibit low gain. The immediate effect of this
failure at the physical level is a low output voltage, and this is usually not
observable unless the semiconductor device is being subjected to special tests.
The low gain appears as the fault to the next level, where the voltage is
insufficient to initiate the transition of a gate, It is here assumed that the
output of the gate was intended to set a bit in a register which in turn would
transmit the new value of the elevator deflection command. At the logic level
the effect of the failure is that required data are not available. This can be
observed only if special test instrumentation is used. The next level, the
information level, represents the output of the computer, Because the
enabling bit had not been set, the old value of the elevator commanc continues
to be output which represents wrong information. At the system ¢r external
level the effect appears as a stuck elevator, an effect that s clearly
noticeable to the pilot. A passenger might become aware of the malfunction in
terms of the pitch instability in the phugoid mode which can be thcught of as
still higher level of representation. The oxide void, 1low gate voltage,
lack of data, and the wrong elevator command are all causes of the failure
although at different levels. Specification of the correct level for fault
identification and fault tolerance 1is quite important in the ma‘agement of
critical systems and will be discussed in Sections 5 and 6.

At the physical level it is frequently very difficult to identifs a trigger
mechanism. In this example the oxide void might have Ueen there since the
device was manufactured, or it might have Uteen created {(or considerably
enlarged) recently due %o thermal shock or chemical processes. Typ.cally, the
gain of the device had been at the low end of the response level of the next
gate for a 1long time. The trigger of the failure process :an only be
described at the logic level, e. g., simultaneous transition to low state in
gates 1i-1, {, and i+1 (where the affe~ted gate is designated as i). At the
information level the trigger might be identified as simultaneous aititude and
reading change commands (which resulted 1in multiple gates changing state at
exactly the same time), and at the external licvel it might be related to a
change in navigation mode that in turn generated the combined commands. Thus,
the triggers as well as the causes of faults may have multiple
representations.

When fail-safe or fail-operative requirements are 1levied in a system
specification it is important to identify the representation levels at which
these are to be effective. A fail-operative capability at the physical or
logic level does not necessarily result in a fail-operative capability at the
higher levels because it does not include software and system interfaces which
are included there. On the other hand, it i3 possible to obtain
fail-operative attributes at a high level by utilizing multiple lower level
items each of which has fail-safe characteristics. It 1s extremely difficult
to design a computer to be fail-safe, and where this is a reqQuirement at the
external level an additional monitoring and disconnect compuenent may have to
te provided.

Figure 3-5 srows how compl e fault tolerant systems oar Le ropresernted Ly
this model., In a fault tolerant system or component the ouorurrence of

individual faults represenis an event 1n "*we environnent rather trooa faiiare
condition. It s therefore represented 45 Lhe trigger rather tron Lhe <dJd3e
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cf failure ¢f tne system or cormponent, Tnly where fauit coverage s
inadequate, 1. e., where the design of fault tolerance was itsel! fauliy,
will there be an externally observable effect if a fault occurs. The figure
shows a multi-level fault tolerant structure, a very desirable impiementation
that is further discussed {n Section 5. In this example the conseguences of
inadequate fault coverage at a low level are masked by the correct performance
of the fault tolerance provisions at the higher level, and an external
observer will not detect any faflure.

The basic model shown in Figure 3-3 i{s of value in establishing requirements
for flight critical systems because it recognizes the dependence »>f failure
probability on both the presence of faults in the equipment and the occurrence
of events in the environment., When a heavy workload is imposed on a digital
component the number of exception states that are encountered can increase
much more than 1in proportion to the throughput. Exception states are
conditions in which the computer is forced to delay the completion of a ‘task
or to wuse a less desirable capability. An example is a busy coamunication
channel that requires that a task be suspended until needed data can be
obtained. Exception states also arise from faults that are handled by
existing fault tolerance provisions, e. g., error correction for memory or

repetition of a garbled message. Most exception states arise in connection
with input/output operations, and it is therefore significant that a recent
study has shown a startling dependence of the failure hazard on the frequency
of input/output operations [ROSS82]. Figure 3-6 is reproduced from the cited
report. The hazard is defined as the probability of failure at the level of
I/0 activity at the abscissa value, given that no failure had occurred at a
lower level of 1/0 activity. At the very least this dependence of failure
rate on workload suggests that a substantial amcunt of testing be conducted at
high activity 1levels. It also makes it desirable to provice sizeable
performance margins in computers associated with flight critical functions so
that fewer exception conditions will be encountered.
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Chapter 4

FLIGHT CRITICAL SYSTEMS AND COMPONENTS

This chapter discusses the definition of critical systems, where they are likely
to be found, and how criticality affects interfacing and integration of
subsystems., In the first section a number of definitions of critical aircraft
systems are presented and the terminology for this Handbook is selected. Next,
the potential for encountering critical components in various Air Force aircraft
types is investigated. A breakdown by mission phase (take off, climb, etc.) and
equipment type (yaw damper, terrrain avoidance, etc.,) is used. In the third
section the characteristics of critical systems are discussed in terms of how
they interact with the primary aircraft controls. Classifications of direct !
access (to primary controls), indirect access, human mediated, and non-control
functions are used in this connection. The fourth and fifth sections cover
system interfaces and interfaces within a system (between digital components and
sensors and actuators), respectively. The final section in this chapter
investigates the effect of integration on critical systems, a topic that is
becoming increasingly important in Air Force applications.

4,7 CRITERIA FOR CRITICALITY

For aircraft that fall under the jurisdiction of the Federal Aviation
Administration, a critical function is defined as one "... whose failure would
contribute to or cause a failure condition which would prevent the safe flight
and landing of the airplane (see below,1)." In the same context, a failure
condition is defined as

A consequential airplane state which has an impact on the functional
capability of the airplane or the ability of the crew to cope With
adverse operating conditions, or which would prevent continued safe
flight or landing... A defined failure condition provides the

criteria for classifying system functions as non-essential, essential,
or critical ...

- —

1. FAA Advisory Circular 25-1309-1, 7 Sep 1982
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For omilitary fl1ght control systems o S.fferent el (g, hat bteer atipte
(see below,2): essential designates the must critical furctions, followed by
flight phase essential and non-critical. A flight control function is defined
as essential "...if loss of the function results in an unsafe condition or
inability to maintain FCS Operational State I1II."” The latter state is
associated with the minimum safe operaticn and is defined as:

Operational State IIl is the state of degraded flight control system

per formance, safety, or reliability which permits safe termination of
precision tracking or maneuvering tasks, and safe cruise, descent,

and landing at the destination of original {ntent or alterrnate but

where pilot workload {s excessive or mission effectiveness is
inadequate, Phases of the intended mission involving precision tracking
or maneuvering cannot be completed satisfactorily. This state satisfies
at least MIL-F-8785 or MIL-F-83300 Level 3 flying qualities requirements.

The term flight-critical will be used here to designate functions whose
continued operation is required to assure safe continuation of flignt with
moderate maneuvers and safe landing. A good many functions will be found to be
clearly non-critical by this definition, and others will be identified as
critical in the next Section of this Chapter. However, the classification of
some functions will depend on the application (mission) of the airc-aft, the

environment (tropics vs. arctic), and the capabilities of the crew. There is no
"erring on the safe side" because placing functions that are less essential into

a higher classification will (a) dilute the effort that can be allocated to the
essential functicns, and (b) increase the number of fiight critical interfaces,
thereby inherenzly degrading the reliability of the most critical functions as
explained in Section 4.4. Flight-critical functions should be defined as early
in the 1life of a weapon system as possible to permit focusing available
resources on the truly essential elements. Table 4-1 is a minimum checklist of
factors that need to be known to delineate flight-critical functions. Other
factors may be added to this list for specific applications.

2. MIL-F-4490D, & Jun 1975
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. Aerodynam:. stability of the asircrafn
2. All-weather/restricted weather operation
3. Ability to land in rough terrain, water, Snow

4, Expected fraction of severe weather operation (arctic locations,
hurricane research, etc.)

5. Expected fraction of terrain-~following and other low-altitude operation

6. Expected availability of buddy aircraft for back-~up of navigation and
flight management functions

7. Requirements for damage tolerance (particularly for damage that reduces
aerodynamic stability)

8. Minimum pilot skill levels

The utilization of these factors for the identification of flight-critical
functions is obvious in most cases., The ability to land in rough terrrain,
water, or snoWw makes more alternate landing sites available and correspondingly
reduces the duration for which emergency electric and hydraulic power needs to
be provided. Operation in severe weather conditions imposes a heavy workload on
the flight crew even in the absence of any equipment malfunction and reduces the
ability to cope with any abnormal operation. Low aititude operation increases
the need for automatic flight and engine controls and thus makes these functions
more critical.

Lack of aerodynamic stability in general or for some flight conditions is a key
factor in changing the role of automatic flight control systems from a mission
essential to a flight critical function. Requirements for high maneuverability
and high speed in combat aircraft make it impossible for the designer to achieve
flying qualities that permit manual control by the pilot. At the same time the
increased functional and performance capabilities of current digital flight
control systems make them well suited for the control of aerodynamically
unstable aircraft. Automatic flight control systems can compensate for
stability and control difficulties due to damage sustained by an aircraft, and
the enhancement of these capabilities is the objective of a major current effor:
the details of which are outside the scope of this Handbook. Although
flight-critical functions represent a safety hazard as defined in MIL-STD-882,
.3 the definitions and provisions of that standard have only very limited
E{} applicability to aircraft systems. The hazard severities are defined in
EZ:Z MIL-STD~B82 as:

K'?‘ - Category I - Catastrophic. May cause death or system loss.
".J - Category II - Critical. May cause severy injury, severy occupational
v illness, or major system damage.

A - Category 111 - Marginal. May cause minor injury, minor occupational
- illness, or minor system damage.
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1iines:, or syster damage.

- Because the severeity classification does not provide for differentiatior. on the

A taris of the nurter of flight phases affected, all foilures in flight-critical
:\f sysitems will be classified as Category 1. Tne expectes fregquency of

NS encrurtering the hazard is taken intc azcournt in the criticality classification
v of MIL-STD-55¢ bul not in a menner Lrat wou.C be norme.l)y consisters with the

MIL-F-Q4g90D definitions.
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4.2 CRITICALITY BY AIRCRAFT TYPE AND MISSION PHASE

LA
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P

L

’

. There is increasing dependence on digital computers for flight~critical

ot functions in all aircraft types. Factors responsible for this tendency include:

W

I- »

.32 ~ Reduction in flight crew size;

&L

o - Decreased aerodynamic stability (to improve maneuverability and increase
G fuel efficiency);

Lol

-'R.-'

Vo - Derands of advanced wezpor delivery systerns; arc:

ri

" - Requirements for damage tolerance which 1mply an ability tc fly with

- reduced aerodyamic stability or maneuverability.

{j{ In part the dependence digital technology for flight-critical functions is also
NN caused by the availability of equipment that is highly reliable «nd which can

«" A enhance the capabilities of the aircraft in a very cost-effective manner. While
?,: the utilization of equipment that falis intc this arez can be artitrarily
C} restricted, doing sc might deprive our forces of a technological ecge.
b - .

}}: From the foregoing it is apparent that the criticality assignmenis can at best
o represent typical current practice., For most advanced aircraft types additional
-?ﬁ: systems or equipment may fall into the flight-critical category.

o The following tables list typical fiighi-critical systems for several aircraft

: types in Air Fcrce inventory. The abbreviations used to designa'e mission

;:#. phases are:
e

:f‘ TO Take-off WD Weapon Delivery

v

b CL Climb ED Emergency or Power Descent
@
'j}: CR Cruise 1A Instrument Approach
1P A
,f:: SS Supersonic Flight IL Instrument Landing

.

e The instrument approach phiose also inciudes other low altitude f. ight phezses. In
i order to keep the tabies uniform, these column headings have been maintained for
- all aircraft types. Where a given phase is not applicable, lower case letters
o are used (e. g., supersonic flight in case of helicopters).
" o -
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32‘ TABLE 4 - 2 TYPICAL FLIGHT-CRITICAL EQUIPMENT FOR TRAINERS

S

t Equipment Flight-Critical for Mission Phase

o TO CL CR SS WD ED IA 1IL

B~ .

\‘1."

SNy Yaw Damper X X X X X

aY

\".‘!

ok Flight Control with Coupler X X

VY

Thrust Management or Monitoring System x X

- 'l:

.'.‘,-, Air Data System X x X X X X X

e The table addresses the needs for an advanced instrument trainer. Primary
trainers do not usually employ digital components for flight-critical functions.
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Iﬁzﬁ TABLE 4 - 3 TYPICAL FLIGHT-CRITICAL EQUIPMENT FOR TRANSPORTS

. -

/’

o Equipment Flight-Critical for Mission Phase
N TO CL CR SS WD ED IA IL
"N

o
ey Yaw Damper X X
SHEY
Flight Control with Coupler X X X b4 X
Thrust Management or Monitoring System x X X X X
Auto Reverse Thrust X
Inertial Navigation X X X
-~ Air Data System X X X X
o Flight Director X X x X  x
o
& i Communication & IFFN X X X X b4
ot The selection of flight critical functions for the Transport is based on
O equipment provided on recently designed commercial transports and on the C-17.
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A
.:“- Equipment Foagri=lratite. fur Muscoion Frooe
AN T. CL Ck € wl EL Ir 1L
.::.’.:

W, Yaw Damper X X X X

N

\
- Flight Control with Coupler X X X x X XX
h'.:-'
a Thrust Management or Monitoring System x x X x x r X
A

& : ‘ 3

. Automatic Terrain Following/Avoidance X b3 X

2z Automatic Threat Avoidance X X x x
.-
SO Inertial Navigation X X X x X
o Air Data System X X x x x X x
] Head~Up Display X x X x X X be
:‘:':' Commuricaticr & IFFA X X X ¥ X X X X
~e Trie systems i1ndicated for the Weaporns Delivery phaese are these essentizl for the

surveillance mission, The crticality assignments for Reconnaisan:e aircraft are
identical to those listed above.
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TABLE 4 - 5 TYPICAL FLIGHT-CRITICAL EQUIPMENT Fuk FIGHTEF

AIRCRAFT

Equipment Filighu=Critio

i, CL CFR
Yaw Damper 3 X
Flight Control with Coupler X X X
Thrust Management or Monitoring System «x X X
Auxiliary Surface Controls X
Automatic Terrain Avoidance X
Automatic Threat Aveidan: X
Air Data System X X
Head-Up Display X X X
Commurizatizn & IFFN X X X

The auxiliary surface controls refer to leading edge
swinging tail, etc. The configuration selection and
functions is included in the control equipment.

a. for Missiur, Phase

35 WL ED A& IL

X X X

X X

X X X

X X X X X
X X X X
X X X X X

or canard surfsces,
monitoring for these
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) -:. TABLE 4 - 6 TYPICAL FLIGHT-CHITICAL EQuIPMehT FOF BOMEERL
3-
I Equipment Fiigrt-Critical for Misscicn Fhase
_{-.—f TC CL Cr SU Wl EL I8 1L
2
] -.:' Yaw Damper X X X X X
'\ Flight Control with Coupler x X X x X x 1 x
':‘_‘:, Thrust Management or Monitoring System x X b3 X X X X X
5 Automatic Thrust Reverse x
Automatic Terrain Following/Avoidance X X X
£~
: Automatic Threat Avoidance X X X X
:}','.: Inertial Navigation X X X x X
';«".
A Air Data System X X X X x X X
p) .
Y
Yy Head-Up Dispiay X X X X X X X
::-:: Communication & IFFN X X b X X X X X
)
F:-:‘_' TABLE 4 - 7 TYPICAL FLIGHT-CRITICAL EQUIPMENT FOR HELICOPTERS
U Equipment Flight-Critical for Missiun Phase
TO CL CR ss wd ed Ii IL
e}
c-~.\'
o Three~Axis Stability Augmentation bt X X ¢ X
~:::- Flight Control with Coupler X X X ¢ X
= Automatic Collective/Throttle X X X < e
u'..-\
AN Automatic Terrain Avoidance X
j: Flight Director/Head-Up Display x X X « X
@ Communication & IFFN X X X X X
MY
1 :2 The coupler to be furnished with the flight control function typi:ally includes
'z automatic hovering capability, either by means of navigation inpu.s or by a
’"{\ physical connection to the ground ("rope trick",. The latter is oarticularly
.,}_9 pertinent for rescue helicoplers,
0
2,
)
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$ : TABLE 4 - 8 TYPICAL FLIGHT-CRITICAL EGUIPMENT FUR UNMANNED AIRIFAFT
AN
=
}:} Equipment Flight-Critical for Mission Phase
- T¢ CL CR S35 WL ED IA IL
?ﬁ: Flight Control with Coupler X X X X X x X x
;}IT Thrust Management e x x X X x X x
"o
L\ Automatic Terrain Following/Avoidance b3 b X
]
B Automatic Threat Avoidance X X x x
:}; The equipment indicated above is suitable for an advanced type of RPV in which
,3 economic considerations dictate the designation of functions as flight critical.
- Smaller RPVs may be considered expendable and thus have no flight-critical
) functions.
.‘:‘j
,“S: 4.3 CRITICALITY BY AIRCFAFT SYSTEM
LA
?l} In the assessment of criticality for individual systems it is useful to
L distinguish between classes of systems based on their effect on primary aircraft
- controls (control surfaces and thrust level). The following classification will
N be used here:
Can - DIRECT ACCESS - Systems which exercise direct control, typically requiring
;}L a frequency respornse above ! Hz.
e
;:ﬁ - INDIRECT ACCESS - System which couple through Direct Access sytems,
izi typically requiring a frequency response below 1 Hz.
=t - HUMAN MEDIATED - Systems which provide a primary output to the pilot or
) other personnel.
o - NON-CONTROL FUNCTIONS - Systems which furnish an output that is not
*:‘ explicitly related to a control function, e. g., communications,
g
f‘; Criticality aspects for each of these classifications are discussed below.
‘\‘
_:ﬁ- 4,3,1 Direct Access Functions
tn
o,
e
ﬁ&\: dy their nature, funct:icns which have direct accecs %o the primary alrcraft
.A; controls need the most careful review in all aspects of design and test.
j:ﬁ Pepresentative functiors in this classification are stability augmentaticn
oo {including yaw dampers), automatic pilot, and thrust control. Deliberate
f" attenuation of the high frequency response, which is useful in reducing the
‘qr effects of malfunctions in other ~.assifications, i3 usually not possible

o
oy
.~ )
Ko




¢
v

LI A
[ S et )

2

¢
R P

PN
J B LN

' 1&

1, 85 8
Y

a s
v

AN
& PSS
RATh)

L#
e
Pl

o e -
3
[N

beceusSe the direct s ress functlions need to ¢rercase the aircrafr o oo L the
inherent capabilities of the contro: loops in order to provide the tequired
performance of stability and attitude or speed cortrol. Limiting the control
authority of the stability augmentation system can be useful in reducing the
impact of hard-over malfunctions ir the output circuits. Mechan.ca.
restrictions on actuutor travel are @ very desiratle form of implementing
limited authority. This usually requires providing a separate actuutor for
stability augmentation, and adjusting the midpoint of its operating range as a
function of flight conditions by a low response auxiliary actuator or by a
separate trim system. Other acceptable means of limiting authority are flow
restrictions in hydraulic actuators and limit switches in electric actuators.
Redundancy of actuators or of actuator controls (valves) can provide: both fault
tolerance and limited authority for some failure modes.

The following aspects of direct access functions need to be considered:

- Enable/Disable - Where there are switches that enable or disable these
functions, great care must be take:. to avoid unintentional ope-ation and
to protect against the consequences of mechanical or electrica! failure of
these components. Redundancy of the electronic and electromecanical
equipment can be defeated by a single failure in the enable/disabie
portion.

- Permarnient Active Failures - These are failures which, in the assence of
protective measures, drive the output components to a permanen- hard-over
position. Redundancy with output voting is a very effective mzans for
coping with this type of malfunction. In some cases the occur -ence of
this malfunction can be detected electronically before the actiator
responds fully, and automatic disengagmement or output limitini can be
applied. Where this approach is selected, testing under a wid:> range of
rates of approaching the hard-over condition must be undertakei, Where
control system redundancy is implemented through split surfaces or dual
engines, effective mean$ must be provided for disengaging the failed part
of the control system and either centering the affected surfac-s (or
engine actuators) or bringing them under control of the surviving part of
the control system. The crew should be alerted in case of any active
failure because the ability to tolerate further faults has bee) impaired,
and in some cases there may be a reduction in maneuvering capailities or
in the performance of the power plant.

- Intermittent Active Failures - Provisions for coping with perminent active
failures are usually also well suited for handling intermitten. failures.
However, the fault masking characteristics of a voting configu-ation might
suppress the evidence of this malfunction so that it may not b: repaired
until it recurs under conditions that defeat fault masking (e. g.,
associated witn a second failure) and that can also render the redundancy
ineffective. It is important that full circumstances of votin:
disagreements be recorded in a non-volatile register that can )e accessed
by maintenance personnel, and that effectjve management controls be
instituted to prevent dispatch of aircraft with unresolved voting
disagreements.

~ Passive Failures - Passive failures render the control system unable to
perform its intended task but do not place the output elements (aircraft
or engine controls) into an extreme position. The colloquial =xpression
for a passive failure, "the system goes dead", summarizes the ~ffects




N quite well. In tre atcerice of & ~woL ters crnannel, a peccive f3iiure wiil
E cause complete loss of the functior, e, g., sStavliity augmentation, and
by thereby places an excessive workload on the pilot. In some cases this
» will lead to immediate loss of the aircraft and {n others it will lead to
- loss of the aircraft if there are other circumstances which place heavy
- demands on the pilot. In all cases there is almost certain loss of
3 mission capability. Passive failures are well tolerated by systems that
employ split control systems, whereas active failures are usually
tolerated by these only if they can be converted to passive failures by
disabling the falled channel or restricting its authority. On the other
. hand, passive failures are more difficult to detect. Heartbeat monitors
and watchdog timers are commonly used for detection of passive failures in
digital systems but these do not provide coverage of the output circuits
of the computer or control equipment. Capturing of information on passive

;, failures for manual or automated maintenance logs is made difficult by the
-: detection problems, and this area needs attention in development and
(s evaluation.

~ Mode (hange Failures - Most digital systems can operate in several modes

. (e. g., target acquisition, lock-on, and break-off) and unintentional

- transitions between these modes can cause flight critical failures.

.j Consider an aircraft on automatic instrument landing when the autopilot

5 switches inadvertently to a high speed cruise mode. The control

> deflections commanded in the latter mode are completely inadequate to

maintain the aircraft sn the desired flight path, and such a failure is

. therefore likely to result in a disaster. Mode change failures may occur
s due to an internal malfunction in the computer or controller, and in that
7 case they will probably be tolerated if they affect only one of a number
- of redundant channels. However, mode changes are frequently externally

e commanded, either by the pilot or by an interfacing system (weapons

' control system, air data system), and a faulty command from these sources
- is likely to affect all redundant :rannels. Repeated inadvertent mode and
" gain changes were expsrienced in a rszent Air Force flight test prograr,

2’ fortunately under flight conditions which made tham non-gcritical, Trey

.j were caused by an interfacing device, but the exact nature of the failure
o (even whether hardware or software) has not been established. Specific

i means of protecting against these failures is discussed in connection with
A critical interfaces in the next section.

; As indicated, redundancy with voting protects against most of the fallure modes
» for this group. The most frequently encountered form of this type of fault

" tolerance is triple modular redundancy (TMR), although quadruple redundancy is
;r now being introduced in some critical aircraft systems. Detailed

2 characteristics of these configurations are discussed in the next hapter.

-

-~ 4.3.2 Indirect Access Functions

4

Functions which ccntrol tne aircraft or engine indirectly, typically througn
inputs to the autopilot and engine controller, are in this category. Exampies
are navigation systems, weapons control systems and ailr jata system inputs to
the flight and engine controls. Alr data system outputs that drive instrumen-s
are ccvered in the following suhsesticn., Several techniques are available

w thin the Direct Access 4igitdl Systems to limit the effect of failures in
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cornected equ.pment:

input comparison or voting -~ where several identical inputs are provided;

- smoothing -~ filtering of high freguency components, particulasrly those
arising from a sudden active malfunction;

- limiting -~ restricting the magnitude and rate of signals accepted for
further processing; and

- analytical redundancy ~- computing the expected value of an iiput from a
related physical quantity, e, g., approximating radar altimet>r input by a
barometric altitude input that has been adjusted for terrain altitude.

The value of these protective measures depends on the response margin between
the input function and the airframe capability. This margin is typically large
for slowly varying inputs, such as navigation and instrument approach. Weapon
control systems, on the other hand, may need to utilize the full performance
envelope of the aircraft and hence do not permit much filtering and limiting.
Voting and analytical redundancy techniques also require some smocthing to
suppress normal differences in output from individual devices, but these
techniques do not require large response margins to be effective.

The principal advantage of applying fault containment in the Direct Access
components is that Indirect Access equipment does not have to be nodified for
service of flight-critical functions. In addition, limiting and filtering
parameters may have to be changed as a function of the controls mcde, and this
change is much more easily handled in Direct Access components which are the
principal locale of the mode changes,

The criticality of various failure modes is discussed below:

1. Enable/Disable - The criticality of enable/disable provisiors depends on
the nature of the system and on the flight condition. The vorst case is
represented by unintentional disablement of the automatic liénding
function while the aircraft is close to the ground under in:trument
conditions. At the other end of the spectrum, disengagement! or
accidental accidental engagment of a navigation coupling moce will not
normally lead to an unsafe flight condition. As a minimum, the
engage/disengage status of all coupled functions must be clearly visible
to the pilot. For some functions additioral analysis and protection will
be required, similar to those for Direct Access functions.

2. Active Failures - The significant means of protection again:it active
malfunctions in coupled equipment have been mentioned in the introductory
paragraph: comparison, smoothing, limiting and analytial recundancy.
Logging of malfunctions (or suspected malfunctions) for mair tenance
purposes should be insisted on. Disengagement of the coupled function
may be acceptable as a means of dealing with active failure:, except for
automatic landing and approach.

3. Passive Failures ~ The immediate effect of a passive failure is
equivalent to an unintentional disengagement of the function. As
indicated above, this can be tolerated in many cases. The tiore difficult
aspect of this failure type is the lack of an explicit indication to the
pilot that the function is nc longer avallatle or active. Jeartbeat
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s; monitors, commun mede cutput (egaivalent o the [oag 1ndic :o.op of a
i: cross pointer meter;, and analytic redundandy are suitable means of
»: fa{lure detectlon.
‘
5& 4, Mode Change Failures - Mode change failures in coupled functions are less
3 likely tc be flight critical than those in direct access funztions. The
; most difficult probiem is again posed by automatic landing where
- redundancy at all levels of equipment i3 normally provided for
4:} protection.
:C Most forms of redundancy offer good protection against fallures in Indirect
K. - Access functions. The redundancy management (Selection of active functions,
v setting of parameters, and reconfiguration when necessary) can be handled by the
. Direct Access equipment. Clear indications of the status of coupled functions
j‘ must be furnished to the pilot to avoid committment of the aircraft to flight
f conditions which are outside of the current capabilities of the equipment.
4.3.3 Human Mediated Functions
) In these functions digital equipment furnishes displays to the pilot who acts on
o trese by exercising the primary flight or engine controls or by changing the
setting of the autopilot or engine controlier. A typical exampl2 15 a hesl-up
N dispiay or helmet sight. There is impilcit dependence on the pillsi's judgement
ey for detection of invalid output from the function. Equipment redundancy may be
’i managed by the pilot (e. g., by selector switches). Individual failure modes
o are discussed below:
>

1. Engagement/lisengagement - Accidental engagement is normally noticed by
the pilot and signals displayed will be disregarded. Accidental
disengagemert will also be noticed if proper visual Cues are present cnly
when the function 13 engaged.

2. Active Failures - Failures of near full-scale magnitude will usually be
detected by the pilot and the signals will be disregarded. Failures of a
lesser magnitude may not be recognized unless there are failure

. monitoring provisions in the equipment. This type of failure presents

the most difficult problems for Human Mediated functions.

- 3. Passive Failures - As in the case of Indirect Access functions, passive
- failures p. .e a threat of unsafe conditions only if they go unnoticed.

& Heartbeat monitors, common mode output, and analytic redundancy can be

used for detection. A significant change in the display can be used to
call the pilot's attention to the failed condition.

i’
[}

-

o 4, Mode Change Failures - Where the mode is explicitly indicated in the

-, . . . . . S

6 display, or where the mode change is otherwise discernible by the pllot,

b tnere is little likelihcod of a catastrophiz event resultirg from an

Wl unintended change, where trie pil.t may te dnaware of the .rnavie,

:' protective equiprert is required similar to that identified for tne

i previous furctions.

-

L ”‘l . .

i Hum in “ediated functinns ncrmally permit an adejuate response nargin relative %o
- the airframe capatiiities, Also, tne judgement of the piiot can filter out tne
L
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Le 0! some melfunctions,.  Therefore moscive redanitan.y, in paorte ular M
1s nol usuully required. Where there are several flight crew memters,
independent computaticrn and display equipment is desirable. Statis indications
; W and monitoring for passive failures are important for avoiding fl:ght-critical
- situations.

el fe,

4,3.4 Non-Control Functions

Digital equipment is increasingly being utilized for functions wh _.ch have no
direct relationship to aircraft controls, the most prominent ones being digital
communications, identification of friend/f /neutral (IFFN), and ‘.arget
designations. The failure mode most likely to cause a flight-critical situation

X" is a permanent outage of one or more of these functions. The pro“ection against

faf- this is found in physical or analytical redundancy, usually selec.ed under pilot

-}}: control, e. g., communications equipment for several frequency bands, dual IFFN,

,ﬁ:(- and depending on communications when the target designator link fuils,

'r{?

o . ,

u?:: L,y CRITICALITY OF SYSTEM INTERFACES

N

B

;&I: Functions which are themselves non-critical can cause failures in critical

. { digital systems through four distinct interfaces: wutilities, dedicated links,

2 buses and software. Problems specific to each of these are described below. An

{\:{ obvious precaution, common to all of these interfaces, is to rest-ict the number

}:}: of equipments that are directly connected to flight-critical syst:ms.

;xiﬂ Ur.fortunately, the pressure for "integration" forces a higher deg-ee of

Py functional and physical connectivity which poses serious protlems of interface

C;) control. Issues arising from the integration of functions that a-e not flight
critical with flight critical systems are discussed in the final section of this
chapter.

L4, 1 Utility Interfaces

Utilities required for digital equipment always include electric power, and
sometimes thermal control (coolant) or timing signals from a cent-al source.
Failures in the utilities can propagate to flight critical systems due to:

- Failure of the prime equipment for each utility (electric geserator,
refrigerator, or clock);

- Failures in the distribution system (wiring, tubing, connectors); and

- Failures in other use: equipment (short circuits, excessive heat
generation).
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ldeally, utlltty fnputs to flight cri’ica. Systems Sro..d be uninterruptivle, i,
e., they should maintaln their specified characteristics as lorg as the alrcraft
13 not totally disabled. In the electric power area the ideal condttion s only
remotely approactied in stantard inctallations, and with regyard to the other
u.ilities there are no guldeilnes at ali. Figures U-1 and 4-¢ show ac enz dc
voltage limits, respectively, for "abnormal operation™ from MIL-3TD-724D. The
term in quotes includes conditions in which one primary power supply has failed
and an automatic transfer to another supply is being accomplished. During the
possible outage period of 7 seconds it is required that connected equipment;

shall not produce a damaging or unsafe condition and shall
automatically recover full specified performance when the electric
power characteristics are restored to the normal operation limits
herein.

Since any cessation of the operation of flight critical equipment can cause an
unsafe condition, there is an implicit requirement that an alternative power
supply te provided for the digital components to sustain operation for at jeast
7 seconds. Alternatively, redundant units of flight critical equipment may be
connected to different buses. However, during periods of power transfer more
than one bus may be in an abnormal state, and thus reliance on .nhis approach
needs careful analysis of the specific installation. Also, there is frequently
snly orie bus that is kept free of switched high-power users and which thereiore
3z a3 relsztively 1ow exzosure to EMI,Fepresentative implementations of elecwr:ic
power distribution in contemporary aircraft are descrited in Appendix E.

The power conversion unit in each flight critical digital component must be
capable of tolerating one of the voltage envelopes shown in the figures
(depending on whether the primary power input is ac or dc), and it must furnish
a much more stable low voltage dc supply for the digital circuits. It must also
suppress all high frequency components of the input voltage and present a very
Tow 30umte impedance wo prevent propagation of internzlly generated nign
iregquency components (Jdue to the pulsating nature of the internal voltage 2rcp
The high frequency components, if propagated, can be interpreted as digital
signals by the circuits fed from the power conversion unit. The design of
adequate power converters is difficult, and this aspect of computer engineering
frequently does not receive the proper attention.

Ltability augmentation, flight control, and engine control are particulariy
needed when the pilot or flight crew are attending to an emergency condition in
another aircraft system. Such emergencies are likely to be correlated with

e My

Blieb e oty

abnormal operation of the electric power and cooling systems. The interfaces

.. between flight-critical components and the utilities must be designed to ensure

- continued operation of critical systems even under abnormal states of the

:i‘ utilities.

W

Kf- The hydraulic and pneumatic utilities usually do not interface directly with the

g J1g1tal components but are importart for the input and output devices utilized

ﬁ?; my ttme tigital functions.,  The primary safety consideratizn is tnat %re A4igital

ﬁ: mroonests must te infurmed of the st.te ol the hylrau.lc an: gheuma’.

v iS1livies sonres~ted to their input and output devices so it approrriste

:ft 1S0LEn N and Sl trol gt tharge s ar te eltected Ly mretsate Ior fall.

i these utilities,

N

.

T )

l.'

L e T e T T T e e e
3.an% a3 PSP, o \AJ&‘._\;-\--LA'-:_._A'- R °




QvOL-Q4S-1IW WOHd SLIWIT 39¥LI0A O¥v T = ¢ 3YNOIA

opuu s "eReljuasrun 10 PUKFITOAIIAQ JO I8BLY BUI) ew)]

00! 0°¢ ol [ ] [
TT f M " C
IR oy .+
_ S g 2
i SRRSO RE R e e
p 4_, __..,ﬂ 1 t h :
1 aivijoaaspup “ o e : d L ,
“ . S1SELE N SRR
. S SRR ey
[ :;.<.4“ 1
b iy TR SEI B B
=t ?vtq&.
3 et :; fid '
' 1 Vs
b o . ..o*,.,‘ :
_r‘, j'...u..hﬂ i 4
- v MAL R §
4 ...m - _.lag.rhﬂ‘w R [ E
< M..q.. ...w,-.*¢. -
. —r——y . o~ h - .
" ~‘7A 1 _:,
i ~ ! b
ks IRRER i MA. -
. w T ,ﬁd.l K
" | i .“J. .
w ..Hf _.T M
) ! 4~ )
) | | | 1 )
+1 AAARS et el Y
. _ Jjwy) A¥wifoa J
y J_ E 5
! . -
3 L
.
3 T
5 ¥

L i

Cadec




av0oL-a1S-11w WOH4 SLIWID 3OV1II0A 00 Z - ¥ 3YNOId4

SPULDIY CABLI VA Gap. , J. BRI IVALBAY U Lasug BURO| U ew |

¢

-

w

.1_
i
Cr

T

4

S A s o

4=

3

|
- |+h o
1 i _“
T P! R
K ! _ﬁh
a¥e 1- v
N | A
N ! ORI
L .h“.
\
;e

: o
p I
1. v
- i
4
— ‘ crer e e O
i
%
| ™
-t .t (%
1B . ,
! P
R .
Ol T
.
P
———




L.4.2 Irterfaces on Dedicated Links

Dedizated links permit close contrcol of the interface between devices but are
expensive Lo implement and cannot be u-.versally emplioyed in today's highly
instrumented and crowded aircraft. A dedicated link may be justified by high
bandwidth communication requirements, by the need for extreme timeliness of the
information (bus access usually involves some delay), or by security reasons.

Factors to consider in dedicated links are:

overvoltage protection -- it is undesirable to have suppiy voltages and
digital data on the same connector;

-~ EMI protection -- typically provided by shielding;
-~ Definiticn of wave form and timing;

- Acknowledge/not acknowledge protocols -- this implies bidirec'.ional
transmission; and

- ¥ord format, sequence, and errcr control (detection or correc.ion

For application to flight critical systems, the consequences of failures at the
transmitting end and in the link itself must be considered. The posssibility of
damage to either end due to high voltages or induced spikes is beiig minimized
by the first two items in the above listing. Functional failures in the
originator or link are being made detectable by the latter three i:iems. The
handling of a transient failure, once it has been detected, is application
dependent. It may involve sending a NAK {(negative or non-ackncwleige) which
prompts the originator to retransmit, or it may just cause the trajsmission to
be ign:cred and previcus values to be used until a valid update is -eceived.
Permarent failures can be tolerated on.y if therc are redundant transmitting
elements and redundant links. However, temporary failures at digital interfaces
are much more common than permanent ones, and a significant effort for
tolerating temporary failures is therefore warranted.

4L,.4,3 Bus Interfaces

Digital buses provide two significant advantages over dedicated links in
airborne applications:

- considerable savings in aircratt wiring and connectors (both on equipment
arid installed wiring); and

- flexibility with regard to adding, deleting or modifying conrected
eqQuipment .,

Two distinct types of buses are in common usage: unidirectional end
bidirectional. As the name implies, unidirecticnal buses permit transmission in
only one direction, and they are primarily used for transmitting cata from a
single source to multiple users. A prominent example is the Mark 33 Digital
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3CHN niormation Transier Lystem (DITL,, 3@ rned 1 ARINC Lpenliicatinr wcs, whooln iZ
- used to feed information frum one instrument, control panel, or other data

source to a number of equipments which use this information.

LTS
i
AR

nidirectional buses may be used within the flight control system, e. g., for
- transmission of digital outputs to actuators. Bidirecticonal buses may alse be
' involved in the transmission of information restricted to the flight control
system although this option 1s not frequently encountered.

~

.
F 2 S Bt I &

o

::. The most pertinent bidirectional data bus is that defined in MIL-STD-1553B which
L is extensively used in Air Force aircraft. It permits interchange of

|£\ information from multiple sources to multiple users. A significant advantage
- of the bidirectional bus is that it permits acknowledgement of transmissions and
ui}* this in turn facilitates keeping back-up information available until the receipt
L of updates is confirmed. In principle, facilities for acknowledgement can be
:;:) provided in unidirectional applications by means of multiple buses, an awkward
-ﬁ}f arrangement. ARINC Specification 429 states "No applications for this system

> capability {acknowledgement) have yet been identified, and thus no ... standards
\ have been established". The primary disadvantage of the bidirectional bus is
wY the considerably greater cost that is associated with its implementation. In
2a:. some Air Force applications, particularly in transport aircraft, both

\in unidirectional and bidirectional buses are used. A suggested method for

{:2 interfacing these is discussed in Appendix 2 of ARINC Specification 429.
) .‘_’-:..'

L1l precautions for interfacing flight-zritical systems by means of dedicated

L{;- links that were mentioned in the previous subsection also apply to buses. In
1}}: addition, these are subject to the following failure modes:

o

RO -~ address errors,
. - internal inconsistencies,
) "a
oS -~ de 1a. of access, anc

~

e ~ Mbabbling”.

o
(;J Each of these failure modes is briefly described below, and suitable protective
. or fault tolerance measures are discussed.
b Address Errors

3

Ef' The Mark 33 DITS uses a source address which in effect identifies the nature of

the information being transmitted. Any errors introduced in transmitting or
receiving this acdress can cause misinterpretation of the data. This is not a

.' very common failure mcde but it can have potentially very seriogs consequences.
P A limited amcunt of prctestion can be achieved by grouping the input connections
L. Lo the receiving equipment by "ports", and to ailow each port to receive only
::: itts specific authorized addresses. Any failures which result in an unauthcrized
}i' address are thus made etectat.e.
5
[t 2idirecticnal buses reqguire source and destinatinon addresses, and they are

~herefcre sub ec* to errors in both of these. On the other hand, they permit
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the use of ackncowledgement procedures which make deteciion of this failure moce
relatively easy.

Data reasonableness tests incorporated in the using routines provice further
protection against errors for both uni- and bidirectional transmissions,
Alternate data scurces must be available to permit operation of flight criticel
functions after a permanent failure involving addresses has occurred. Temporary
and intermittent failures can be tolerated by use of default data cr
retransmission., It is highly desirable to log the incidence of adcress failures
to permit corrective maintenance to be accomplished at the earliest possible
time.

Internal Inconsistencies

Information transmitted over a bus is constrained to a fixed forma., and
adherence to that format is frequently checked by the receiver. Internal
inconsistencies that are detected in this procedure will result in rejection of
the message. Where such checking is not implemented, invalid info-mation might
be accepted. A typical MIL-STD-1553B transmission consists of a command word, a
status word, several data words, and possibly a final status word. It is seen
that interpretation of a status word as containing data, or vice varsa, can lead
to serious system difficulties. Further, within each word type ce-tain format
conventions appiy, and violation of these can also cause rejection or
misinterpretation of a message.

Most transmission formats include provisions for parity checks on each word or
block. Failure of the parity check is a relatively frequent cause of message
rejection. Possible responses to a parity error are to request retransmission,
to use a default dats value, or to use zrn alternate data source.

Denial of Access

Most of the unidirectional buses used in current aircraft transmit data from a
single source to multiple destinations in a broadcast mode. Since only the
source is equipped for transmission and has continuous access to the medium
there is little likelihood that a denial of access failure will occur. In some
modifications of the Mark 33 protocol alternate sources can transmit on the bus
under control of the primary source. In that case failure of the primary device
to authorize a desirable or required transmission by the alternate can be
construed as access denial,

Denial of access is a more serious failure mode in bidirectional tuses. Three
fundamental techniques are used for granting access: control by a master, token
passing, and contention. MIL-STD~1553B is based on the first of these. The
other technigues are currently in use in local area networks and may in the
future be applied to aircraft systems. Many malfunctions in the master can
cause the bus control sequence to be interrupted and altered, thus denying
access to some, and possibly all, users. An alternate master can be activated,
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Li Lhere i3 some risk ir Yha' prosed.re, and even if suttessiul 1l may regquire
a longer time interval tran can be tolerated in some flight-critical
applications. The preferred means of protecting against access denial is to
make the entire bus redundant, and to employ more than one master. This
involves considerable expense but is an effective means for dealing with a broad
spectrum of bus and interface malfunctions.

The token passing and contention methods do not require a dedicated master for
bus access control. In token passing, a user who has temporary control of the
bus passes this control (by means of an abstract "token") to another user who
can be predefined or who is identified on the basis of computed conditions. The
protocol can provide means of circumventing a user who has sustained a failure
or who is temporarily ineligible to have access to the bus (e. g., because of
low priority). In the contention method a user who needs access to the bus must
first listen to determine a quiet period. The user then transmits its identity
in a series of ones and zeros. If another user attempts transmission at the
same time (this is the contention case), the unit with the greater number of
leading ones gains control of the bus. Both token passing and contention are
intended to provide continued bus access in the presence of failures in
individual units. However, because of failure modes other than access denial,
redundancy of the buses may Still be desirable in critical applications. The
contention method does provide an upper limit on the waiting period before
access is achieved. This presents a problem in flight critical systems that
require a high frequency response.

Babbling nodes

A bus access point which “ransmits signals that do not conform to the

established prctoccl 1s zalled a "babbling node". The rost bothercome aspect of
tnis type of failure is tnat it denies bus access to legitimate users, with a
potential of complete disruption of system communications. Failures of this

type have been observed due to intermittent connections, electromagnetic
interference, and software problems, Diagnostic routines that remove power from
selected units are helpful in pointing to the source of the failure. However,
only redundant buses can provide assurance that such failures can be tolerated
without affecting flight-critical functions.

4.4,4 Software Interfaces

Any kind of software failure can affect data that are being passed across
interfaces to flight critical functions. However, under this heading we are
particularly concerned about failure mechanisms at the interface proper. Data
~an be passed from one function to another in three forms: as a message, as a
parameter, cor tarough a csmmon data Gase.  The possiv.’ ity of an uriev=2.%ed
~orruption of the data generally increases in the orde: listed.
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wWhen data are passed as messages the data value ls usually protected by a parity
nnde (mandatory in MIL-LTD-1%52). Frequently a time tag 1s associated with the
43%a, and the status of the originating unit or function is {dentified (e. g.,
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operating in normal/restricted/emergency mode,. A requirerent. for this
information {s estahblished in the messasge protocol.

When data are passed as parameters (i. e., in the call of one software function
to ancther onej), the same information can be provided but this is at the
discretion of the software designer and not governed by a protocol. However, irn
the case of both messages and paramelers the originating function is aware of
the identity of the recipient and of the use to which the information will be
put. This permits tailoring of data and transmission formats.

When information is put into a common data base each data value car usually be
accessed by itself. Thus, even if the originator associates a time tag and
equipment status with the data proper, there is no assurance that & user will
obtain the additional information. During an initial design cross reference
lists are frequently generated which permit determination of which functions
utilize a given data item., But as modifications are being made, this
documentation is not always kept updated, and in a fielded system it is rarely
possible to know where and how each item in a common data base is used. The
passing of information through a common data base should therefore be used in
flight-critical systems only for extremely well-defined data items. and the
association of the basic information with fields that indicate its validity
should be enforced.

Some examples of how problems can arise are sketched below. A comrion factor in
these examples is that the information processed by the digital equipment is
within the range of normal values and is not likely to be rejected by
reasonableness tests and similar techniques of broad coverage erroi detection.
This emphasizes the value of formal protocols for passing informat:on between
functions.

Rate Derivation from a Default Value

A module computing true airspeed has not received input data at the time it
started processing. According to the specification, it puts out the previously
computed value with a flag that identifies it as a default. Anoth:r module
computes longitudinal acceleration by differencing true airspeed data. It
utilizes the default value and of necessity computes zero accelera.ion for the
latest interval, regardless of the true value of that quantity. Tie default
flag should have been utilized to suppress or alter the computatio: of
longitudinal acceleration.

Rate Derivation from a Substituted Value

As above, but the module computing true airspeed accesses an alteriate air data

source which has a small offset from the primary source. The erro- in the true

Lo alrspeed value is tolerable. However, the acceleration computed by differencing
“~
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"o the prior value (derived from the primary source) Wwith the current one (derived
ujxix from the alternate source) is grossly in error. A flag should have been set to
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Change in Filter Algorithm not Propagated

Height above terrain is computed from radar information using a Kalman filter
algorithm which requires considerable computer time but provides an accurate and
smooth output. When computer idle time falls below some threshold, indicating a
possible saturation of the processor, the filter algorithm is modified so that
it requires only one-half of the normal processing time. The resulting output
is tolerable over most types of terrain, but over some regularly spaced hills tt
causes the autopilot to command hard-over up to hard-over down elevator (at the
natural frequency of the system), endangering the aircraft and crew. The change
in spectral composition of the height signal should be communicated to using
modules, enabling these to change gain, time constants, or limits.

It will be recognized that in all of these cases the problems arose from an
exceptional condition in the mainline data processing, and from failure to
communicate to user processes that the exceptional state exists. This is a very
common failure mechanism in both ground based and vehicular control systems.

4.5 CRITICALITY OF SENSOR AND ACTUATOR INTERFACES

The communications and data aspects of sensor and actuator interfaces do not
differ significantly from those described for general interfaces in the
preceding section. However, in other areas sensors and actuators pose specific
protlems because they are an integral part of the flight or engire control
systems. Two specific topics of interest with respect to criticality are the
detection of failures in sensors and actuators by means of the digital
processing, and possible responses to sensor and actuator failures.

4.5.1 Detection of Sensor and Actuator Fallures

The speed with which computation and comparison can be carried out in digital
equipment provides an efficient and usually effective means of diagnosing
incipient failures in associated electromechanical devices. The resulting
information can be used by maintenance personnel to replace or repair the
affected component, hopefully before a system level malfunction has occurred.

LA N

"r

Sernsor signals to a digital system are frequently '‘conditioned' as a first step
1n processing. This conditioning may involve static and dyramic :calibration,
smcothing, and range checking. Where several sensors of a given type are input
ty the same processor, averagling or midvalue selection are also carried out
prior to processing. Many incipient failure modes have specific signatures that
can he detected as part of the signal conditioning. Sensor bearing failures or
otrer causes of high fricticn usually result in 3 noisy sensor output, and that
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is detected in terms of a large value of tre sur of sguares deta that is
computed by most smoothing aigorithms. Noise due to an incipient s-nsor failure
can be distinguished from that due to a noisy data condition becaus> the latter
usually lasts only a short period of time. Some failures that resuit in a low
sensor gain (e. g., leaking bellows in an air data sensor) will cause the sum of
squares to be consistently low, and this fact is also a useful diagnostic.

Transducer failures usually occur without advance warning. However, in
practically all cases they produce either zero or hard-over output. The latter
is easily diagnosed by a range check (and transducer failures are the most
common cause of exceeding the specified range), while zero output failures
produce a persistent zero value for the sum of squares, again a very unique
signature. Transducer type failure mechanisms are also found in many types of
tachometers.

Comparison, particularly where three or more instruments of a given type are
present, is a broadly applicable technique for detecting incipient and well as

actual sensor failures. Techniques for identification of the malfunctioning
unit include:

- deviation from average or mid-value, either in absolute terms or as a
fraction of the normative reading;

- deviation from average sum of squares (or otner mneasure of seénsor noise);
and

- deviation from average reading-to-reading differences (indicat.ve of
calibration problems).

Where fewer than three identical sensors are installed, comparison can be
carried out with computed values of the sensor data, e. g., attitucde rate
derived from an inertial platform.

A braadly applicable technique for detecting incipient actuator faiiures is to
monitor the residual error signal of the actuator feedback loop as shown in
Figure 4 - 3. The position error signal (E in the figure) should tave a large
value only when high rates of actuator travel are commanded. Failires of the
actustor transducer can be diagnosed in a manner similar to .z1liures in sensor
transducer~. Failure of the correct feedback signal from an actuator transducer
Wwill typically result in a hard-over output, anrd detection of tha® condition is
therefore desirable to permit protective measures to be initiated.

4.5.2 Response to Actuator and Sensor Failures

The response to an acute actuator failure (i. e., one that is not masked by
redundancy provided as part of the immediate function) must be taken at a higher
system level. Aircraft with split flignt control surfaces represert a
comparatively simple case. An actuator failure involving one portion of the
surfaces can be responded to by recentering the affected surface where possible
(by bypassing the actuator or shutting off the hydraulic supply), znd by

L increasing the system gain (deflection/attitude error) of the remaining
’ channels,
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Trhere is ircreasing interest in utilizing auxiiiary su-fz.es (carnagrds, leading
edge sla%s, etc.) for emergency control in case of comp.ete loss of a primary
control function or surface. These techniques are particularly applicable to
dealing with battle damage. Because the alrcraft are at best only marginally
stable under these conditions, and because the control action 4iffers from that
which pilcts are uised Lo, 1L 18 important that digital sSystems are designed for
multiple control mhdes and can manage both the mude transition ard the control
of the aircraft in the resulting mode. Uetails of these techniques are beyond
the scope of this Handbook.

Where multiple sensors of a given type are provided, the response to an acute
sensor failure is the deletion of the affected sensor from the input data set.
This is desirable even where the data from the failed sensor are masked, because
any temporary disturbance in the output of the remaining operational sensors ;
might cause the voting or comparison algorithm to produce an unexpected value '
due to the presence of the data from the faulty sensor. Where direct
alternative data sources are not available, suitable emergency input data can
frequently be computed from functionally equivalent sensors (e. g., attitude
rate derived from an inertial platform, temperature at the engine iniet computed
from sensors in adjacent areas).

The transition to and the use of alternate data must be made known to using

functions., Note the examples cited in 4,3.4 for problems arising at software
interfaces 4due to lack of know!edge abcut state changes in associated functions.

4.6 Problems in System Integration

)

There is an increasing trend toward tne integratiorn of several digital control
furaticos on Air Force aircraft, pariiculariy tactical Tighters. Surstantial
perforzarze advantages are frequently achieved bty the irtegrat.on of several
functions such as weapon sighting, flight control, and engine contrcl. There
may also be weight and power savings due to the consolidation of equipment.
However, where one of the functions is flight critical and one or more others
involved in the integration are not, there is a potential that the entire
integrated function will be flight critical. This will necessitate an expansion
of reliability activities such as failure modes and effects analysis and systenm
safety analysis, increase in the test effort, and corresponding additions to the
operation and maintenance cost for inspection, record keeping, and parts
control. Even where all of the functions to be integrated are flight critical
by themselves, the increase in interactions resulting from the integration may
cause a substantial increase in the safety and control efforts.

IJ‘"}.’)

A key to the impact of integration on safety aspects resides in the steps taken
to prevent the propagation of failures from one segment of the integrated system
to anothrer., Functional integration, such as the utilization of weapon system
sight «-rors in tre flight centrol system or utilization of vertical flight path
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}:- 2rrors .n tne engine control system, <an usuai.y be hanllied Wwilhcut urdue ris«s.
. Trhe exzore of infcrmation from a flight critical system to other functions
e u3uai.y ;resents ro problems at all. Tre 1mpert of information %o a critivas
oo system requires safeguards at the interfaces (see Section 4 of this chapter).
Eiﬁ The g-e<z=23t exposure “c safety problems occurs in the physi~al integration,
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of flex:bility that (S incurred as more and more functions are being integrated
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- all functions are processed in the same computer,

- functions share a common data base, and
- there i{s integration of sensors and displays.

The concern with processing in a common computer arises from the capabllity of

any program that is execited to interfere with the execution of other programs
due to:

- failure to terminate (endless loops or waiting for message
acknowledgement),

- writing into the memory area of a critical program due to a hardware or
software failure, and

- competition with critical programs for access to required resources,.

While techniques are available for reducing the likelihood of all of these
events in normal coperation, there remains a possibility of problems under
exception conditions, just as the need for continued operation of critical
functions is greatest,

Problems thzt can arise from passing informatisn by means of a common data tase
have been addressed in Section 4.4.4, The potential for data base errors
increases with the size of the data base, and favorable experience on a smail
data base should not be translated into the expectation that the same
circumstances will prevail as the data volume is expanded. There is particular
concern about the utilization of large state matrices for flight critical
functions. From the control theory point of view the estimation of system
states can be improved by increasing the number of observable quantities, which
correspinds to increasing the size of the state matrix. The cormputer work.cad
tends tc increase even more than the sguared size of the matrix, and the
probability of failure increases exponentially with wcrkload (the relation shown
in Figure 3-6 for the effect of input/cutput operations on failure probability
also holds for other indices of computer workload). A compromise can frequently
be reached by partitioning of the state matrix which may involve a small penalty

in the accuracy of the estimation but greatly reduces the demands placed on the
computer,

The danger in use of common sensors and displays arises from a reduction in the
independent data sources utilized by the digital equipment and the pilot,
respectively. Comparison of data sources may be used for detecting actual or
incipient failures. The safety value of physical or functional redundancies may
not have been fully realized during the analysis the led to the

integration.

The greatest need for integration arises from the increase in functional

capabiliities, such as recuced sight errors in weipon systems, increased

perforzarce or requced fiel consumption fur the englne, 2o,  ose SL_eot..e5
can te accompllshed without extensive physical iIntegration by using conventional
methnis of information interchange, pre.eratly Ly means of messag=s ‘see Tection

h.4.4). The equipment savings that are made possibie Dy physical integration
wiil freqeently be negsted by increancd expenlitures for safety and by the lack
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Chapter &

TECHNIQUES FOR RELIABILITY, FAULT CONTAINMENT, AND FAULT TOLEFRANCE

Tnis chapter introduces the reader to techniques and tools that can be used to
deal with the hazards to flight critical functions that were described in the
preceding chapter. The objectives of the various procedures are presented, and
benefits and costs associated with their application to flight critical systems
are discussed. Where they are available, military or other Government guidance
documents are referenced. The chapter starts with a review of conventional
reliability improvezsnt procedures and through the first seven secticns deais
with increasingly powerful and costly fault tolerance techniques. The final
tnres gsecticns deai with agplitation information 2omrcon to most cf the
techniques and with criteria for trade-offs and selection.
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SLLAZILUIVY IMPEOVEMENT T

Praztically all current military aircraft system procurements invoke MIL-STD-785
"Reliability Program for Systems and Equipment -- Developament and Producticn®

! 2 "Zuility Prograx Requirszents". Tre former s concerned with
tzing fremown : .
TIr expna3lzos lssue: relitlng Lo proc2ss and
inspectinn. chroal tronic devices are subject to MIL-STD-883 "Test methods
for Microelectronxcs". These documents (or more specific requirements derived
from them) constitute the baseline of fault avoidance techniques for flight
critical systems. The present section emphasizes procedures applicable at the
rart and assemtly level, while system level activities are addressed in Section
2 of this zrzprer.

Examples cf reliability program techniques are derating of parts (e. g., using a
capacitor rated for a working voltage of 600 VDC when the actual working voltage
will never exceed 300 VDC), and part or assembly screening (e, g., subjecting
the articles to a vibration or temperature cycling environment that accelerates
the failure mechanism, and removing all that fail or show a significant
parameter change). Examples of parts program techniques are calibration of all
measuring instruments used in manufacture and test, control over incozming
materials, znd use of statistical quality control technigues (these may cause

L

iy crtire 1nts3 Yo be refccted when the nercentaze cf defectives exceeds a

:f: trnresnaid, s Tae @LrL steltronil st CejaaleTent I o looiwde visaal Lnopoeltion

Tf incer mawnificaticon of camples or Sf o all devices (o2 for o seratzhes, veilids o ar
ﬂ} LArrow L. n e e NS, Ll Yy n L5 d;nle‘ir;.;, teennLle Itrength [
:%: tonds, and rermeticlity of paIekages. {n agditicn, tr.r ire functiond:

'ii rejiiremente which vary with the tyre of device toing ta"'nd

>

% R A A ,'_. "‘ A ,- AN :_._ \_;_-,___ RN R _;‘..._.
e R f'f;;LJ;.‘;uupf* S IP AP SRS ~

S I I I AP PR, A..K‘L‘L..(".i._n

ot e s aan gere et Aal

BCatlcakly oy |




Sades gae " U T T W P T T TV
W St i Ve FAPCER R S ! o v £ C.
reloztila P [ .
1. Can reilatility uality control, ard test methodology be re.axed wher
S ’ E
Casls t.icran: LUorntrozaneds
c. Can tigricor relialillly, quall™y Coriria, ol test praiticos roedaos U

need fcr fault tclerance?

In most cases the answer to botn of these questlcns is in the nega'ive.
Military specifications provide an environment for reliability practices within
the supplier community which is near the economic optimum at any g ven time for
typical aircraft applications. As indicated in Figure 5-1, the pr.ncipal
variable components of the total cost to be considered in this connection are
the cost of failure and the cost of reliability improvement. The tacsic
manufacturing cost does not vary significantly with th2 failure rate and deecs
not enter into this trade-off. The optimum regicn is shallow, and total cost is
not materially affected by deviations from the exact optimum failule rate.
Relaxing the specifications from a level to which industry has alrcady become
accustomed will not result in great savings. On the other hand, t-ying to
achieve a significantly lower failure rate than the baseline methodology will
incur sharply increasing costs.

3

‘lizbillty and parts contros ar:- constantild Je,

ve tends te fiatten out, thus the optimum po

. However, at any given tirme the relisb:lit

dre pcssibie by stricter fault avoidance technigies are quite
1imi . zre an immediate reduction of the system failure rate by a factor
of two or mcre is required, one of the fault tolerance techniques iiscussed in
later sections of this chapter is more likely to produce the desir-d result at a
given resource expenditure.
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rejuirements of th: equipment. This 1s their gr-atest
fault tolerance which usually requires the addition of some

Conventional reiiability techniques have no effect on single point
{but affect the provabtility of failures dae to these

and trey arz nct usually employed for compliance with MIL-F-9430 or
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Where fault tolerance tecnniques are egpleyed, a very significant osenefit of
fault avoidan.e is the reduction of maintenance requirements. Par:s which do
not fail do not need to be replaced., Fault tclerant equipment als> interfaces
with non-fault tolerant equipment, and these interfaces are quite sensitive to
the level of reliability that is being practiced in the non-fault tolerant
An often overlooked interface of this type exists between the faul:. tolerant
3ystem and its test Pq»ipmﬁr? (which practically never incorparates fault
tolerance). Frequent failures in test equipment may leave the fault tolerant
system unserviceatle or impede its inteprity. Consclentious and consa
application of good conventional reliabil:
support equicment for fault Unlerarnt

arez .,
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ty and parts control pra *“ices to
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This section examines a number of system level techniques for increasing
reliability and for reducing the impact of failures on system capanilities.
This is a representative rather than exhaustive description of avajlable
methods. All of the procedures employ analysis to identify weak szocts in the
system reliability chain. The corrective action can involve redesign,
employment of local redundancy (e. g., using relay contacts in parallel to
ensure closure of a critical circuit), or fault tolerance of a wid=sr scope.
Because the latter is discussed in later sections of this chapter the other

s techniques will be emphasized here.
-
NS ) . . :
g Three analytical procedures of broad applicability and a fourth on:s specifically
Cal : . . .
ﬁ%, aimed at software are described in the following:
) 1. Failure mode, effects and criticality analysis;
o |
> 2. DSrieark circuit analysis;
‘f\f
S . Fault tres analysis; and
AN
‘ 4. Dynamic analysis of software.
itf For optimum coverage several of these technigues can be combined, and there are
?:}' some proprietary methodologies which apply such combinations to a specific
A equipment ares.
e
e,

.
A

TN . - i i i

R S5.¢.1 Failure Mode, Effecte, and Criticality hnalvsis (FMEZA)

\ '\':*.‘

{ ‘-:_‘.'

‘t'F for U. 5. Alr Force applications, the concuct of a FMECL is goverred by

o MIL-STD-162%. The standard perzmits the analysis to be conducted at several

IR
Lata

«
x

equipment levels (rererred to as "indenture levels" in the documert). For the
purpose of this Handbook the lowest level will be that at which tre criticality

e

f%& of failure can be assessed. This is generally the Line Replaceable Unit (LRU)
}bﬂ but in the case of control panels and wiring a breakdown to individual switches,
L connectors, etc. can be desirable. Where the LRU is a digital ccnponent,
_:3: hardware and software effects can and should be considered together in the
1;5: FMECA. It is sometimes believed that scftware failures are implicitly covered
{’uﬂ by the aznalysic of hardware effects because ejuipment failures are manifest only
Sl L . p ) o . . .
A at the hardware level (2. g., an improper signal transmitted). Tris reascning
Lol . . "
0;_: does not account for correlation of hardware failures dus to faulty software (e,
o : . > N . . . s
! i’ £., multiple gates being improperly turned on; or for periodicity of failures
& that cannct be predicted at the hardware level (e. p., a failure (3sociated witsn
:i{ a software counter overflow which occurs at the period of an aircraft flexure
o moie and can thereby produce catastropnic effocts),
[£7a
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- Fallure Modes and Effects Analysic (FMER)
- Criticality Analysis {(CA?

The scope of the analysis to be conducted in euch step s shown in the
MIL-STD-1629 worksheet formats which are reproduced in figure 5-¢. The cverall
purpose of the procedure is to identify those failures wrich produce severe
effects and which have a high probability of occurrence. A graphical
representation of this method is shown in Figure 5-3 wrich is taken from Figure
102.2 of the standard.

MIL-STD-1629 permits the CA to be conducted in either a qualitative or a
quantitative manner. In the former, the probability of failure in a specific
mode is determined subjectively. Five probability levels are used in this
approach, ranging from "frequent" (greater than 0.2 over the item operating
interval) to "extremely unlikely"™ (less than 0.001 over the item operating
interval). The value of the data obtained is obviously dependent on the
objectivity and knowledge of the person who makes this assessment. In the
quantitative CA methodology the probability of failure is determined with the
aid of MIL-HDBK-217. The difficulty with this approach is that MIL-HDBK-217
lists failure rate data are at the part level. While the overall failure rate
of an LRU can be computed fairly readily from the part ‘zilure rate infecrmation,
the failure probability in a specific mode pertinent t: the aircraft level
depends z.most entirely on judgment. Thus, a considerz:z.e subliective component
enters into this approach as well.

A further problem that sometimes affects the usefulness of FMECA in connection
with flight critical functions is that personnel who perform the FMECA tend to
be equipment specialists who may not be able to assess effects at the aircraft
level. Tnus, a transient deviation in an altimeter output may be regarded as
being a low severity failure whereas the propagation of this anomaly through the
flight control system may result in a much more severe =ffect.

Benefits of a well conducted FMECA include:

- cataioguiny of all failure modes of equipment that constitutes the flight
critical system or furnishes direct access data tc¢ that svstem;

-~ a preliminary listing of failure effects at the aircraft level (to be
refined by use of other analyses); and

- a preliminary identification of failure modes that produce severe effects
and also have a high probability of occurrence.

Because the FMECA is a bettoms-up procedure (equipment level failures are
propagated to the system level) it identifies problems in a manrer that
frequently permit resolving them through redesign or other measures short of

ma jor redundancy or fault tolerance. Examples of actions that mignt result froom
an FMECA are:

-~ invertinz the voltage level cf an alarm output such that there iz an
explicit alarm condition on failure in the equipment power supply;

- initiating an immediate reset of the affected funztion in case of a

- 61 -
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- Sseparation of power and signal ccrnductors to reduce the sever:ty of short
circuits; and

73

rejuiring periocdic tes® of a funition Wwhizn 1s s=ldom exercised during

gl =

: routine operation.

b All of these measures can be accomplished at a low cost if the neea for them {is
" defined early in the program life cycle. MIL-STD-162% states "The FMECA shall
ro be initiated early in the design pnase tc aid in the evaluation of the design
1% and to provide a basis for establishing corrective action priorities."™ However,
:; an update of the FMECA prior to placing an aircraft type into operution or after
15 an extensive modification program may also be desirable to identify failure

M modes and effects due to changes (or those that were not recognized during the

. initial analysis, possibly because there was not sufficient knowledge about LRU
" characteristics). Tne FMECA can be extended to include damage effects but

}: treatment of that sub’ect is cutside the scope of the present Handbizok.
k-
A

'I

‘}x 5.2.2 Sr2zk Tircait Analysics
A
-
:ﬁ A Znezq Zircult s a patn tnat carn =1t o ounintended zotaation of g dev. or,
- conversely, cause unintended deactivaticn or interference with activation.
. Sneak circuits typically arise in the logical control and interloc<¢ areas. A
f, simple example of a hardware sneak circuit is shown in Figure 5-4A. It is
8" interded to prevent routine opening of 3 cargo door unless the air:raft is on
x; the grouni. For this reason the switch that controls the door ope-ing is
' energizal tnrcugh the Jesr Down coarntracior,  dowevar, trere is a reogul
f? ezsrgenty Jperation of tre d3cr wh “re 5ear is not Jdown. An ind:@zen
g cirzult supplies a safed emergency switcn that permits door operat.on.
V. normal door switch is in the closed p051t10n, closure of the emerg:mncy docr
‘: switch will cause the landing gear to be lowered. <OCnce this condi:ion is
) ﬁ recognized, it can be prevented easily by insertion of a diode int:> tne routine
o door cpening circuit as shown in part B c¢f the figure.
‘ In a practical aircraft system the connections which can cause sneik circuits
_(- are vastly more complicated than shown on Figure 5-4. Computer aids for
_i' analyzing the control logic are therefore frequently used. After the logic tree
o (the Boolean equivalent of an interlock schematic like the one shosn on Figure
o 5-4) is entered, the computer produces a printout of all conditions that can
o cause a given output, all conditions that are necessary to prevent a given
‘ cutput, all conditions that can cause a combination of outputs, etz. After
- these listings are obtained, it is still necessary for an analyst tc review tham
;:; and to determine whether ary of the stated conditions violate the system
. reciirements,
a{: Th= sneak circult analysis technij.< nas been extended L0 COMpuUL2r progrims is
_3’ oL frware Jnear Clroult Analysis™, M st of tnis work was perforze ! ound=r NAJA
o sponscrship and many of the computer tools utilired are in the putliic domain.
a These tools also perform conventicnzl software structure analysis, check for
’} cong.steniy of variable ind lat-:l -~.ning, and wuwdit for atherence Lo prosrian
A"'.
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B. Revised Circuit

FIGURE 5-4. EXAMPLE OF A SNEAK CIRCUIT
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S.4.4, As in the hardware ares, ccrputer based t¢ols are a valiuabl- ald Dyt Zut
in tne end tne evaluation depernds on the experience and skill of the aralyst
Barcware and software sneax circuait analysis are significant fault voidance
tecnnigquas., Tney are appiicatie to control logio, inniuding spgex:fiially tne
control logic that is required in connection witn rault tclerance s.ch as

coaputer reconfiguration and scftiware restart.

5.2.3 Fault Tree Analysis

In fault tree analysis undesirable events are postulated at the top system
level, and then conditions which can cause these events are identified and
eliminated. Where complete elimination is not possible, a configuration mucst te
established which brings the probabiiity of occurrence below an acczptable
threshold. The primary means of accomplishing this is through fault tolerance.
Fault tree analysis can also be applied to the reconfiguration and recovery
provisions of fault tolerant systems for the purpcse of validating the
effectiveness of these provisicorns.

i1t tree 3znalysis is menticred in MIL-3(D-Zal o2
rnts" as an accaeptable technigue but n2 J2 it i
. The most prominsnt current use of fsult tres analysis cccur
review and licensing of nuclear power plants, and the Nuclear Regulatory
Comzmission "Fault Tree Handbook"™, NUREG-0492, is a widely used reference. An
example of a fault tree is shown in Figure 5-5. The electronic portion of the
piteh control used in that exazple is assumed to consist of three independent
computers and two independent fault isoiaticon netwcorks. Survival ¢f at least

ore fz.lt iszlz=tion retacrk and cone 2cmputer are rajulired for oper:ztisn of tne
electronic yort;on. Araiysis of scftweare fallurss 1s indicated as 2 sepfzrate
task.

As was the case with the two previously mentioned analytical techn:ques, fault
tree analysis can be conducted more easily with the help of compute¢r based
tools. Several tools of this type have been developed for the Nuclear
Regulatory Commission and are in the public domain [OLMAS2, VESESC .
Proprietary systems are in use in the chemical and process control [ields
(TAYLBO].

Fault tree analysis has alsoc been applied to computer programs [HE'H&2, TAYLB1].
The first reference is particularly applicable to software for fau.t tolerant
computers. Figure 5-6, taken from that reference, shows the fault tree for the
executive program of the Fault Tolerant Multi-Prrcessor (FTMP), a :iASA/Draper

-ixiui Labcratory project targeted for flight critical systems [SMITh:l., Tne

AT procedures used for software fault trees can usuually handle coumbin:d hardware
DN and scftware faults. An agplication of this type to an Air Forc: armament
A systexn s desorited 1n MUIhzoi.

N

L Faslt tree anaiysis 1o 3 %up=27wn teornljae, It shongd e oondgot-d or

:EQ}E supervised by personnel who nave a good understanding of critical »vents at the
s(\:x aircraft and flight ~ontrols level, A very important use »f fault ftree analysls
Iﬁsz {3 to translate the top level nritinal evernta {nto =vents that mus: te prevented
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ot o the sutryrten level.  From tpero oony FMEDA oo ts el v Seternope tre
perential cauces of the harmful events and to direstl thelr eilfina’ Lor,.,

Fault tree analysis can also be used in the validation of the reconfiguration
ard rceovery sequence of a foult tolerant subsystem ~r corputer. Key elemsnts
in such an analysis are:

- fallure of tiring or sejuen~ing functions;
- correlated failure in a monitor and in the monitored equipment;
- undetected failures in a monitor or in a spare component; and

- resource contention (e. g., for bus access) during a critical
reconfiguration sequence,

5.2.4 Dynamic Analysis of Computer Programs

The term 'dynamic analysis' applied to computer programs means review of the
performance of the programs as they are being executed, In a more specialized
sense that will be used here, dynamic analysis furnishes a measure of test
coverage, i. e., whether the test cases exercise all functions that the program
can provide. Since software does not fail due to physical deterioration, the
capabilities that are provided at acceptance can be expected to persist
throughout the operational period (or at least until a revision is reguired).

If a software function is completely tested and found to perform in accordance
with the requirements it can be expected to operate satisfactorily from there
on. The obstacle to completely fault-free software is the inability to conduct
exhaustive testing on practical computer programs. A valuable characteristic of
computer programs is their ability to modify the processing of data depending on
some pre-established criteria, e. g., to take one action when a variable is
below a threshold and another one when it is above the threshold. This implies
that the program may take different branches, depending on the attributes of the
input data or computer states. One of several possible measures of test
coverage is the ratio of branches traversed during test to the total number of
branches [HOWD78]. The dynamic analysis discussed here is aimed at determining
the brancn coverage ratio and particularly to identify branches that have not
been accessed during test. A related metric that is important in modularly
structured programs is the ratio of calls executed to possible calls (a call is
a transition from one module to another). The assessment of branch accesses ang
call executions is made with the aid of software tool that are generically
referred to as dynamic analyzers or test tools. Publications that provide
general background on software tools are [FIPS99, HECHB1, HOUGH1, HOUGB2].

A dynamic analyzer specifically developed for the flight controls field is
czlled AVFS (Automated Verification of Flight Software) [SAIB82). The
performance of dynamic znalysis with the aid of AVFS is shown in Figure 5-7.

The AVFS commands shown at the upper left identify the sections of the code that
are to be subjected to analysis and the specific type of analysis to be
conducted. On the basis of these commands the source code (the flight control
program) is modified to permit the tracing and counting of branch execu*tions
and/or module zalls. The resulting program is the instrumented source code
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=i}: cperation,  Tne audit file is generated during exe . .t.In and yi=-.d; coverage

\:f{- repcrts, some of which are discussed below.

-

+ENN Figiure 5-3 sncws two reports generated by AVFZ. The summary report shown in

}}} part A of tne figure provides coverage data bty m.dule and for tne origram as a

‘{{{ wncie, This listing uses "D-D Path" to designate a branch (D-D st:nds for

{?{ decisicn-tc-dezision). Tne left column lists trhe medu.le nazes and the numisr of

;x;x D-D paths im each module. This information is repeated for each test case. The

) middle panel lists coverage statistics for each module and test case, and the

AL left panel prcvides cumulative coverage statistics., Note that the cumulative

X statistics are not the sum of the coverage statistics for the individual test

cases since the latter include duplications. By comparing the cum:ilative
statistics for test case 3 and test case 4 it can be seen that the latter
provided no additional ccverage.
To imprcve the coverage it is necessary to know which branches hav: not been
traversed sc that test cases can be constructed that will access t-cse brancres.
4 valuable aid is the No Hit report shiwn in Figure 5-3¢. For eac- modul2 the

number of paths not hit, and the specific identification of these jaths are
provided. The major benefit 1s tc know which branches have not bea2n accessed cn
a cumulative basis. Reports can also be generated that show the frequency of

A aczess %0 bdranches. This information is useful for perfcrmance optimization,

: o e Lrancn test coverage does nct assure that the prograr will alwzys

. 2¥=2ute correftiy. It may fail cue to numgﬂ;ca‘ relationships tnat wers rnot
en2lurtered during test, due to unusual tizing c*ndltlc“s, cr teca.se of
nardware,/software interactions, However, dynamic analysis is a practical means

. of determining that the program has undergone a reascnably thorougn test.
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s 5.1 FAULT LINTADNMENT

Many types of hardware and software failures produce only transient effezts.

Regardless of how short the period of abnormal operation, if the contaminated
results are permitted to be accessed by later computations they will have
effecus. Trhe purpose of fault contalnment is to aveid tne use

contaminated lata in subsequent prolessing.

- +*
permanant

of

Transient hardware failures can arise from any of the following:

- pewer supply fluctuations;

- internally genera*ed electro-magnetic interference (EMI);

- externally g=nerated EMI or environmental disturbances (shock, et:.:;
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some rare data putrterns or corrnoldence of sofvwhnre ey s ootion Witnocompoter
states (e. g., input/cutput channel busy). These rare events are not iirely to

persist and thus will usually result in a transient fallure. It is seer tha
techniques that prevent the progression from tempcrary to permanent computer
failures can play an important part in improving the reliability as seer. by the
user. It is highly desirable to record the temporary failures {even if tne
effects are masked) su that underlying causes can be investigated and repaired.
A well-established technique for preventing the contamination of a data base
with incorrectly computed values is checkpointing. This involves placing new
results into a temporary storage area, called a cache, until they are checked
and found to be acceptable. Only at that point are they added to the data base
and the cache area is made available for the next batch of computations.

A variant of this technique is the insertion of rollback points in the program.
After a rollback point has been passed, no data can be written into the regular
memory but data can be read from it. Newly generated data are written into a
cache. Before the next rollback point is encountered, all data in the cache are
tested, and if any are found to be suspect the program returns (rolls back) to
the previous rollback point and re-executes from there. After repeated failures
at a rollback point a more severe recovery procedure can be initiated, e. g.,
program restart. If no failure is encountered when the cache ias checked, the
content is committed to the regular memory and the program proceeds to the next
rcllback point.

The effectiveness of these techriques depends on how thoroughly the dzta 1n tne
caczhe can be checked befcre being released to the regular memory., The following
may be considered as part of the check:

- range of numerical variables;

~ increment over prior value for numerical variliablies;

- segquence (for variables that must either incr2ase or decrezse, or for
states, such as search, lock, track);

- length and absence of illegal characters in a string variable; ancd

- comparison with a similar quantity, e. g., left static port pressure with
right static port pressure.

Modern computers and computer languages provide some significant error detelticn
mechanisms that can also be brought to bear on the validation of a cache prior

to releasing it to memory. Among these are:

overflow and underflow flags,

1

- divide by zerc alarm;

recognition of illegal operation codes or memory addresses; and

type and range checks on variabies.

v
PP AP
1

7 Additional fault isolation procedures can be implemented for messages sent from
N ar one computer to another or to a controlled device, providing that the latter 1is
s "inta2lligent" (i. e., can parse the message format). M<echanisms that can be
I
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incorrezt cnes are:

message serial numbers;

- error detecting cide on each charactiesr,

.

&j.

AT
2

‘{j{ - errcr correcting and detecting code orn a message Clllk; and
-

|:) - end of message signal (to protect against acceptance of partial messages).
Y ",

3@? Most of these capabilities are provided in the MIL-STD-1553 format which is
w{u: widely used for data transmission in Air Force systems. To achieve fault

\i:J isolation, the message is retained by the originatsr in a buffer (a segrega-ed
Um area of memory) until a valid message ackncwledgement has been received from tre
. addressee., If no acknowledgement is received within a selected time¢, or if a
NN negative acknowledgement is issued (indicating an error in the received cogy),
hxéﬁ the messzze is pulled out of the buffer and retransmitted, usually wvith some
o zodificaticn -0 the serial number so that it can be distinguished froag tre
:5}}7 original copy.

x| The protection afforded by most message formats 1is so valuable tnat it is

desirable to use messages to pass information from one process to arother even
if tney both reside con the same computer. Tne exchange of data through cczzon

[GXUS000 S b4

dce=s not usually permit safeguzrds to be sfrpliied that :fre as

e 2ffzzoy tnose gsscciated witn onotne tner nand, the Toziage
NN fcrzst rejuires many wmore coaputer

5.4 HAXIWARE FAULT TOLE®ANCE -- CODES AND mereTiTION

The techrijues discussed in this secticn prcvide fault tolerance fo. some
computer functions and a restricted class of faults., In spite of tlese
limitations they are widely used because they require only minimal :dditicns to
the hardware and because they are effective against fauilits that occ.r fairly
frej.ently.

As the tera is used here, codes represent a compressed {crm of the sriginail
information contained in a computer word or group of words. By com:aring the
compressed form with the recovered instance of the original informa.ion scme
errors can be detected and possibly even corrected. Error detecting code deces
not by itself constitute a fault tolerance technique and is therefo-e not
discussed under the present heading, although it is a valuable mech:inism in
support of fault isolation, retry or dynamic fault tolerance.

Error correcting codes provide a caomplete fault tclerance capadtility, alwn.uzn
W limited acnpe, The ~arrention capatiiity of the codes deanribed here 13 1tue

. Coothe T U TnAL N LLnoary NUTLer G st Tora s Dot nayee iy La Vil e
S0 Tt i vn oW ownton LatoLs faulty S e can o be rover el oand thoe o rmens
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bit which 1s faulty, or, in case of 3 muiti-blt courrecting <cd2, the exa.t L.,
In @23t current applications the correction capability »f the 'ode 18 restricte?

t35a z.agle o1, nd tnerein lies re of tre Limitatiorne of *his oapirca o to
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.*:': deniprn of the furnctions e be protestes ty the code, uRaally the menrry and
-:} Luse o, muzt be sueh that errors of larger extent are urnively. This means
:}j generally that memory chips that store multiple bits for a single word must be
b " avorded.,
Twe distin2t types of error correcting code are in fregquent use: cyclic codes

and array codes. An elementary example of each type is presented in the
following, but the scope of this Handbook does not permit a comprehensive
treatment of coding theory. The reader might want to examine the classic texts
in the field, particularly [RAO74], or some recent articles [BERLBO, MCEL84].

5.4.1 Cyclic Codes

The distinguishing feature of cyclic codes for the applications covered here is
that the error correction capability is specific to each word. Thus, errors in
the first bit of one word and in the third bit of another word can be corrected
even if they occur simultaneously. The example shown in Table 5-1 represents
eight information bits to which four code bits have been appended for error
correction. Because of the short word length the percentage increase associatead
witn error correction is much greater than in a typical computer word.

Trhe top part of Table 5-1 shows the coverage assignment of each code bit. Thus,
in an odd parity convention bit 8 is assigned a value such that the sum of it
and the covered information bits (0 - 6) will yield odd parity. Similarly, bit
9 is assigned such that its value and that of the information bits 0 - 3 and 7
w.l1l vield edd parity. 1In this arrangement, an error in any information bit
will cause failure of the parity checks of either row 8 or 9 (or poth) in the
top part of the table. Errors in the code bits as well as in the information
rits can be identified,
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To locate the error all bits have to be examined, and the error indications
‘nvolving checkbits shown in the lower part of the table can then te used to

identify the faulty bit.
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accepted as ccrrect.

. The four code bits utlliized

It will be noted that nct all
indicaticons are assigned, e. g., the two=-bit combinations 9-B and £-B are not
in Tatle 5-1 can prcvide error correcticon for

- c

noe '

- 03 +

af 4 t roL

established, the indicted bit is reversed and the resulting informétion 1is
e

= 12zt ion of the =rrl

combinatiors of eror

- <

At this point another limitation of error correcting codes becomes apparent: if
the error was due to a temporary disturbance, e. g., an alpha part:cle hit, the

correzted word may be stored tacxk into mexmcory ani normal

tne other hand,

if a permarnent hardware fault

Jperatizn res.med, In

has occurred, it is nndesirable to

utilize the affected memory location because correction would be required on
every read operation (which slows the computer down), and a second erroar in that

word would not be correctly diagnosed by the code.

It is therefor: desirable to

store the address of the affected word, and to perform repeated store and read
operations either as part of the run-time diagnostic program or as part =f 3
-

maintenance operatinon. In case a permanent hardwire
following alternatives zay te sei=oted:

- Zont.rie using tne affected uiddress;

- TSNt TR pllrend Uy pre&rnal oanden

~ Jiroumvent this address by address transiation;

.

- Ua= o3 synidrcaoe 3tore oand ocorrens
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Remove the affected memory block vy reconfiguraticon; or

Remove the affected memory block by physical replacement.

Continued use of the memory location may be possible if the conssjuences of data
loss can be tolerated. The probability of an independent random error occurring
in the same word in military grade memory chips is less tnan .000001 per read
operation. However, very little is known about the probability of correlated
faults (e. g., due to environmental factors that might affect more than one
memory chip). Circumvention by means of a program change is not feasible in an
operational setting but may be used in an experimental aircraft. Circumvention
by address translation is a desirable alternative where this feature is
available in the computer. Syvndrome store and correct circuits are at present
used only in a few mainframe computers. HRemoval by reconfiguration is a
practical procedure in many fault tolerant computers. However, an entire block
of memory is retired whereas address translation retires only a single location.
Physical replacement must ultimately take place to repair the faulty memory
assembly. The main objective of the other alternatives is to defer physical
replacement until a convenient time,

5.4.2 Array Codes

Array codes can be more efficient than cyclic codes for error correction (in
terms of the ratio of information bits to required code bits) but they do not
provide coverage for more than a single bit error in a block. They also require
more operations when words are written into memory. The hardware necessary for
checking array codes is of the same order as that for cyclic codes and is
entirely comprised of standard logic functions.

In array coding the location of the error is identified by the intersection of
an error detecting code on the word (row) and another error detecting code on
the array (column). Each of these can be a single bit parity code. An example

of a array code for eight words of eight bits each is shown in Table 5-2. An X
represents an information bit, ¢ represents a word parity bit, and b represents
a biock parity bit. The latter is constructed as the exclusive or (XUR) of all
bits in that column.
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TABLE 5 - 2 ARRAY CLLEC

X X X XXX X XxZ¢
X X X X XX X X ¢
X X X X X X X X¢C
X X X X XX XX ¢
X XXX XXX XC
XXX XXXXXC
X XXX XXX XC
X X XXX XX XC
bbbbbbbbb

In normal read operation only the word parity bits are checked. When a word
error is dJetected, then a block parity check is made. The bit indicted by the
block parity is then inverted in the affected word. The procedure can ccrrect
only onre bit per array at a time, and therefcre the blocxs srnould nit be made
too large. Even for fairly small block sizes (e. g., 123 words), significant
savings in storage are achieved compared to cyclic codes.

On writing into memory, the array code has to be updated. This is usually
accomplished by (a) fecrzing the XCR of the previous content of the affected word
with the rnew contant, and (b) generating tne new ar—ay csde by forming the XOR
of the grevious cne witrn the resuit ¢f <h2 cperation under (a;. Heczuse all
computaticns are of the sagze type they can te handled by a2 sirgle cadicate2
of registers.

Because array codes are much more advantageous during read than during write
cceraticons, they are prsferred for program mexories in computers where these are
separate from data memories. Array codes can be used in computers where tne
zemory 1s configured with at least one parity bit per wori. A majcr practical

a5z of =ris btype of ols izoIn ComZunicatLTns where the wirlds in 3 mecslzge ars

treated as a block. The term block code 13 frequently used tnere,

wn

4,3 Pepetition

Repetition is redundancy in the time domain. Instead of adding phv/sical
resources, some penalty in computer throughput is accepted. This jenalty will
be incurred only if an error is detected and thus will be quite smill on the

average.

It can involve retry 3f elements of an instruction ‘e. g., a zi:roinstruction),
an entire instruction, or an instruction seguence. Tne mcst {requ:nt use of
repetition is the retry ~f a2 memory read operation when 3n error 13 signalled by
error detecting cole.  Retrlea ol gisk 47 .rage (o o f wtrer o ternsl gror i de)
are 3.l dibte comhin, Fetey procelares o are fmpdeTent el oan o trae cpergt g cyatex
D Mafy CarPent CuBputof S, Lot bafgd LoTe aertop oy e Tt s

Retry of an instructicn sequence is 1s best implemented by means of the rollback
technique which was 1=s3cribed {n Section 5.3,

o
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5.5 HARDWARE FAULT TOLEKRANCE -- REDUNUANCY

The purpose of this section is to acquaint the reader with the basic
configurations used in fault tolerance., Practical flign: critical systems
typically use a combination of several of the basic structures, and a
methodology for combining and evaiuating these at the system level is described
in Section 5.7.

5.5.1 Static and Dynamic Fault Tolerance

Two major implementations of fault tolerance are the consensus mechanism and
error detection followed by reconfiguration. The most widely employed consensus
mechanism is the voter, particularly the two-out-of-three voter used in
conjunction with triple modular redundancy (TMR). The voter may suppress an
output from computer A in one instance and one from computer B in another
without actually charnging the connections of the contributing elements. Because
no change of the configuration is required, this is termed static fault
tolerance. The occurrence of single failures is hidder, from users of the
information unless specific facilities are incorporated to signal a disagreement
among the contributors. For this reason the consensus approach is also called
fault-masking. Because it operates without distinction on transient and
permanent faults, and because it does not require explicit error detection and
switehing, the fault masking technique is frequently preferred for flight
critical functions that permit only very short interruptions of the computing
service.

The distinguishing feature of dynamic redundancy is that errors are explicitly
detected and that reconfiguration is required to restore the system to a
serviceable condition (failures cleared by retry do not usually activate the
reconfiguration mechanism; these can be regarded as fault tolerance at the lower
level and as succesaful operations at the level at whicn the dynamic redundancy
operates). The reconfiguration will interrupt service and the duration of this
interruption must be made sufficiently short so that it is tolerable at the
system level.

Several interesting variants of these classical types of fault tolerance are of
interest. Self-purging logic starts out as a consensus approach employing more
than three contributors. If there is no agreement on a vote the disagreeing
member is permanently retired (the retirement can be deferred until a number of
consecutive disagreements have been registered). The primary benefit of this
technique is that a failed computer cannot participate in the vote and therefore
the probability of reaching a consensus on a wrong value is reduced [LOSQ75]).

Hybrid redundancy also starts out as a consensus system, typically involving
triple modular redundancy. When a computer is diagnosed as having failed (this
may involve one or more disagreements on voting) it is replaced with a spare.
Since this involves both static redundancy and reconfiguration the terminoclogy
"Hybrid Redundancy" is quite appropriate [MATH70]. The spare computers can be
unpowered until they are configured into the system. Tnis is a major advantage
where power or cooling is at a premium. Hybrid redundancy was originally
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Because tne focus of the current discussisn is on macros2opic aspects of the
redundancy configurations, switches, voters, and comparators are treated as
inherently reliatle structures. In practice the failure rate of the devices
involved may be so small that it can indeed be neglected, or fault tolerant
design can be use=d for these functions. Specific implementation of these
configuraticns are described in the follicwing headings. Reference 1is made
throughout that discussion to Table 5-3. A box without diagonal lines represents
an operational computer (a computer that contributes to the system ‘unctions).
A box with one diagonal line represents a standby (the term hot staidby is
sometimes used for emphasis), a computer that can be made operationil by simply
connecting it to the system output devices. A box with two diagonal lines
represent3 a spare (sometimes called a cold standby), a computer that requires
at least a aemory refresh before it can become operational.
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5.5.2 Configurations Employing Two Computers

SRR

True ccnsensus systems cannot be constructed with two computers. lowever,
configuration 1 in Table 5-3 provides a limited consensus as lcng s the two
ormpit2rs agree. Once a failure has peen detected, the following :z2%ticns are
pcssible:

- use diagnostics within each computer to identify the operatisnal one;
- use diagnostics at a higher level (see Section 5.7);

- 3elect a 'safe' output or restrict control authority; cr
p

higher system level),.

Use of diagnostics within each computer after a failure has been diagnosed by
comparison has a high probability of detecting solid faults in the vital areas
of the computer. For temporary faults a retry technique can be employed. Solid
faults in non-vital areas may not affect routine cperations, If diagnostics are
unable to identify the faulty computer resuimpticn of operation in the coriginal

j{j configuration may be attempted.

h" »

A Diagnostics at a higher level imply the existence of a systems maragement or
?:? performance monitoring computer which can conduct an independent realth check on
:1ii the flight critical computers. Selection of a 'safe' output {3 s¢ldom possible
fxg in flight critical functions; it is applicable to some engine control functions
s, (see Section 5.8). Restriction of control authority and correspording

ﬁ}: restrictions on the aircraft flignt envelcope represent actions thit may be taken
o tcgather with some other geasures. The trial and error approach an be used

— todetrier with restricied adthority to 1centify tne test currently avaiiatle

regoarzes,  An orxs errcr critoricn foro2 sensitive guantity (el g, 2atcitude
error; <an e used Ly Tak2 Lhe se.ectiin,
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;:: Configuration 2 consisty of an active an a standby computer (a corzputer that is

:\: powered and ready for immedigte gervice.. Tne leterminialion tnat an eororor has
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occurred in the primary computer is made by internal diagnostics or by
diagnostics at a higher level and switching to the alternate is then automatic.
The switching logic usually requires a keep-alive signal from the active
computer and switches automatically when that is not received. The error
detection capability is inferior to that achieved in Configuration 1 but the
need for the comparator has been eliminated. Because comparison is usually
performed outside of the computer, the information has to be transmitted at a
much slower rate than is used for intra-computer transmissions. Where frequent
comparisons have to be performed the effect on computer throughput usually
represents a much greater penalty than the physical resources involved in the
comparator.

The active and spare configuration shown as the last dual system in Table 5-3
functions very similar to the active and standby configuration. The spare need
not be powered until required for service. This saves energy and reduces the
failure probabjlity but imposes a time lag before service can be resumed
following a failure. In most flight critical systems this time lag is not
acceptable. However, for large computers which are involved in pattern
recognition functions, the energy and failure rate considerations may be
important.

5.5.2 Configurations Employing Three Computers

Configuration 4 in Table 5-3, triple redundancy with voting, is the simplest
configuration that provides fault masking and is widely used in current flight
critical systems. The three computers may run in close synchronism (e. g., from
the same clock or from mutually adjusting clocks) in which case the system is
said to be tightly coupled. Alternatively, the timing in each computer can be
completely autonomous, and that identifies a loosely coupled or asynchronous
system. The latter approach is less prone to failures arising from common clock
circuits or interfaces, and ii may also be less susceptible to EMI upsets
(because the information in the three channels is in different stages of
processing at the time of the disturbance). However, loose coupling requires
more waiting time before a vote is complete, and that usually reduces the
computational throughput significantly.

Voters can be made fault tolerant [MCCO80]. 1In many aircraft systems voting is
performed at the actuators in devices that are either highly reliable or are
redundant and self-disabling in case of a failure. Voting provides near perfect
fault coverage for random failures but it is not effective for correlated
failures in either hardware or software. Therefore great care must be taken to
analyze and remove all possible causes of such failures.

1t is highly desirable that the occurrence of frequent or persistent
disagreements between channels be logged to permit appropriate maintenance.
This requirement adds some complexity to the voter. A further drawback of this
configuration is that all three computers contribute to the system failure
probability, and that fault tolerance is lost after a single failure.
Reconfiguration after a failure (e. g., to Configuration 1 in Table 5-3) can be
implemented by special circuits. Three different configurations have to be
provided for, depending on which computer failed.
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spare") eliminates the need for a voter and ‘ne associated throughput
iimitations. A comparator (which has a lesser impact on throughput) and a
switch (which has no impact until a failure occurs) are substitutec. In the
simplest case the standby computer is switched in whenever the comparator
detects disagreement between the active units. This exhausts the fault
tolerance capabilities after the first failure which may be only of a temxporary
nature. To alleviate this deficiency retries of the active units may be
required prior to switching, or a capability for switching back to the pair may
be provided.

The standby unit is not required to be of the same type as the act:.ve pair, and
it may run different software. This capability can be utilized to protect
against some types of correlated hardware and software failures. The comparator
is not likely to detect correlated failures, and detection capabil:ty for that
must therefore be provided at a higher level in the system. Configuration 6
employs a single active computer and two standby units (usually called
monitors). Because only a single computer is on line at any given time, the
fault tclerance provisicns have a minimal impact con throughput (the comparison
in the monitors does not have to be tightly synchronized with the active
computer). In most other respects the features cof this configurat.on are
similar tc those of Configuration 5.

3.5.4 Tonfigurations Ezplcying Four Compusers

The quadruple redundant system shown as Configuration 7 in Table 5-3 is similar
in operation to the triple redundant system. The voting algerithm can accept as
valid any result for which two identical values have been received. The
ratnclogical case in whizh two computers agree on one resuit and t<o on another
is deciZ=d on tne basis ¢f the first agreement tnat is received., 1In practice
such a case is more likely to arise from a temporary timing problea than from a
serious failure. Thus either set of two answers may be accepted (one may
pertain to a different time cycle than the other, but both will be within
specification). Comparc ~o TMR the quadruple configuration involves additional
equipment but it can r . operational after two independent failures. This
cagatility can be util 3 for increzsed safety or for deferral of maintenance
after a first failure. ooftware techniques can be used to retire a computer if
. its output consistently disagrees with the majority (see self-purging systems in
- 5.5.1).

B
a4

t{:: The dual-dual configuration shown as entry 8 in Table 5-3 is particularly well
(SeN suited where the primary aircraft controls employ a dual structure. This can be
’!Ll in the form of split surfaces or two independent actuators operating on a single
ﬁ}ff surface. When a single comparison fails, the affected half of the system can

skip output for that computing cycle. When there are repeated failures, the
half-system is disabled., In some cases the prigary control structure can
cumpenzate 'or tne reds.tion of contror authority that follows from the cutage
of a2 na.f-system. Tne dual-dual configuration can in general %2 i
fallarez oniy 1F trey affecr thne 33me nall L0 trne 553000,
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The final entry in Table 5-3 {3 a hytrid redindant system consisting of a TMR
configuratisn augrented Ly 4 31ngie spare.  Thia zystem remains operaticinal
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Configuration 7. Decause the fourth cozxp.t2r is a spare, 1t rej..rs=s
opsrating rower and also achieves a somewnat lower failure rate in

ar
quadruple redundant configuration. Because only three computers ar
any cone tize, the hybrid recundant system can te connected to cut

u
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P
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tr.3t inccrporate voters for triple cozmands.

5.5.5 Multiprocessor Systems

In 2 multiprocessor several processiang units access a centrial memory and share
cne or more input/output channels. This is generally more efficient than
perforzing the same jobs in several dedicated computers because of the
integration made possible by the central memory and because of the sharing of
. gther computer resources. Because flight critical systems must operate urder
) tigrnt time constiraints, the increased compuataticonal throughput male goszitle by
a multiprocessor system is very attractive. Also, in some cases the
multiprocessing capability can be utilized to achieve fault tolerance. Three
experimental multiprocessor architectures that have been developed for flight
e control applications are briefly descrihed below.
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ce3sor (FTMP)

- All processing is performed in computer triads, thereby achieving fault
tolerance equivalent to the TMR configuration.

- Several triads are active at one time and parform tas<s tnat 2cm2 {riz a

tommin j4€ue 1ln tre zantral memory.
- Triads operate from a common fault tolerant clock (tightly ccujpled).

- There 18 a central pool of spares from which triads which lose a processor
can obtain replacezent. When the pool is exhausted, operatizcnal
processors from non-functioning triads are used as spares.

The general organization of the FIMF is shown in Figure 5-3. A pro . ¢tlygfe uinit
is being tested at NASA Langley. Tne Advanced Information Processing System
(AIPS) currently being developed for NASA by Draper Laboratories in-crporatzs
many of the features of the FTMP but implements them in a building »Hlock fashion
that permits implementation of fault tolerant uniprocessors (incorporating
either voting or comparison) or multiprccessors[SMIT84). AIPS is iatended for
flignt critical aircraft functions as well as for space applications.

Software Implemented Fault Tolerance (SIFT) Tne SIFT concept was ienerated at
SRI Ir “ernational and the development w3s also spcnscred by NASA La giey

cwINIT L. ssoential featires are
- frotiuataal oprooleZoor2oare Lrganiled oLt ol Lolernant ororond '
toierant contigurat.ons under sufladre conril.

- Tre tegree o f 4000 nolerance can o Te 3elwted to =it the oritoonility
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Figure 5-9 General Organization of the FTMP
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- Individual processors are largely autonomous (lcise ~oup..ni..

AR

pX - Interprocessor ccamunication is cver dedizated links.
‘ .:\
;;: Tre flexizility inherent in this technique 1s very a'<ractive. Howzver, ‘.=
I dependence on software functions impcses a large wnrouzipal penaity. An
b, overview of the SIFT architecture is shown in Figure 5-10. The dev=zlopment unit
\ is being tested at NASA Langley.
I
y
;3 Continuously Reconfiguring Multi-Microprocessor (CRMMP) The dev .cpment of tris
xj concept has been carried out in~house at the USAF Flight Dynamic Laboratcry
s [{LARI31]). The continuous reconfiguration referred to in the title is

o accomplished by time slicing. Individual processors a.ternate in perforcing
{ tasks during successive time slices. Significant features are:
-

- - Inaividual processors are largely autonomcus but timing is 2ortrcli=a oy a
- centrai redundant 210QKS.
- - The degree of fault tolerance can be selected to suit the criticality =f
the task (non-critical functions can be performed by a single prccessor).
X
ﬁw - OSpare processors can be utilized for any tase (p2oled spares),
-
o - e :
> = shers 1S a virtiszi irpiementation of tre Ccentral TIniry.
I~
An cverview of the architecture is srn:cwn i1n Figure S-1:A. Thz cperatiocn of tize
slicing is illustrated in part B of that figure. The CRMMP is sti!l undergcing

evaluation at the Flight Dynamics Laboratory.
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5.6 FAULT TOLERANT SOFTWARE
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‘sl
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1.9
:xQ In Section 3 of the present chagter it was stated that many scftwa
10 can be overcome by fault containment techniques, such as checkpuin
' roilback. There are, nowever, situati-ne where true fz.lt toleran:
"! to recover from a software failure, e. g., where an error has been
- selection or where the system is 'stuck'. An area that is especia.|
- to flight critical systems is the employment of software fault tol: i
e techniques for programs that service rezcvery from hardware fail.ur s,

\
4

or more alternate versions of a program which can be use3 for ocump

- the primary program or te executed in it pilace when the existernce o0 4 = ' waar-

a errr has been determined. The two prineiyal impiementation “oono . ). ‘
- fault tolerant acftware are N-version proy amming and the ron v PR
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5.6.1 N-Version Programming

In N-version programming a number (N 1) of independently coded programs for a
given functicn are run at the same time on loosely coupled computers, the
results are compared, and in case of disagreement a preferred result is
identified by majority vote (for N 2) or a predetermined strategy [ELME72,
AVIZ77, CHEN78]. The effectiveness of this fault tolerance technique is
obviously governed by the degree of independence that can be achieved among the
N versions of the program. It has been recommended that the versions use
different algorithms and different programming languages.

A specific constraint on N-version programming is the requirement for N
computers that are loosely coupled yet able to communicate very effectively so
that rapid comparisons of the results can be achieved. The SIFT configuration
described in 5.5.5 comes close to meeting these requirements. N-version
programming is also effective in masking some hardware faults. A disadvantage
is that the throughput will depend on the execution time of the slowest of the N
programs that will be executing at any given time.

5.6.2 Recovery Block Programming

The recovery block technique can be applied to a wider spectrum of computer .
configurations, including a single computer (which may include hardware fault
tolerance). The key feature of the recovery block is an acceptance test which
determines whether the primary routine has furnished an acceptable result. If
that is not the case, an alternate is executed [RAND75]. The simplest structure

NS of the recovery block is
LA
rfjj Ensure T
™ -
By P
:%
tﬂ* Else by Q

A
x

"S5

Else Error

i
»

where T is the acceptance test condition, P represents the primary routine and Q
an alterpate. Until the results of P or Q are accepted, all data generated by

A

;: these processes are held in a recovery cache, simllar to the cache used with the
I rollback technique of fault containment.

. 7

:L} For flight control and other real-time applications it is necessary that the

ii execution of the program be both correct and on time. To meet the latter

pe condition the acceptance test is augmented by a watchdog timer that monitors the
(f' receipt of an acceptable result within a specified perio¢. The structure of a
o recovery block for programs servicing flight critical functions is shown in

) Figure 5-12.

¢

Ay In normal operation only the left part of the figure is traversed. When the

acceptance test fails or if the time expires a transfer to the alternate call is
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initiated, a flag is set, and process Q is executed. If this result satisfies
the acceptance test, the normal return exit is taken and processing continues.
If the acceptance test fails again or if a timeout is encountered in the
execution of Q (with the flag now set), an error return results [HECH79].

The interaction of a real-time recovery block with the system executive is shown
in Figure 5-13. The block labeled "Application Modules" and the associated
branching for normal and abort returns correspond to the structure shown in
Figure 5-12. 1In fault-free operation, the application modules are called by the
Task Select section of the executive, and the normal returns are made back to
that section. The same paths are still utilized if a primary application module
fails and the alternate succeeds. If none of the application module alternates
executes correctly the abort path is entered, and as a first step the failure is
recorded. Then a diagnostic program is called which as a minimum determines
whether this is a recurrent failure. If the recovery block failure was an
isolated instance, the back-up executive may simply suspend the faulty module
and cause the Task Select routine of the normal executive to advance to the next
application routine. If the failure has been diagnosed as a recurrent one, then
a new task schedule has to be generated and substituted for the normal content
of Task Select. This may take the form of an Essential Task list which has been
decided on in advance, or it may be a modification of the normal task list
generated under software control.

The effectiveness of the recovery block technique is largely dependent on the
coverage of the acceptance test, i. e., whether that test can detect all
significant deviations from normal program execution. For flight critical
programs the acceptance criteria can be framed more restrictively: to prevent
unsafe output to be furnished to the controlled equipment. The techniques
useful for this are largely the same that have been mentioned in connection with
fault containment in Section 3. Most flight eritical outputs are governed by
physical constraints on their range, rate of change, higher derivatives, and
frequency response. All of these limitations can be incorporated into the
acceptance test.

The acceptance test must be executed every time the recovery block is entered,
and this represents the principal throughput penalty associated with this
technique. By careful coding of the test, and by using recovery blocks only for
the most essential software components, this penalty can usually be kept quite
low. The computationally most efficient form of an algorithm can be used for
the primary routine. The execution of alternates is so rare that their
efficiency is not normally of concern. Because software does not fail in a
permanent manner, there are usually automatic switchback provisions to the
primary after an alternate has executed a few times.

5.7 AIRCRAFT LEVEL FAULT TOLERANCE

The techniques discussed so far are primarily suited to major aircraft systems
(flight control, navigation, propulsion) or to subsystems (air data computer,
engine controller, etc.). Significant benefits in safety and reliability can be
achieved if additional fault tolerance is implemented at the aircraft level. The
following techniques involving digital components are particularly pertinent at
the aircraft level:
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- Distributed computing;
- Central malfunction and damage control;
- Use of alternate contrcl modes; and

- Lifeboat systems (independent backup of the most critical functions).

5.7.1 Distributed Computing

In the context of fault tolerance for flight critical systems ihe essential
capability of distributed computing is that a computer from another system or
subsystem can either assist in diagnosing a suspected computer or can perform
part of the workload of a failed computer. The diagnostic capability can be
utilized when there is a disagreement between two computers but the self-test
program of neither computer confirms the malfunction. The ability to perform
part of the computational tasks of a failed computer is particularly significant
when it reduces the need for dedicated redundancy (see 5.8.1).

The reliability of the electronic portions of flight critical systems is
generally quite good, e. g., as measured by the absence of these components froxz
the list of most critical aircraft availability and maintenance iteams. The
redundant components are frequently required for safety rather than availability
(see Section 5.9). Because failures occur 8o seldom, some reduced computational
performance in case of a failure may be acceptable if it permits elimination of
a redundant component (e. g., using a dual system instead of a triplicated one).
Distributed computing, properly applied, can permit this.

The provision for standard digital data buses in military aircraft is a very
favorable factor for using distributed computing in the manner outlined above.
The trend toward standard computer instruction sets will further facilitate the
implementation of distributed computing in the context of fault tolerance for
flight critical systems.

5.7.2 Central Malfunction and Damage Control

This capability is similar to the one just discussed in that an external
computer can assist in fault isolation. It differs from distributed computing
in that a central computer is dedicated to fault isolation, reconfiguration, and
recovery functions or performs these functions as part of flight systeas
management. Although this technique is not currently in wide use, it appears

" economically attractive as the number of flight critical systems that depend on
Rer digital components and information increases (the Flight Management Computer in
o Boeing 757/767 aircraft performs some of these functions). At several instances
in this chapter there has been a reference to higher system level fault
tolerance provisions. The central computer described here is well suited to

e | this purpose. In many instances the presence of a malfunction and damage
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2ontrol ocizpater will permit dual systems Lo oachleve ne

tolerance that otherwise would require a triplicated sys:em.

£.7.3 Use of Alternate Control Modes

In conventional aircraft there is limited capability to use alternate control
modes in case of complete failure in a primary control (e. g., use of horizontal
stabilizer or trim in case of an elevator malfunction, use of ailerons and
rudder trim to compensate for a rudder malfunction). In more recent aircraft
designs there are a number of auxiliary surfaces such as leading edge slats,
spoilers, and canards which can replace the maneuvering capabilities of primary
controls at least over a limited flight envelope.

Integration of the control system to make use of alternate control modes can
increase fault tolerance not only with regard to electronic component.s but aiso
with regard to the non-electronic portions of the primary flight con:rols.

S.7.4 Lifeboat Systams

A lifebcat is usually less seaworthy than the vessel to which it is attached.
Nevertheless, it can save the lives of passengers and crew because its failure
modes are largely independent of those of its parent vessel. Similerly, small
computers with less functional capability than the primary computer:, and
without explicit fault tolerance provisions, can perform valuable beck-up
functions for flight critical systeas if their failure modes are incependent.
Because of the obvious analogy, these winimal back-up computers are referred to
as lifeboat systems. A well-known example of a lifeboat system is fthe single
back-up computer in the Space Shuttle Orbiter which has on at least one occasion
saved the maission and vehicle when the quadruple redundant primary computers
failed.

Failure modes of the primary computer which can be protected agains. ty a
minimal independent back-up computer include:

a

AS

:i:~ - Timing (either a common clock or a timing adjustment function <hich can
-}:j affect multiple computers);

s.;"i'

o - Hardware design deficiencies;

- .

“e - Software failures;

P

Cj{ - Hardware/software interfaces, particularly in reconfiguration and

ol recovery; and

'.'.‘»

!i - Environmental effects (including combat damage).

P

?:: Except for the last one of these, the failures in the primary system are likely
;u' to be of a temporary nature and may not repeat after a restart. Therefore the
.l:.
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feroat clmpater for *re evetenr matascmers fLr 000 wWhinn o controls switontver
to it) should be capablie of re-initialiizing tre primary system and transferring
back to it if it is found to be operaticnal.

Switchover to the lifeboat computer can be automatic (particularly when no
neartteat of tre primary computer is received), under control of a systez

YSog
management computer, or under crew contrcl. Although the delay associatel with
trie tatter moce may nct be toleracie vider a.l fiight conditions, it may

sometimes be the only chance of saving aircraft and crew.

5.8 GENERAL APPLICATION NOTES FOR FAULT TOLERANCE

This section summarizes criteria and techniques that apply to many types of
fault tolerance and which affect the selection of techniques or their
iaplementation. Specific headings cover the following subjects:

v

- Partitioning for Fault Tolerance;
- Similar vs. Dissimilar Redundancy;
- FResponse Time Kequirements for Recovery from a Failure; and

- Integraticn of Fault Tolerance with Diagnostic Capabilities.

5.8.1 Partitioning for Fault Tolerance

Zome fault tolerance techniques provide or require a specific level of
partitioning, e. g., when cyclic error correcting code is applied to memory, the
wor2 1s the natural partition. Similarly, when a message acknowledgement
“r.tocol is used tne natural partition of fault tolerance is at the message
‘wvei. However, most fault tolerance techniques can be applied at a small
si7f®, #. ., at the register level or to bit slices of a CPU, or at a large
*."p¢, e. g., applied to an entire computer or an engine control system. The
vartitioning decisions should consider at least the following:

Effect on the reliability model;

~a
;jnf - Placement of voting or error detection provisions; and
(o
t{}:: - Effect on system support.
] L’n‘.

.riteria for selecting a proper scope under each of these headings are briefly
ieceribed below.
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Partitioning Effects on the Reliability Model

Small partitions for fault tolerance have a significant theoretical advantage
because a fault then requires replacement of only a small part of the equipment.
This effect is illustrated in Figure 5-14 by comparing the reliability functions
for system redundancy and partitioned redundancy - dedicated spares. The single
string reliability of each configuration is assumed to be the same (the failure
rate of a single system is four times the failure rate of each partition). 1If
the partitioned structure suffers a failure in the top left element and the
bottom right element it will remain operational. Where redundancy is applied at
the system level the same combination of failures cannot be tolerated. The
probability of incurring multiple failures increases with time, and therefore
the advantage of partitioning at small scope is seen to be particularly
significant if the system has to function without repair for a time approaching
one-half of the single string MIBF. Most aircraft missions are of much shorter
duration, and if a first failure can be repaired after each mission, these
considerations need not affect design decisions as much as where it is expected
that many missions must be flown without the possibility for intervening
maintenance.

The middle curve in Figure 5-14 provides for a single redundant element in each
partition and no possibility for using elements assigned to one partition in
another one. This model is applicable at the computer level with one partition
representing the CPU, another one memory, and a third one the power supply, etc.
Obviously, a spare power supply cannot be used to replace a failed CPU.

The top curve in the figure represents the reliability function for pooled
spares, where it is assumed that any spare can replace any failed operational
partition. This replacement technique is used in all of the multiprocessor
configurations discussed in 5.5.5 and provides a significant reliability
advantage over serving the same function with dedicated spares. Note, however,
that the magnitude of this advantage is dependent on the time between
maintenance actions and that it can be quite small for short mission durations
or very reliable single computers. In the figure four pooled spares are shown
in order to provide a valid comparison with the other configurations. However,
the number of pooled spares need not match the number of active units.
Typically, only one or two pooled spares are provided for an arbitrary number of
active elements. Pooled sparing is also applicable to redundancy for memory
blocks within a computer.

Placement of Voting and Error Detection

X ay

. In the preceding heading no allowance had been made for the specific fauilt

-
‘

j- tolerance provisions (voting, error detection and reconfiguration, etc.)
n‘ required for each partition. Factors that need to be considered include:
_l
' @
= - Cost, weight and power of the primary circuit elements;
W
ﬁf: - Resources for self-checking or fault tolerance in the primary elements;
e
i;: - Increased power and reduced throughput due to external signal routing;
o - Time delays introduced by comparison, voting, or decoding; and
X
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- Need to synchronize participating information scurces.

In addition, support equipment is affected as indicated in the following
heading.

As a result cf these considerations, small partitiosning is usually not quite as
attractive as indicated in Figure 5-14, These factors also suggest that it is
highly desirable to place voting and error detection at locations where the
information is already in a format that facilitates routing to external
elements. Within a computer this is at major interfaces, e. g., from CPU to
memory or input/output processors, and within an aircraft system it is at the
LRU level, e. g., computer, control panel, or actuator.

Effect of Partitioning on System Support

Many system support functions such as documentation, training, test equipment,
and spare parts provisioning can be directly affected by partiticning decisions.
Partitioning for fault tolerance can implicitly create user (line) replaceable
units for which a much greater level of support is required than for units that
are replaced only at the depot or by the manufacturer, Because the procurement
of manuals and test equipment can involve large costs, the impact of
partitioning decisions should be evaluated in the light of the support equipment
requirements. Table 5-4 lists a number of suppcrt items that may be impacted by
rartitioning.

TABLE 5 - 4 POTENTIAL SYSTEM SUPPORT IMPACT OF PARTITIONING

Support Function Required Items
Develorment Hardware and Sof:tware Specifications
Documentation Hardware and Software Test Specifications and Reports

S~Aftware Product Description

User Documentation Operator Manual
User Manual (Function Oriented)
Hardware and Software Maintenance Manuals !

Test Equipment Test Equipment Specification (Hardware and Software)
Test Equipment Test Specification and Report
Test Equipment User Manual
Test Equipment Maintenance Manual

Training Training Requirements/Planning Document
Training Facilities
Training Program

cunliguration configuration Manag-=muent
Controi Crhange Reports
Spare Parts Provisioning Documentation

Sgpare Parts
Changes to Spare Parts
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Because software does not normally fall in a permanent manner, the factors that
favor small partitions are largely absent. The scope of fault tclerance
procvisions for software is usually governed by the availability of gocd criteria
for error detection (particularly in tne acceptance test for the recovery
block). Where errors in physical quantities are to be monitored, the
application of this criterion will usually result in large partitions, e. g.,
encompassing an entire attitude measurement routine. However, in the system
executive functions much smaller partitions may be required because errors need
to be detected in quantities such as the number of tasks executed, or the number
of available processors. Because each acceptance test impacts the execution
time available for the primary functions, very careful design of fault tclerance
provisions for the system executive is required.

5.8.2 Similar vs. Dissimilar Redundancy

The early efforts in fault tolerant computing were almcst exclusively aimed at
dealing with random hardware failures, and under these circumstances use of
standby or spare units cf identical design was nct objecticnable. Cbvious
benefits accrue from the use of similar units (meaning cf identical design) in 3
fault tolerant configuration:

- Avoidance of multiple development, including all of the items listed in
Table 5«4 above.

- lIdentical error detection and switching provisions applicable to each
unit.

- It facilitates the use of tightly coupled configurations and minimizes the
execution time penalty associated with loosely coupled configurations.

On thz other hand, scftware fault tolerance has always had to address design
failures and therefore used alternates of different design, even though this
invclved considerable cost (it negates the benefits just cited). The advent of
very large scale integrated semiconductor devices (VLSI) which suffer from mary
of the same testability limitations as software suggests that some rethinking
may be necessary in the choice between similar and dissimilar redundant units
for hardware fault tolerance. ~

At the very least, it must be recognized that fault tolerance that depends
exclusively on redundant units of identical design does not protect against
failures due to design deficiencies. The lifeboat approach discussed in 5.7.4
offers an effective way of providing fault tolerance based on dissimilar
elements. Analytical redundancy of measurements and of derived quantities
offers similar advantages. These techniques should be evaluated against a high
probability that design related hardware failures will increase in the near
future,
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5.8.3 Response Time Requirements for Recovery frowm a Fallure

As a general rule the complexity of the fault toclerance provisions is inversely
related to the time allcwed for recovery frox a failure. Where the response
tize has tc be extremely short, a voling configuration is usually required ani
this incurs penalties in physical resources and throughput over simpler
alternatives. The tendency to integrate flight control functions (which usually

have the shortest response time requirements, of the order of 0.05 seconds) with

engine and weapons control may impose more severe recovery limitations on the
latter functions and may preclude the use of otherwise acceptable fault
tolerance techniques.

To provide an environment in which fault tolerance can be optimized against
response time requirements (and in which excessively complex fault torerance
provisions can be avoided) at least the following is suggested:

- Analyze response time reguirezents for each individual aircraft function
to be served by a fault tolerant system.

- Determine maximum fault response time of candidate systems.

tablish separate fa.lt tolerance partitions for functional requirezent
2t can be served by simpier fault tolerance configurations.

Figure 5-15 represents an example in which the short response time of a voting
configuration (the Fault Tolerant Computer in the figure) is utilized to serve
time critical flight control functions and also provides a fast response
moritoring for external functions (External A and B in the figure). The latter
may be associated with weapons or engine control systems. Because the
switchover requiremzrts have been assigned to another computer, the units used
for & and B dc not reguire any hardware fzilt tolerance provisions, Thneir
prograr may need to be modified to provide heartbeat and other diagnostic
outputs to the fault tolerant computer.

EXTERAL A

F-_- _____ . e (FTURNAL COMF,
[ PSR

far T Tl

CowTER [
EXTIRNAL &

- e amtea
Q. TAT

FIGURE & = 15 FACT RFSFHSE FOR RECONFIGURATION OF EXTER.AL COMPUTERS

“(‘.-1‘\( Y .7'."\. "...'.' AL " " '-{‘i‘»'n(".:'.-" .."»" S
S G RRTA R AR e T T e e,
o A A, YA -ht'& P W T D AR, )




R R BT T P T O Oy Lo g

et bt Ran e L ohatnid ot Sha aed o

5.8.4 Integration of Fault Tclerance and Diagnostic Capabilities

The complexity of digital aircraft equipment makes it necessary to consider
testability early in the design, and to incorporate diagnostic capabilities in
both the hardware and software components. Guidance for Air Force activities in
the testability area is contained in [BYRO82j. A military standard for this
area, MIL-STD-2165 "Testability Program for Electronic Systems and Equipment"
has been issued.

In many cases the requirements for error detection and fault isolation to a line
replaceable unit can be met only by providing extensive built-in test (BIT)
capabilities. However, where there is also a requirement for fault tolerance,
the inherent error detection made available thereby can obviate the need for all
or much of the BIT functions. Because considerable resources are required for
BIT implementation, integration of these functions with fault tolerance is
highly desirable. 1In practice two situations can arise:

- An LRU is originally designed for applications that do not involve fault
tolerance and is later used as part of a fault tolerant system.

- An LRU is intended for fault tolerant applications.

In the former, EIT will be provided for the non-fault tolerant applications and
integration can be achieved only by utilizing such BIT capabilities as are found
suitable in the fault tolerance provisions. In the latter case, fault tolerance
provisions are usually implemented first and then utilized for BIT functions.
The reason for the priority assigned to fault tolerance is that error detection
and reconfiguration must be carried out under time constraints which are absent
in typical BIT scenarios. Thus, trial and error approaches which might be
tolerable for BIT purposes must usually be avoided where fault tolerance is
required.

Integration of fault tolerance and testability provisions can save both
development costs and reduce cost and physical resource requirements for
procured equipment. To facilitate this integration the following must be
considered:

- Logging of all errors in a medium available to maintenance personnel
(non-volatile memory, flight maintenance recorder, etc.).

) - Duplication of the on-board fault tolerance provisions in test facilities
~ that may be utilized for further diagnosis.

Lol - Timeliness of error detection in built-in test functions to permit these
ﬁf{ to be utilized for fault tolerance.
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5.9 INCORPIORATION OF SAFETY COBJECTIVES

In many practical respects the objectives of safety and reliability are
identical, and both requirezents are served by the fault tolerance technigues
discussed in earlier sections of the present chapter. However, some differences
Just also bte recognized: the primary emphasis in reliatility activities is cn
reducing the frequency of failure whereas safety activities concentrate on
minimizing the effects of failures. In flight critical systems both need to be
accomplished but the following paragraphs deal primarily with safety issues.

The regulations covering safety aspects of flight critical systems hive already
been described in Chapter 4 of this Handbook. They require the identification
of hazardous conditions, and subsequent actions to remove or control these
conditions, and to prevent situations which will lead to loss of lifs, injury,
or substantial property damage. A somewhat broader interpretation of safety is
implied in MIL-STD-1472 "Human Engineeering Design Criteria for Military
Systems, Equipment, and Facilities”. Paragraph 4.8 of that document states
under the heading of Safety :

Consideration shall be given to safety factors, including minirization
of potential human error in the operation and maintenance of the system,
varticularly under the conditions of alert or battle stress.

The automated fault toleraznce provisions discussed here fully comply with tne
intent of that requirement.

Although the effectiveness of fault tolerance provisions described in this
chapter may be expressed in terms of reliability, the motivation for fault
tolerance arises frequently from safety considerations. This is evident in
requiring either a specific maximum failure rate or toleration of a minimum
nuzber of failures for a specific function, such as flight contrcl, tecause tha*
functicn is recognized to be critical to tne safety of the aircraft. In strict
reliability terms the improvement effort should focus on systems that have the

highest failure rate or contribute the most to mission aborts, regardless of
their criticality.

A very significant impact of safety goals on fault tolerance provis:ons arises
in those applications where failure of an output in one directicn cun produce a
much more severe effect on the system than failure in the opposite Jirection.

An example of this type from an advanced aircraft engine control sy:stem is shown i
in Figure 5-16 [MCGL81].

The figure shows the effect of failure of the low pressure turbine inlet control
vanes. Four critical engine performance parameters are plotted aloag the
vertical axes, and the power lever angle is plotted along the abscissa. It is
seen that failure in tne maximum inlet open position will introduce only minor
deviations from normal performance whereas failure in the minimum (:losed)
position will cause much more pronounced deviations.

In particular, the net <hrust (FN) is r=duced by over 5% whan the fiilure
results ia closing the irnlet control vanes. A reduction in ne2t thr.st by mcre
than ¢% is usually classified as a criterion for abort. Aiso, the turbtine inlet
temperature (T4) can increase by 200 degrees Fahrenheit when the lo«< nressure
turbine inlet area {s at a minimum. This termgerature increase, 1f 1t persists
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INLET CONTROL

- 103 ~

Qiqm.\.‘h\vu\.ﬂhw.' mmu

..'\-

v

-
RS

I

I‘\
.

RN

-./‘.

P

[ PRT T IE
- Pl

., 'J',_'J'

-

P S .
IRARA R TN
LA

\4, "~
e

,}‘

Ca

s
3

..

7

NS

- .:4" ‘:': .:

ol
,

o

Cam

R
AL SN

gt Nl'4



AR R IO RIS Al Folh Rl sad Aok tel melh Sal Asd ok .o

D s e A Ala dde Aod Sih 8-S A e foa g s e b el 4 ob Aok Ao

- T - . d - - -
2.2 LITE, wWio. T3 .Ir

for ary ap;r=..2
effects of a fallure of the inlet control in the open pcsition are x.ch mer
tclerable than those of a failure in the closed position there is a ~lear

preference for the former case.
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A drgival computer by itself cannot usually be programz=d4 to provide a safle
state after an arbitrary failure. Any such provisions in the software or in the
logiz -an be defeated by an adverse failure of tre output el2ments {4hllih TuSt

have the capability of commanding either open or closed for normal control
operations). However, electrical, mechanical, or hydraulic provisicas can be
incorporated at the system level to convert most failures to a safe state. For
the low pressure turbine inlet control, an appropriate fail-safe configuration
can be achieved by a combination of

- A mechanical or hydraulic pre-locad which causes the inlet vane to open in
the absence of a control input, and

- Provisions in the engine control computer, in an associated coxzarator, or
in a flight management computer, that cause removal of all inpu- to the
inlet vane actuation in case of a detected or suspected failure.

Similar preferred failure modes are encountered in automatic approacn and
landing systems and in terrain following. 1In all of these a failure in the
fly-up direction is generally preferred to one in the fly-down direction. When
fail-operational states have been exhausted, it is therefore desiratle to enter
a fail-safe mode which implements these preferences.

In other flight critical systems, where a fail-safe mode cannot be cefined, some
precautions against manifestly unsafe modes can still be incorparated. 4
minimum requirement is to avold abrupt changes of signals going to control
surfaces. Other areas for implementatiocn of safety after failure are in the
transmission of engage/disengage sequences to associated functions. Wwhile any
cne moie of these functions may be tolerated, repeated transiticns can be
unsafe, particulzriy if they occur at frequencies tnat ex2ite airzreft elas
modes,

L.

Any exhaustion of fault tolerance provisions and entry into a "fail-safe" mode
must be indicated to the flight crew as a general alarm condition ard with
identification of the current mode and of any alternative control mcdes that
might be entered by manual selection,
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5.0 _SUMMAFY ANL THALE-UFF CRITEFIA

A wide spectrum of reliability and fault %clerance techniques has been discussed
in this chapter, and the purpose of this concluding section is to summarize
these and to provide criteria for their application in flight critical systems.
Tnhe criteria encompass benefits and costs. The former are expressed in terms cf
the scope of the reliability improvement and in terms of its effectiveness. The
costs are assessed in terms of development risk and in terms of resource
requirements for production units. All of the criteria are expressed in Table
5-5 on a net benefit scale of 1 to 5 with 1 representing very low benefits and
very high costs, and 5 representing very large benefits and very low costs.
Explanation of the individual criteria are presented in the following
paragraphs.

Scope of Improvement

This criterion is based on the fraction of total system level failure modes
covered and prevented by the zpecified technique. The relative probability of
the failure modes does not enter intc the evaluation because that is highly
dependent on the design and quaiity of each system. In some cases the vast
majority of all failures may be due to a computer power supply, and local (power
supply) redundancy may greatly reduce the incidence of system level failures.
However, power supply failures represent only one of many system level failure
modes and the scope of this technique is therefore rated low.

Effectiveness of Improvement

This criterion is concerned with the completeness of fault avoidance or
tolerance within the prorer scope of each technique. Thus, reliability
improvement techniques have a low score because they cannot be counted on to
remove all faults and they provide no fault tolerance. On the other hand, local
redundancy is rated high because within its scope it can usually provide high
fault coverage. Where the recovery action is expected to result in degraded
system performance, the effectiveness is reduced although the fault coverage may
be high; this is particularly applicable to system level fault tolerance
techniques.
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Development Risk

The development risk criterion evaluates both how much experience exists with a
Ziven technique and how consistently it acnieves satisfactory results. Tre
latter applies not only to fault avoidance or tolerance, but aiso tc the atsernce
of side effects, particularly in reduction of throughpit.

Resource Requirements

Resource requirements encompass the recurring costs and disadvantages assoclated
Wwith using a technique. Disadvantages include physical resource requirements,
loss of thrcughput, and limitations on interfacing with other subsy:stems.

TABLE 5 - 5 SY3STEM BENEFIT EVALUATION

Technique Scope Effectiveness Develormzent Resoiirce
of Izprovezent Risk Requir:ments

Reliability Imprcvement 1 2 Yy 5
Fault Containment 2 3 3 5
Error Correcting Code 2 3 4 5
Local Redundancy 2 y 3 4
Software Fault Tol. 3 4 2 L
Computer Redundancy -

Siwilar Des. 4 4 2 2
Computer Redunlancy -

Dissimilar Des. 5 5 1 1
System Level Redundancy 5 5 3 2

The scores indicated in the table reflect the results in typical applications
and variations by plus or minus one grade may occur in a specific situation.
The major objective is to narrow down the choice of techniques to te considered
for a stated objective. Thus, if a major reliability improvement is to be
attained, the selection should concentrate on techniques that score at least 3
in the scope and effectiveness columns. Similarly, if development risk must be
minimized, techniques with a low score in that column should be eliminated at
the outset.

L -

;..,:_‘- _é%:-"::. '-_.’:_.. .‘_': .‘:".- J:.:‘. -

Y et et e ~ -
. - R Y j
et a a K a W a e e Car s s Sur




e A AR M halt SRR o
r——rvaw".v-vrv-v“-\r-rtvvv"uwvn'-“lvu.w'wvvlwrnlﬂi-

Ll Sad v B 24 el ot 402 900 aud ok

Chapter 6

EVALUATION METHODOLOGY

Air Force organizations have a major responsibility for the evaluation of
aircraft and their components, and this certainly includes the evaluation of
flight critical functions and of the equipment associated with these. The
present chapter starts with a discussion of evaluation criteria that are
pertinent to all phases of a project. This is followed by presentations of
specific evaluation methodologies in the order in which they are usually
encountered during the life cycle

- Analytic Models

- Simulations

- Evaluation during Development

- Evaluation during Test

- Evaluation during the Operational Phase

Tre methodologies described in this chapter make extensive use of existing Air
Force standards and guidance documents.

6.1 EVALUATION CRITERIA

~
<
o Evaluation criteria for reliability and fault tolerance requirements form the
ﬁk{ basis for the evaluation methodology. It is desirable to formulate an outline
A of the evaluation criteria during the conceptual phase and to add detail as the
aircraft and mission become better defined. RAFT evaluation criteria must be
:Zﬂ completed during the preparation of the Request for Proposal for the
*f? developmental wodel.
N
Yy
7
N . N
®: 6.1.1 Types of Evaluation Criteria
3
hj At the aircraft level typical evaluation criteria are
)
y& - Abort rate (ground abort, air abort)
!! - Aircraft loéses, fatalities and injuries per flight hour
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- Maintenance hours per flight hour
- Unavailability due to maintenance
- Equipment effectiveness (number of functions available/total functions)

At tne system and equipment levels quantities derived from the aircraft criteria
are more appropriate., Typical evaluation criteria at that level are

- Reliability or failure rate
- Probability of entering an unsafe state
- Availability or downtime ratio

- Number of permanent and transient failures that can be sustain2d without
loss of function

- Number of permanent and transient failures that can be sustainad without
entering an unsafe state

- Mean cime between repair

Because the aircraft {and in many cases also the individual systems) can operate
in several modes, a reiation between RAFT evaluation criteria and operating
mcles must be defined. Two approaches are available for this

- The percentage of time that each mode is utilized in a standard mission
can be specified, and the criteria are defined as applicable to that
standard mission

- Separate criteria are defined for each of the operating moles

The chief advantage of the standard mission approach is the ease of evaluation
and simplicity of record keeping. Its chief disadvantages are that it can mask
very poor RAFT attributes for modes that have a low weight in the standard
mission, and that the relevance of the standard mission to the actual mission
requirements i{s likely to change during the development period. When an
evaluation for a new mission profile is desired, this requires contractual
negotiations. There is therefore a strong preference for specifyirg RAFT

p.} criteria for each operating mode and to accept the greater effort for evaluation
- and record keeping that this entails. It will still be desirable to define one
o or more standard missions so that a simple figure of merit for the RAFT
&nj attributes can be generated. However, as the profiles for the stardard missions
ot change, new RAFT figures of merit can be generated entirely within the Air
@ Force.
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6.1.2 Utilization of Criteria

It is highly desirable to document the rationale for the selection of criteria
and for the quantitative specifications and to keep the documentation updated
as operational requirements change. Considerable expenditures are required for
the implementation of reliability and fault tolerance, and it is reasonable to
expect that the need for these expenditures will have to be justified repeatedly
during the development of an aircraft or a major system. Good documentation of
the evaluation criteria can be a major factor in facilitating rational
trade-offs of functional and attribute (RAFT) requirements throughout the system
life cycle.

In many computer based fault tolerant systems the evaluation criteria for
reliability and fault tolerance can utilize the following general classification

- hardware

software

fault tolerance provisions

performance deficiencies

The first two classifications correspond to causes of failure discussed in
Chapter 3. Evaluation criteria for the fault tolerance provisions as concerned
with the probability of correct error detection, reconfiguration and recovery.
The performance deficiency classification deals with failure to meet response
time requirements when there is neither a hardware nor a software failure.
Performance deficiencies can in some circumstances cause flight critical

mal functions and must be accounted for in applications that require the highest
reliability.

RAFT evaluation criteria are sometimes considered as part of contract incentive
provisions for flight critical equipment. While this is desirable in principle,
it is generally difficult to administer because of

e - small lot procurements which introduce a large dispersion into the
iﬁj statistical parameters for reliability and availability

¥

P

(S - interaction of functional changes with reliability which will require
ﬁi‘ repeated negotiations of the incentive provisions during the development
S phase

N

ST . s . - .

e, - uncertain classification of many failures which are likely to lead to
f:f disputes regarding the award under the incentive provisions.

]i; The remaining sections of this chapter deal with the evaluation of RAFT
;_\ attributes during successive life cycle phases.
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6.2 ANALYTICAL MODELS

Analyticsl models can be used during concept development and are usually the
only tools available during that phase. A general treatment of reliability
models for Air Force systems is contained in MIL-STD-756B "Reliability Models
and Prediction®.

6.2.1 Simple Analytical Models

A few formulations for recundant components are described below (tnese hold for
availability as well as for reliablility).
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FIGURE 6 - 1 GENERAL FORM OF PARALLEL REDUNDANCY

Redundancy of active elements is illustrated in Figure €-1. If any one of the
parallel components can perform the entire function, then the system failure |
probability F is the continued product of all component failure probabilities ]

o |
) n
- Fg = 11 Fe (1)
L X} 1=1
T If all r~ompornents have the same fallure probability the above simplifies to
Y
e "
F, = F' (e
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function becomes

R‘:2R’-R; (3)

Configurations which employ pooled spares can be modeled with the binomial or "k
out of n" formula. For an aircraft function that requires k components of a
given type, and for which n components are initially available, the system
reliability is given by

n
R, - T P (4)
k
1=k

This equation assumes that all components are of equal reliability R,

The component failure probability, F = 1 = R, can be obtained MIL-HDBK-217D
"Reliability Prediction for Electronic Equipment". Two methods are described in
Section 5 of the Handbook

- the parts stress method, which considers details of the application and of
the electrical and thermal stress imposed on the part

- the parts count method, which is based on average application stresses

Prior to the detail design phase there is usually not sufficient information
available to use the parts stress method. Once that information is available it
becomes the preferred method because parts stress models the failure process
more closely than the parts count method. Where a version of the equipment is
already in service, or where data on similar equipment i{s available, these data
should be utilized because they include usage factors which otherwise have to be
supplied as indicated below. Support of modifications and new developments is
an important use of data collection in the operating environment (see also
Section 6.6).

6.2.2 Modifications of Simple Models

The simple reliability models have to be modified to account for

- mission phase (e. g., instrument approach equipment enters into the fiight
control reliability model only during approach)

- environmental conditions (MIL-HDBK-217 lists multipliers applicable to
various aircraft types and ground operations)

NN

software failure probability
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performance deficiencies (see previous section)
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As the definition of a system progresses, additional factors must b2 taxen into
account, particularly failures due to the fault tolerance provisions., In very
simple situations the analytical models described above can be modified to
account for imperfect error detection and reconfiguration, but as more
refinement is needed a state transition model, such as the one shown in Ffigure
6-2 will need to be generated.

System level fault tolerance techniques, such as the ones described in Section [
5.7, can result in operational states that do not provide full capabilities.
The modeling of these degraded states becomes significant for evaluation of the
total effectiveness of a new or improved weapon system.

Reliability and avallability estimates obtained from analytical models can be
important inputs to decisions whether to proceed with a new development. All
assumptions, procedures, and intermediate results should be well dccumented.
Analytical models provide more insight irto causes of reliability znd fault
tolerance problems than do the simulation models described below. Therefore
analytical modeling is frequently continued even when simulations zre available
that incorporate a more detailed structure of the error detection :nd
reconfiguration processes.

Analytical and simulation models permit the evaluation of likely ol“comes of
system or component design decisions. Most of the models predict levels of
reliability and availability that can ultimately be achieved if no mistakes are
made in the implementation, and thus they tend to be optimistic relative to
early cperational experience.

6.3 SIMULATICNS

Computer simulations of reliability models for fault tolerant systems become

necessary as the number of states in the state transition models iicreases, or
as it is desired to include probabilistic inputs. Computer simula.ions permit
much more complex transitions to be modeled, and they also furnish much faster

results for simple cases. Figure 6-3 illustrates a state transition model that
requires a computer simulation,

Most computer models include probabilistic assumptions for the transition
between the states. However, if these transition probabilities chinge as a

o
o
v e

I {; result of prior events, or on the basis of flight conditions or coiputer states
ko two approaches can be taken:
v
£ X -~ Each combination of environmental conditions is separately sinulated, and
;J{: the results are combined analytically (or in a higher level computer
ﬁ}tﬂ model), taking into account the probability of encountering tie
Efjf environment of each individual simulation.
-,
[y
V{f ~ The probability of envirconmental conditions is input into the computer,
3 | ani Monte Carlo techniques are used to generate an cvera.l reliability or
t{j&’ availability prediction (see MIL-STD-756B Method 1004).
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The former 1s called a deterministic simulation, the letter a probabilistic
simulation. The deterministic simulation provides better insight but also
involves more work. For investigation of multiple environmental conditions the
probabilistic approech is usually the only alternative.

In conventional simulstions the computer program first simulates the occurrence
of a particular failure and then the response to that failure. 1In terms of
Figure 6~3 this means that first one of possibly 8Several hundred failure modes
will be simulated that lead to the transition from the OF (no failure) to the 1F
(failure of one processor) state, and that then the progression of that
particular failure through subsequent system states will be evaluated. The most
frequently occurring failures, such as simple memory or processor failures, will
also be the most frequently simulated ones. But for the evaluation of flight
critical functions the emphasis is on less frequently encountered malfunctions,
such as dual failures or latent failures in parts of the recovery provisions,
and the small fraction of computer time devoted to these in the conventional
simulations makes the process inefficient. A refinement has been introduced in
which one simulation (or possibly an analytical model) is used to determine the
probability of failure in a specific mode, and the state transition model is
used only to evaluate the progression of the failure [GEISB3). The advantage of
this approach is that most of the simulation time can be devoted to the less
frequently encountered critical failure modes.

Because the development of a large scale computer simulation is a complex
process, a number of general purpose simulations have been developed that can be
adapted to the specific configurations that are to be modeled. CARE III is an
example of simulations that are well suited to flight critical systems (it has
been sponsored by NASA Langley for aircraft applications). CARE is an acronym
for Computer Aided Reliability Evaluation. The elementary transition modeled by
CAKE II1 is shown in Figure 6-4. The transition probability from state i (Sp)

to state k (Sg) is represented by Trx o and the reverse transition probability is
designated by e - Provision for forward and reverse transitions permits

modeling of transient failures. The transition probabilities can be made time
dependent, as indicated by the (t) suffix. This permits modeling of delays

Q:: associated with error detection and reconfiguration.

e

ﬁcf Documentation of simulations is extremely important. Significant decisions are

ki' made on the basis of results obtained from the simulations, and therefore the

," assumptions, the validation of the simulation, and any changes made after a

o complete validation need to be described. Because of their cost, simulations

.=j frequently carry over from one life cycle stage to another, and may be passed

0y through several organizations. This emphasizes the need for careful

o documentation.

@

o |
:F 6.4 RELIABILITY AND FAULT TOLERANCE EVALUATION DURING DEVELOPMENT

Ny

Q-*

oy

v A major responsibility in the management of a development program is to identify

!! if and where assumptions of reliability models are being changed, and to either

v
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reverse the changes or to adjust the models to reflect tre new architeciure.
The availability of well-documented models is of course essential for this task.
Closely associated with the general surveillance of the reliability aspects of

the system architecture is a continuing investigation of more detailed factors
such as

- Performance margins

- Parts derating

Safety factors applicable to mechanical portions of digital equipment (e.
g., mounting brackets)

- Heat generation and removal

Gross failure rate predictions made during earlier phases must be allocated

during development to successively smaller partitions of the system. Important
considerations are:

Are the allocated failure rates realistic in view of the actual structure
and complexity of the defined components?

Are failure mode assumptions valid in view of the actual design?

Can criticality of failures be reduced by mcdificstions of the
architecture or by redundancy of small scope?

Any additional information acquired as the development progresses should be used

to evaluate the adequacy of fault tolerance and fault isolation provisions.
Examples of such information are

- FMECA conducted on portions of flight critical systems

- Fault tree analysis
- Experience with similar systems

- Air Force and National Aviation Safety Board accident reports
One of the most significant documents for the management of the reliability and
fault tolerance aspects that is generated during the development phase is the
test plan. It should be reviewed with particular emphasis on the following:

> - Are all reliability and fault tolerance provisions being tested? In this
ff{ connection consider the classification of hardware, software, fault
L;}: tolerance, and performance deficiencies discussed in Section 6.1).

Is the sequence of tests such that the most critical functions are being
tested first (to permit changes in these to be made without requiring
extensive retest of less critical functions)?

Are test cases consistent with the assumptions of the analytical and
simulation models?

Can results of test be compared with those of the models?
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review prior to start of the next ser.es?
- Are there provisions for repeating reliability and fault toler:znce related

tests in case charges affecting these functions are made for other
reasins?

6.5 RELIABILITY AND FAULT TOLERANCE EVALUATION DURING TEST

Failures experienced during development and pre-test activities can furnish
valuable information for the reliability evaluation even if they are¢ not pac‘t of
the formal test program. The following needs to be investigated for each
failure during test:

- Is the failure due to random causes or does it evidence a desijn
deficiency?

- Is the failure mode included in the FMECA? (If not, does this e¢vidence
a need for updating the FMECA?).

- Is tre freguency of rardom failures in agreement wi.-nh the prec.ction?

- if tre failure occurred within a fauit tolerant pcriion of the system, did
fault tolerance provisions operate as intended?

It is normal to have an initially high rate of software failures du-ing test.
However, this rate (normalized to computer execution time) should d2crease with
time and at the end of test should be at the specified level. The
manifestations of software failures should be reviewed tc determine tnat they
are w.in.in the capabilities of fault containment or fault tolerance provisizrs.,

If software testing is being conducted on the target computers, the hardware
performance during software test can provide important insights int> (a)
performance bottlenecks which may propagate to reliability problems, and (b)
hardware reliability protlems.

Stress tests (adverse environments for hardware and high workloads and frequent
exception conditions for software) are designed to identify weaknesses in the
system and are particularly important for the reliability and fault tolerance
evaluation of flight critical systems. Failures that are observed in these
tests (including all transient failures) must be investigated thoroughly against
the criteria identified earlier in this section.

Failures observed during stress tests (as well as throughout the development and
test prases) furnish valuable clues regarding the effectiveness of diagnostic
pro<ram-.  Tignificzant criteria in this respect include:

- w3 prewfailune 1m0 5% 100 run Lmat might rave Llentified tha faiiure”

- Uld a post-fatlure diagncstic verity the extistence of the fault?
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could these fsults be verified in further maintenance actilons? False
alarms due to diagnostic programs are a perennial problem and seriously
detract from their usefulness.

- Is the overall detection frequency of diaghostic programs consistent with
the failure frequency observed by other means?

There are a number of generally accepted formats for the reporting of hardware
and software tests, and these provide adequate information for the review of
reliability and fault tolerance problems. In addition to the overall frequency
of hardware and software failures, the following should be investigated:

- Are there any failures which could not be duplicated or verified?

~ Are there failures which could be duplicated but which have not been
resolved (most likely to arise in connection with software failures)?

- MWere there any incidents in which the fault tolerance provisions did not
operate exactly as specified (even beneficial deviations from the
specification need to be investigated)?

- What are the implications of the test results for the intended operational
environment (need to avoid certain flight profiles, restrictions on mode
transitions, etc.)?

Trie test time and the quantity of equipment involved 1s usually too small to
permit evaluation of reliability parameters by classical statistical methods.
However, sometimes the experience with these small lots clearly indicates that
reliability goals will be difficult to achieve. Contracts should permit such
indications to be used to require improvement efforts, alternate development, or
termination of the program.

6.6 RELIABILITY AND FAULT TOLERANCE EVALUATION DURING OPERATION

Wher significant reliability problems are being encountered during the
introduction of a new or modified weapon system, ample data are usually
available to identify the problem but it may be difficult to find a solution
that is economically justified and that does not significantly impact the

>
>
<
-
r

"~ mission capabilities of the aircraft or system. A sequence of remedial steps
o~ may be required, involving

>

e - restricted operation to avoid the specific condition that causes the
N roblem

bt probi

®. . . ) . :

— - inspection and rework where required to eliminate an equipment weakness

}:: - replacement of an equipment by one of a later design that avoids the

o problem

Ve - redundancy or fault tolerance to overcome the effects of the equipment

F problem or failures
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As each of these steps are teing consile-eq cr implemerted, there 1s usually a
need for reliability evaluations, most likely of the analytic modeling or
simulation type. The availability of a current reliability or availability
model can be extremely valuable in pe-=.%“ing a timely assessment of the effects
of the proposed change.

Another motivation for maintainirg analytical reliabiiity models and simulaticns
current during the operational phase is the need to support changes that do not
originate in the reliability area. Air Force weapon systems are froquently
updated, and to support reliability and fault tolerance activities .n connection
with such updates the reliability models (both analytical and simulations) must
be kept current., This implies periodic reviews of failure rate and failure mode
assumptions, maintaining the structure of the model in accordance with the
actual aircraft structure (where there are several versions of an aircraft, each
will require its own reliability models), and keeping the modelling techniques
current with the prevailing methodology.

“he evaluation of routine reports is arncther important reliability activity
during the operational phase. Potential datu sources include

- Monthly Maintenance Digest, prepared by operational units

- Mairn*tenance Data Collection Record, AFTO Form 349

- Mai-terance Discregpancy Repori, AF3C form 258
- Maintenance Actions, Manhours, and At~rts Suumary (AFLCR 66-1¢)

- System, Subsystem and Work Unit Code Failure Summary (prepared from AFTO
34G Forms by AFLC/LOEP)

Mrst of “rese reports cover only hiarcware failures. However, procejures are
currentiy Leing gener3atag tc maxke AP Flirm 205 applicutle te softvare farlures,
Software corfiguration control reccrds sometimes provide an indication of the

frequency of software problems.

The above sources are valuable primarily for identifying potential problem
areas. To define the complete cause of the problem, its criticality, and
pcssible causes of actiorn will normally require a detailed investijation, using

Y reporting forms or summaries specifically oriented toward a single area.

ﬁii- When there are no catastrophic events, it is frequently very difficult to obtain
et data to substantiate either the true absence of problems or the ex stence of
}ju problems at a level that au-~* not attract the attention of the operational

command but which nevertheless nave to be resolved. Typical of th: latter are
L. workload related software problem:., Since most reliability reporti cover a
D period of one month, ard since a much greater fraction of the peri)d represents

A iow workicad activity than conditions of high worxlcad, the entrie3j in these
-ﬁ\; repc-ts are rather i{nsersitive to work.oad related failures., This is an area of
:f:* -GN oerr pecause tne oo urrence of g gres durityg @ period of hiigh computer
N wor .3 Tay have mu~h more serlous effe *s *han a similar failure at a3 low
' WorK. uad dedels.  High wrmelioads on e Ll s pertions o of flight oraty o
systems may be due to
- s.mucrted or actual oombat o oardicons
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- f{ailures in non-digital portions of tre system
- recovery from failures in the digital system

- turbulence

- control or flight mode transitions

All of these represent conditions under which it is particularly important that
the digital system continues to function.

A recommended approach to this potential problem area is to investigate the
workload conditions under which failures in flight critical equipment occurred,
and to give high priority to the prevention of failures that are associated with
high workloads.
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; i‘ APPLICATION OF RELIABILITY AND FAULT TOLERANCE TECHNIQUES
‘,
K <
o

This chapter shows how the techniques described earlier in this Handbook can be
implemented in specifications, statements of work, and verification provisions.
e Mree examples dealing with the development and evaluation of flight critical
systems in the Air Force environment are presented. The first example deals with
the specification of RAFT requirements during the concept phase. The second

. example is derived from the development phase, and the third represents a

- reliability improvement program during the operational phase.

ROl
.

¥ In all cases the specific RAFT related requirements discussed here are intended
to be used together with functional and performance requirements of the basic

- equipments, and quality assurance, life cycle cost, and integrated logistics

B~ requirements that apply to the weapon systenm.

7.1 RAFT REQUIREMENTS FOR THE CONCEPT DEFINITION PHASE

j The flight critical function discussed in this example is a flight control
§:: system which is essential by the definition of MIL-F~-9490D only for all-weather
Tl operation. It is required that the flight control system be integrated with a
L% weapon delivery system. The latter requires much tighter control accuracy than
_}j the 0.5 degree rms error that is adequate for the flight critical function. The
St integration requirements dictate that a digital flight control system be
- utilized.
-
O

- 7.1.1 Provisions for the System Specification
'{: The foliowing lists a number of qualitative requirements that are derived from
f}' the mission definition presented above that apply to the specification. During
Ti the concept definition phase there are usually very few quantitative RAFT

® requirements, and it is assumed here that there are none. The next subsection
X ? covers requirements that affect the conduct of the work and are trerefore more
o suitable for inclusion in a Statement of Work or similar document. The

a: investigations and trade-offs referenced there establish quantitative RAFT

N requirements during later stages of the life cycle. The rationale is shown

::: indented below each requirement.
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The performance of the flight control System must ni. Zegrade below
levels required for all-weather operation following a single permanent
part or subsystem malfunction.

- Tis is both a common sense requirement arising f{rom the essential
hature of the flight control system and a specific Interpretation of
MIL-F-G4900 par. 3.1.3.2.

The performance of the flight control system must not degrade below
levels required for all-weather operation following two uncorrelated
transient errors separated by at least 0.1 seconds. This requirement
must be met independent of the occurrence of a permanent part or
subsystem malfunction.

- This requirement reflects the greater probability of transient
errors (compared to a permanent malfunction) and the greater
capability of coping with them.

- Independence of the occurrence of a permanent malfunction means that
this requirement must be met both before and after the conditions
covered by par. 1 above.

The responses of the flight control system to the events of the two
preceding paragrains must {a) be deterministic, (r) be recorded in a
medium tnat can be read by maintenance personnel during the next regu.red
maintenance, (c) rnot result in oscillations exceeding the levels of
MIL-F-5450D par. 3...3.8, (d) be annunciated to the crew if they resu:<
in degraded flight control operation or depletion of fault tolerance
capability for a period exceeding 1 second.

~ Phrase (a) precludes probabilistic or trial ang error approcaches to
fault isolation; although these are acceptable practices for EIT
they are not zppropriate as part of the fauit tolerance provisions
because they may not bring the system to an operational state within
the allowable control system delay.

- fhrase (b) assures that all fault tolerance actions are recorded;
this is desirable not only for monitoring purposes but also to
preclude the undetected occurrence of transient errors that ccu.d
interfere with the operation of other fault tolerance or safety
related provisions.

- Phrase (c¢) avoids significant control transients and also assures
that the delay associated with recovery from the error does not
cause the aircraft to become unstable. For flight phases other than
all-weather landing it is likely that the limits imposed by par.
3.1.3.8 coulid be safely exceeded.

- Phrase (d) a.erts the crew to degradation of aircraft functions
and/or fault tolerance attributes.

The system must ccmply with MIL-F-949CD par. 3.1.3.8 both before and
after events of paragrapns 1 and 2 above.

.
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- This requires adherence to minimur guantlte .ve reliatility and
safety requirements independent of the fault tclerance provisions.

£. Flight readiness shall not be degraded due to the presernce of the fault
tolerance provisicns. Maintenance requirements shall not be increased
dus to the presence of the fault tolerance provicions.,

- These requirements are intended to preclude configurations which
will violate them very grossly; more precise requirements will be
formulated as part of the studies undertaken during the concept
definition phase.

€. Single malfunctions in each of the interfacing systems and utilities
shail not cause an error, transient or permanent, in the flight critical
functions,

- This represents a minimum requirement for control of the interfaces;
it also implies that normal outputs or performance of these systems
must not cause transient or permanent errors in the fliiht critical
functions.

This list is deliberately free of references to specific fault tol:rance
conflgu~sticns, reliability practices, or interfacing requirements thet might
censtreir. the chiice ¢f an approach.

7.1.2 Studies and Activities Requirenents

The requirements stated below apply to the concept def.rniticn phes: and may te
met by Air Force in=house activities (including services of a support
contrazctor) or they may be included in a Statement of Work for a contractosr., &
commor: rationale for all activities is to provide a bzzis for specific
quantitative and qualitative requirements during later phases.,

1. Conduct ~he following activities in accordance with MIL-STD-T8SE
"Reliability Program for Systems and Eq.ipment"

h 1.7, Task 107 -- Feliability Program Plan covering all activities
—— inderted below:

===

Tep e

E;{f ~ This establishes a framework for controliing the activi*ies.

r"*";

L 1.2. Task 103 -~ Program Reviews to be conducted at specified intervals

A

Tty and covering tasks to be completed at those times.

$y &

T ‘ . e - . .

o ~ The conventional sequence of MIL-5TZ-1521 r views is usual’y nrnt

\fa: applicable tco the definitic: :l.ase; hence s, “ic designhation cf

Y . . . .

&#:r review dates and objectives . required.

uﬁs{

(L PR B .o P ) - P
) 'v3. Task 207 ~- heiiability Mod..iwg 0 eccorcance with Tasks 07 ar,

132 of MIL-STD-T756E (any suitablie metnod at the option of the
e implementer) and including cotciaerz-.‘r: ~f hardwere, zoftware, and foul®
3 tolerance failures,
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in Chapter 6 of this Huandbook.

1.4, Task 203 -- Reliability Prediction {n accordance with Tasks 201 and
202 of MIL-STD-7S€B (any suitable method at the optisn of the
implementer) and including consideration of hardware, software, and fault

tolerance failures.

This task provides the parameters for the reliability modeling
defined in the previous task.

1.5. Task 204 — Failure Modes, Effects, and Criticality Analysis at the
system and subsystem levels.

- Identifies critical failure modes and interfaces.
1.6. Task 208 -- Reliability Critical Items as derived from Task 204

This establishes identification and control of flight critical items
and interfaces.

2. Conduct the following activities in accordance with MIL-STD-470A
"Maintainability Program Requirements".

2.1, Tasx 10! -~ Maintainability Program Plan

Establishes the frameworx for all other interted activities.

2.2. Task 206 — Maintainability Design Criteria Plan with emphasis on
validation of fault tolerance provisions after maintenance.

The basic document establishes criteria for diagnosability, access
to equipment, interchangeability of parts; it needs to be tailored

for fault tolerant equipment.

2.3. Task 201 — Maintainability Modeling with empnasis on maintenance
of the fault tolerance provisions.

This document forms the basis for assessment of downtime, readiness,

and total maintenance resource requirements.

2.4, Task 203 — Maintainability Prediction
Provides the parameters for the maintainability model.

3. Subsystem Design Analysis Reports in accordance with DI-S~3581 on the
following subjects:

3.1, Single Point Failure Avoidance

3.2. Fault Tolerance/Operational Readiness Trade Study

3.3. Fault Tolerances/Maintainability

These reports provide gualitative and quantitative data for system
design decisions in later phases.
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7.1.5 Verification Previsions

A state transition simulation is the key element of the verification of RAFT
attributes during the concept definition phase. The simulation sh.ll preferably
be developed and operated independent of the system development in order to
avoid misunderstandings of the specification from affecting both the system
under development and the simulation. The simulatior can be used to verify:

- Single permanent fault tolerance,

- Double transient fault tolerance, and

- Speed of recovery (the simulation must be instrumented to gererate the
delay associated with each recovery step and to output the sum of the

delays).

The other specification provisions are verified by the reports generated under
the Studies and Activities requirements,

7.2 RAFT REQUIREMENTS FOR THE DEVELOPMENT PHASE

Trie flight ecritical system in this example is the automatic control of a jet
engine. A manual backup control system is available that is adequate for
subsonic flight but not for the supersonic regime. In terms of MIL-F-9490D the
automatic control is classified as flight phase essential. Fault tolerance is
required only to permit safe transition to the subsonic regime in which the
pilot can assume manual control. Quantitative requirements cited in this
example are for illustrative purposes only and should not be interpreted as
being typical of current needs or capabilities. In practice the quantitative
requirements will be developed as part of the trade studies during the concept
definition or validation phases. A preliminary specification containing these
values may be circulated to potential bidders in order to sclicit comments on
their ability to comply.

.

7.2.1 Provisions for the System Specification

"\:\

:fl In contrast to the avoidance of structural detail in the concept definition

t;? phase specification (see preceding section), the development phas: specification
we assumes a configuration that has been identified as the optimum implementation
N in preceding studies.

®

?T' 1. The automatic engine control system shall consist of a primary channel that
::; provides full control during all phases of flight and a secondary channel that
T permits safe deceleration from supersonic to subsonic speeds if t1e primary

;:} channel faiis during supersonic flight.

i - The dissimilar design approach was found practical because tne secondary
., channel can be kept very simple. Thus, protection against design failures
< can be provided without incurring the cost penalties usually associated
. with dissimilar designs.,
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2. Upera%ion of the primary ang Secuniary .7onf.w.S Sha.. Le€ cumpletely
indepencent between the power lever shaft and the mechanical output of trne
englne actuators,

- This implies independent senscrsc 4s weil a5 separale electric and
hydraulic supplies,

3. Switching from the primary channel to the secondary channel shall occur
under the following conditions:

- primary channel self-check fails,
- turtine inlet temperature exceeds high limit, and
- pilot selects secondary.

4, All transitions from primary to Secondary shall be annunciated by the engine
warning system. Transition from secondary to primary shall be possible only
when initiated by the pilot. Operation of the secondary channel shall be
monitored by the engine warning system. Both channels shall complete a
self-check at least once per second. All self-check failures and all transitions
shall be transmitted to the digital flight recorder.

- 3Se.f-checks rather than cross-checks are used %o presarve the ince_endence
of the systems. The engine warning system, though primarily interzed to
morni-or mechanical and thermal probiems, acts as a further crsck and
enables the pilot to switch between primary and secondary. Malfunctions
of the engine control can be handled within the limitations of human
reaction time.

S, The failure rate of the primary automatic engine control system sha.l not
exceed £.003 per flight hour, 0.001 per non-flight power-on hour, and Z.J3C2 per
hcur when nct powered. Pertinent faiiures include thcse due to hardwzmz,
software, and performance causes but do not include those due tc faulty
maintenance, exposure to environments outside the specification limits or
induced by accidents or failures in other aircraft systems. Failure rates for
the secondary channel shall not exceed one-third of the values listed atove.

- The reliability and maintainability requirements of the primary chrannel
were derived (allocated) from an aircraft availatility specification. The
requirements for the secondary channel were made equivalent (basec on
functional complexity) to those of the primary channel.

6. The primary - channel shall not require scheduled maintenance more often than
once per 100 flight hours and 300 non-flight power-on hours. The secondary
channel shall not require scheduled maintenance more often than once per 300
flight hours and 1,000 non-flight hours. When not powered neither channel shall
require scheduled maintenance more often than once every 3 years.

7. Screluled maintenance of either channel shall not require more than 3C
mirutes on an aircraft in which stanjard access is provided. Ninety percent of
all unscheduled maintenance actions snall not require more than 30 mirutes and
nc unscreduled maintenance action shalli require meore than 3 hours.
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8. Switchover and annunciation provisions shall be checked as part of routine
post-flight inspections.

7.2.2 Studies and Activities Requirements
The requirements include all those described under this heading in Section 1,
Since development is assumed to be contracted out the provisions will in all
cases be incorporated in the statement of work. The scope of the requirements
has to be adapted to the development environment, e. g., in MIL-STD~785B Task
103 the program reviews specified in the governing contract schedule are
invoked. In addition, the following will be invoked:
1. Reliability Program in accordance with MIL-STD-T785B

1.1. Task 102 ~~ Monitor/Control of Subcontractors and Suppliers

- To be invoked on both hardware and software suppliers.

1.2. Task 104 -- Failure Analysis, Reporting, and Corrective Action
(FRACAS) with reporting to begin as shown below

Component Test Phase for FRACAS Reporting

Sampie and qualifi- All tests
fication lots

Parts Acceptance test
Subassemblies

s Tetat T,

v
e

TR (A0

Line replaceable Functional test
units and system

Uy Software Following unit test

':f Rejected and repaired All tests

S items

Iﬂ.

,’ FRACAS Summary Reports shall be furnished monthly.

L%

- 1,3. Task 105 -- Failure Review Board. A single administrative body
o shall be responsible for both hardware and software failures. Detail
-~ review activities may be conducted as delegated. The Air Fo-ce

v Reliability Engineer (or similar position) shall be a member of the

_g Failure Review Board.

b

R - The major responsibility is the timely compliance with FRACAS

“ requirements.

‘»

{ 1.4, Task 20% —— Sneak Circuit Analysis for all engage, discngage, and
) annunciation functions;

: - routine analysis and test of these functions does not usually

. provide complete coverage.

¢

’l

"

P e L. R

PR A .f .-.' e , \4 e ‘.~ _. ¥ -';- . ~‘~ "..‘_'J‘ R 'w_‘»:,'..' ‘-~,‘<"..‘ e \-'._~‘ Vo : e AR . A
MRS I IV R T TTE W, \0 Sy R A RV VP :Auh A T h:\.-:.‘k\..:‘ \.‘\:" ST RO




r

1.9, Task L7 =-- Parts Prograr

- A routine requirement in support of the reliavility requirements
2. MIL-GTD=U47LA Malntainadility Frogram
2.1, ALl tasks listed under th:s heading in 7.1.2
2.2. Task 202 -- Maintainability Allocation

2.3. Maintainability Demonstration Plan in accorcdance with MIL-STD-471A
and DI-R-5318,

- Both of these activities are required in support of the
maintainability objectives of the specification.

- After Review of the Maintainability Demonstration Plan a dezision
shall be made whether it 1s economically feasible to conduct a
demonstration in accordance with MIL-STD-470A Task 301.

7.2.3 Verification Provisions

Anailysis and state trarsition simulations (as described in the preced:.n

section, continue to be key RAFT verification provisions qduring the early stages
or tne development phase. As hardware becomes available, they will be augnented
b

~ Component breadbcards and demcrstration models.

- System bench, usually connected %o a simulator for the fligh%t enviror=ent,
Tre former permit verification of funitional requiremarts le. g., that she
secondary channel provices safe deceleration to the subsonic region), and the
System bench permits verification of the switchover provisions. At still lat
stiges the system bench will be populated with production equipment which
permits realistic evaluation of RAFT related performance and timing
characteristics.

er

h2 number of components procured during a development program is seldom
sufficient to conduct a formal reliability demonstration in accordance with
MIL-STD-781C. Instead the following provisions may be incorporated in the
contract or referenced documents:

o~
LR
ti& 1. Compliance with hardware reliability requirements shall be demonstrated
t}: by analysis. However, the requirements shall be deemed not to have been
\;x met if hardware failures experienced during a designated test period
Fi; (which should include the software tests to take advantage of the
T operating time accumulated there) show at a confidence level of 75% or
}}ﬂ greater that the failure rate exceeds the specified value.
A
t;\ - This will reject the system if the failure rate is significantly
nf: higher than specified; it does not provide assurance that the
;ii fallure rate is within specification.
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ofiware reliability shall be measured in terms of failure rute averaged
over one month. The failure rate is a fraction, the numerator of which
is the number of observed failures and the denominator of which {s the
CFU utilization in hours during the reporting interval, The trend of thre
failure rate, obtained by linear regression over a six month interval,
shall be negative until a failure rate of 0,05 per CPU-hour has been
achieved. There shall be no failures in flight critical portions of the
software during the last 320 operating hours prior to acceptance.

Scftware development and software quality assurance methodologies shall
be specified to be compliant with the two applicable standards,
MIL-STD-2167 and MIL-STD-2168.

- These standards incorporate requirements for in-process reviews that
provide good evaluation of software quality.

It shall be required that flight critical software be subjected to 100%
{or near-100%) complete branch and call testing (see Section 5.6).

- This is a minimum requirement. Branch and call testing does not
provide total test coverage since details of the execution may
depend on data values or the computer state. The near-100% option
may be taken when there are calls or branches that can be accessed
only when certain interface conditions are true which cannot be
attained in the test environment.

Subsystem Design Analysis Reports in accordance with DI-S5-3%81 on the
following subjects:

1. Single Point Failure Avoidance
2. Fault Tolerance/Operational Readiness Trade Study
3. Fault Tolerance/Maintainability

- During the development phzse these reports are appropr:ate for
evaluation (to determine that attributes assumed in the design
decisions were not materially changed in the implementation).
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7.7 REGUIKEMENTS FUR A RELIABILITY IMPKOVEMENT PFOGKAM

In an advanced trainer the stall warning is currently furnished through the air
data system which employs a digital computer. The computer has a high failure
rate which has not been significantly reduced through several modifications that
had been recommended by the manufacturer. Because a failure of the computer
will simultaneously disable the primary air data display and the stall warning,
trainees have frequently had to rely entirely on the secondary airspeed and
altitude indicators and several near accidents have been reported under these
conditions. Three remedial measures have been considered:

~ making the air data system redundant,
- a complete redesign of the air data computer, and

- providing a stall warning system that is independent of the air data
computer.

The first of these has been rejected because it will add an unacceptable amount
of weight and will result in a non-standard cockpit configuration. The second
alternative is considered to be high risk because previous modifications have
not achieved the desired reliability improvement. A separate stall warning
system is available from several vendors. The objective of the aircraft
reiiability improvement program is to procure a stall warning system that will
improve the in flight safety (by reducing dependence on the air Jdata computer),
will not significantly add to the aircraft maintenance requirements, and will
not detract from the dispatch readiness. The latter two requirements can only
be met by a system that has high inherent reliability (reliability without
recourse to redundancy or fault containment).

7.3.1 Provisions for the System Specification

The system specification emphasizes independence from the existing equipment and
high reliability.

', The operation of the stall warning system shall be completely independent of
the existing air data system. It shall be capable of operating from the utility
electric power bus.

8

[
P - )

requirements of the stall warning system make it feasible to provide EMI
protection as part of the equipment, and thus independence of electric
power supplies can be achieved.

Rttt e
et

Q
- The air data system operates from an EMI protected bus. The small power ]

1{

-
¥
o
3

2. The stall warning system shall contain self-check provisions covering the !
electric input to electric output portion. Self-check failure shall result in \
an instrument warning. The operation of the self-check shall be capable of \
being monitored by maintenance personnel without recourse to external test

T e

\ equipment.
'
b/h - These provisions are essential because operation of the system is not
r? rocutinely observable by the pilot. i
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3. The failure rate of trne stall warning system shail nct exceed C.0C0 per
flight hour, 0.0001 per non-flight power-on hour, and 0.0.0203 per hour when not
powered. Pertinent failures include those due to hardware, software, and
performance causes but do not include those due to faultly maintenance, exposure
to environments outside the specification limits or i1nduced by accidents or
failures in other aircraft systems.

- These reliability requirements are demanding but are necessary to avoid
impacting the maintainability and readiness of the aircraft.

4, Ninety percent of all maintenance actions shall be completed ir. less than 1
hour.

- Because there will be comparatively few maintenance actions, & tight
control of maintenance time is not considered essential. Higher
requirements will add to development and evaluation costs without
compensating operational benefits.

A
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7.3.2 Studies and Activities Requirements

)

Only reliability and maintainability provisions applicabtle to production
equipment are involved. There is no requirement for trade studies. Since a
large number of equipments will be procured and since a low failure: rate is an
important requirement, a formal reliability demonstratisor program (s provided
for.

28 A
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1. Reliability Program in accordance with MIL-STD-785B
1.1. Task 101 -~ Reliability Program Plan

1.2, Task 102 =-- Monitor/Control of Subcontractors and Suppliers

t&g 1.3. Task 104 -~ Failure Reporting, Analysis and Corrective Action
#? System for acceptance testing of parts and subassemblies and system
)N testing of all higher components
e

1.4, Task 10% =~ Failure Review Board for hardware and software
j{: 1.5. Task 203 -- Reliability Prediction covering both hardware and
):, software, using MIL-STD-756A Method 2001 (Similar Item Method)
I ]
o - Since this equipment is already in production, the similar item
e method will provide the most realistic prediction.

1.6, Task 303 -~ Reliability Qualification Test Program in accordance
with MIL-STD-781 Tec<t Plan I1IC. Test to be run under simulated flight
conditions.

- The expected decision point for this test is reached at
approximately 11 times the specified MTBF (in this case 1,C00
hours). If 1C systems are used for the test, it can be completed in
approximately 45 days.
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2.1. Task 202 — Maintainability Allocation
2.2. Task 301 -~ Maintainability Demonstration

- Both of these activities are required in support of the
maintainability objectives of the specificaticn.

7.3.3 Verification Provisions

The RAFT related verification provisions are satisfied by the reliability
demonstration and maintainability demonstration included in the previous
subsection.
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Appendix A

GLOSSARY

This appendix consists of two parts. The first is a list of
abbreviations and acronyms used in the body of the report, and

the second part gives the complete nomenclature for DoD documents,
primarily standards and specifications, that are referred to only
by alphanumeric symbols in the text.

A.1 ABBREVIATIONS AND ACRONYMS

AFALC USAF Air Logistics Command
AFTI Acvanced Fighter Technology Integration (Program)
AFwAL Air Force Wright Aeronautical Labcratories
AIPS (NASA) Advanced Information Processing System
ARINC Aeronautical Radio Incorporated
ASD (USAF) Aeronautical Systems Division
AVFS Automatic Verification of Flight Software
BIT Built-In Test
CPU Central Processing Unit
CRMMP Continuously Reconfiguring Multi-Microprocessor
DFCS Digital Flight Control System
DoD Department of Defense
EM1 Electromagnetic Interference
FAA Federal Aviation Authority
E:E FCS Fiight Control System
EE; FMEA/FMECA Failure Modes, Effect (and Criticality) Analysis
%:% FTMP Fault Tolerant Multi-Processor
-
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IEEE Institute of Electrical and Electronic Engineers
IFFN Igentification Friend, Foe, Neutral

IL Integrated logistics

LRU Line Replaceable Unit

MTBF Mean Time Between Failures

NASA National Aeronautics and Space Administration
PDR Preliminary Design Review

RPV Remotely Piloted Vehicle

SIFT Software Implemented Fault Tolerance

TMR Triple Modular Redundancy

Vbl Volt Direct Current

VHSIC Very High Speed Integrated Circuits

VLSI Very Large Scale Integration

XOR Exclusive "or"

A,z FULL NOMENCLATURE OF GOVERNMENT DOCUMENTS

DOD-STD=-2167 Military Standard, "Defense System Software Development™
DOD=STD-216§ Military Standard, "Software Quality Evaluation”
IL-F-943C Military Specification, "Flight Control Systems ~ Design,

Installation and Test of Piloted Aircraft®

EJ-’:’.’-
R , . o
e MIL-KDBK~2"'7 Military Handbook "Reliability Prediction of Electronic
t}:; Equipment®
o
A MIL-HDRK-472 Military Handbook "Maintainability Prediction"”
1
p't MIL-Q-G85E Military Specification, "Quality Program Requirements"
?{i- MIL-UTD=470 Miiitary OStandard, "Maintainability Program for Systems and
e FEquipment"
-.-:.{
g ] MIL-STD-47" Military Standard, "Maintainablity
#::f Verification/ Demonstration/ Evaluation®
rl...
Lot
{:J. MIL=-STD=LGo Military Standard,"Specification Practices"
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Military OStandard, "Airoratt Electri. Power

Characteristics”

Military Standard, "Reliability Mcieling anc Prediction”

MIL=LTDT A Military Standard, "Reliability Design Qualification and
Accep~ance Tests: Exponential Distritution”

MIL-STD-785 Military Standard, "Reliability Program for Systems and
Equipment Development and Production”

MIL-3TD-£82 Military Standard, "System Safety Program Requirements"

MIL-STD-883 Miiitary Standard, "Test Methods an2 Procedures for
Micrcelectronics”

MIL-STD-1472 Military Standard, "Human Engineering Design Criteria for
Military Systems, Equipment and Facilities”

MIL-STD-1521 Military Standard, "Technical Reviews and Audits for

Systems, Equipment and Computer Programs"®

Military Standard, "Aircraft Internal Time Division
Commznd. Nesponse Multiplex Data Bus”

-5 Military Staniard, "Procedures for Perform.rg 3 Failure
Mude, Effects and Criticality Analysis”
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Appendix B

EXCERPTS FROM FEDERAL AVIATION REGULATIONS

This appendix contains excerpts from a number of Federal Aviation Regulations
(FARsS) which are used by the Federal Aviation Administration to certify civil
aircraft. Military aircraft are not obligated to adhere to these requirements.
The excepts are presented because it {s believed that familiarity with them will
aid in establishing suitable criteria for flight critical systems in general.

The FARs have evolved as a result of experience in the use of designs,
equipment, and maintenance practices, and their present structure does not
correspond to a systematic analysis of aircraft functions. They are presented
below in numerical order:

1. FAR 25:€71 Control Systems

Z. FAR 25:672 Stability Augmentation and Automatic and Power-Operated
Systems

3. FAR:25:673 Two-Controlled Airplanes

4, FAR 25:1309 Equipment, Systems, and Installation

5. FAR 25:1329 Automatic Pilot System

t. FAR 25:1333 Instruments Systems

7. FAR 25:1351 Electrical Systems and Equipment

. Control Systems (25.671)

(c) The Airplane must be shown by analysis, test, or both to be capable of
continued safe light and landing after any of the following failures...

P e
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(1) Any single failure, excluding jamming.

(2) Any combinations of failure not shown to be extremely improbable,
excluding jamming (for example, dual electrical/hydraulic system
failures, or any single failure in combination with any probable
hydraulic or electrical failure).
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(3) Any jam in a control position normally encountered during takeoff,
climb, cruise, normal turns, descent and landing unless the jam is
. shown to be extremely improbable, or can be alleviated. A runaway

) of a flight control to an adverse position and jam must be
: accounted for 1f such runaway and subsequent jamming i3 not
S extremely improbtable.
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(d) Tne hirplane must be designed so that it is controllabtle 17 all engines
fail. Compliance with this requirement mey be shown by analysis where
that method has been shown to be reliable,

Stability Augmentation and Automatic and Power-Operated Systems (25.672)

If the functioning of stability augmentation or other automatic or
power~operated systems is necessary to show compliance with the flight
characteristics requirements of this part, such systems must comply with
paragraph 25.671 and the following:

(b) The design of the stability augmentation system or of any other
automatic or power-operated system must permit initial counteraction
of failures of the types specified in paragraph 25.671(c¢c) without
requiring exceptional pilot skill or strength, by either tne
deactivation of the system, or a failed portion thereof, or by
overriding the failure by movement of the flight controls in the normal
sense.

(¢) It must be shown that after any single failure of the stability
augmentation system or any other automatic or power-—oerating system:

{1) The airplane is safely controllable when the failure or malfunction
occurs at any speed or altitude within the approved operating
limitations that is critical for the type of failure being
considered.

(2) The controllability and maneuverability requirements of this part
are met within a practical operational flight envelope

(3) The trim, stability, and stall characteristics are not impaired
beiow a level needed to permit continued safe flight and landing.

Two-Controlled Airplanes (25.673)

Two-Contrulled airplanes must be able to continue safely in flight and
landing if any one connecting element in the directional-lateral flight
control system fails.

Equipment Systems and Installation (25.1309)

(b) The airplane system and associated components, considered separately
and in relation to other systems, must be designed so that:

(1) The occurrence of any failure condition which would prevent the
continued safe flight and landing of the airplane is extremely
improbable.

(2) The occurrence of any other failure conditions which would result
in injury to the occupants or reduce the capability of the airplane
or the crew to cope with adverse operating conditions is
improbable.
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(3 lomplien.e wiln Lre regeitemeots of parwgraphs % an3d fco of tnis
section must be shown by analysis, and where necessary, by appropriate
ground, flight, or flight simulated tests. The analysis must consider

(1) Possible modes of failure, including malfunctions and damage from
external sources,

(2) The probability of multiple failures and undetected failures,

(3) The resulting effects on the airplane and occupants, considering
the stage of flight and operating conditions, and

(4) Crew warning cues, corrective action required, and the capability
of detecting faults.

(e) Each installation whose functioning is required by this subchapter, and
that requires a power supply, is an "essential load™ on the power
supply. The power sources and the system must be able to supply the
following power loads in probable operating combinations and for
probable duration:

%

fti (1) Loads connected to the system with the system functioning normally.
"~

N

bi% (2) Essential loads, after failure of any one prime mover, power

e converter, or energy sStorage device.

(3) Essential loads after failure of:

(i) Any one engine on two- or three-engine airplanes, and
(ii) Any two engines on four-or more-engine airplanes.

(4) Essential loads for which an alternate source of power is required
by this chapter, after any failure or malfunction in any one power
supply system, distribution system or other utilization system.

5. Automatic Pileot System (25.1329)

(a) Each automatic pilot system must be approved and must be designed so
that the automatic pilot can be quickly and positively disengaged by
the pilots to prevent it from interferring with their control of the
airplane.

(f) The system must be designed and adjusted so that, within the range of
ad justment available to the human pilot, it cannot produce hazardous 1
|
|
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loads on the airplane, or create hazardous deviations in the
flightpath, under any condition of flight appropriate to its use,

o Bty
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b;; either during normal operation, or in the event of a malfunction,
‘@ assuming that corrective action begins within a reasonable period of
Lo time.

L;i (g) If the automatic flight integrates signals from auxiliary controls or
ons furnishes signals for operation of other equipment, there must be
Qu; positive interlocks and sequencing of engagement to prevent improper
éii operation. Protection against adverse interaction of integrated

¥ components, resulting from a malfunction, is also required.
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6. Instrument Systems (25.1333)

For systems that operate the instruments required by paragraph 25.13%03%(L,
which are located at each pilot's station:

(b) The equipment, systems, and installation must be designed so that one
display of the information essential to the safety of flight which is
provided by the instruments, including attitude, direction, alrspeed,
and altitude will remain available to the pilots, without additional
crew member action, after any single failure or combination of failures
that is not shown to be extremely improbable; and

(c¢) Additional instruments, systems, or equipment may not be connected to
the operating System for the required instruments, unless provisions
are made to insure the continued normal functioning of the required
instruments in the event of any malfunction of the additional
instruments, systems, or equipment which is not shown to be extremely
improbable.

7. Electrical Systems and Equipment
(b) Generating system. The generating System includes electrical power
sources, main power busses, transmission catles, associatei control,

regulation, and protective devices. It must be designed s» that:

(1) Power sources function properly when independent and wnen
connected in combination;

(2) No failure or malfunction of any power source can create a hazard
or impair the ability of remaining sources to supply essential

Loads.
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Appendix C

BIBLIOGRAPHY

This Appendix lists a number of significant publications which are not found in
the Reference section of the report. The 1list is divided into three sections:

1. General (addressing broad topics in the employment of flight critical
digital systems),

2. Specific Applications (either design impiementations or studies of
specific applications), and

3. Specific Techniques (such as reliability, software engineering, etc.).

Within each section the documents are listed in inverse chronological order
{most recent first).

C.1 GENERAL

E. F. Hitt, J. Webb, C. Lucius, M. S. Bridgman (Battelle Columbus Laboratories)
and D. Eldredge (FAA Technical Center), "Handbook - Volume I, Validation of
Digital Systems in Avionics and Flight Control Applications", FAA Technical
Center, Atlantic City, DOT/FAA/CT-82/115, July 1983

W. G. Ness, R, M. Davis, J. W. Benson, M. K. Smith (Lockheed-Georgia Co.) and D.
Eldredge (FAA Technical Center), "Integrated Assurance Assessment of a

) Reconfigurable Digital Flight Control System", FAA Technical Center, Atlantic
E City, DOT/FAA/CT-82/154, April 1983

AR J. G. McGough, Kurt Moses (Bendix Corp.) and J. F. Klafin (Grumman Aerospace
Corp.), "Advanced Flight Control System Study", NASA Ames Research Center,
CR-163120, November 1982

zi: D. B. Mulcare, W. C. Ness, and R. M. Davis (Lockheed-Georgia Co.) "Digital

ﬂd} Flight Control System Validation Technology Assessment”, NASA Ames Research

Y Center, CR-166374 (also DOT/FAA/CT-82/140), July 1982

N

,4‘ D. B. Mulcare, W. G. Ness, J. M. McCarty, J. M. Richards (Lockheed-Georgia Co.),
;:f E. 0. Throndsen, W. J. Hillman (Lockheed-California Co.), D. L, Hemmel, E. P,
o~ Kosowski (Rockwell International, Collins Avionics Div.), and E. F, Hitt

[y

(Battelle Columbus Laboratories), "Industry Perspective on Simulation Methods
and Research for Validation and Failure Effects Analysis of Advanced Digital
Flight Control/Avionics™, NASA Ames Research Center, CR-152234, February 1979
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C.2 SPECIFIC APPLICATIONS

AFWAL Flight Dynamics Laboratory (Lt. D, Russ), "Terrain Following Terrain
Avoidance Algorithm Study", AFWAL TR-85-3007, In preparation 19¢5

\

;. AFWAL Flight Dynamics Laboratory (R. Bortner), "Multi-Micro Processor Flight
e Control System II", AFWAL TR-84-3076, In preparation 1985

--\-

{b Northrop Corp., "Proposed MIL-PRIME Formatted Flight Control Specification",
- AFWAL/FIGL TR-84-3114, December 1984

University of Colorado, Multivariable Flight Control Design with Uncertain
Parameters™, AFWAL/FIGL TR-83-3036, September 1983

AFWAL Flight Dynamics Laboratory (Lt. Russ), "Proceedings of the korkshop on
Multi-Variable Control Systems", AFWAL/FIGL TR-83-3098, September 1983

HR Textron, Inc., "Study of Alternate Approaches for Digitally Cortrolled Flight
Control Actuators", AFWAL/FIGL TR-83-3041, July 1983

S. OUsder {Sperry Flight Systems), "DC-9-80 Digital Flight Guidance Syster
Monitoring Techrniques", AIAA Journal of Guidance and Corntrol, Jan--Feb 1GE?

C. Rabinowitz, R. Otterberg, K. Boucher, K. Walworth, P. Cote, J. Vernon
(Hamilton Standard Div., United Technologies Corp.) and M. McGlore (Pratt and
Whitney Div,, United Technologies Corp.), "Reliability Advancement for
Electronic Engine Controllers", AFWAL-TR-80-2063, Augus:t 1980

C.3 SPECIFIC TECHNIQUES

IEEE Computer Society, Computer (Magazine), Special Issue on Faul. Tolerant
Computing, Vol. 17 No. 8, August 1984
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S. S. Osder (Sperry Flight Systems), "Generic Faults and Design Solutions four
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Appendix D

EXPERIENCE WITH FLIGHT CRITICAL DIGITAL SYSTEMS

Information relating to flight critical digital systems, primarily flight
control systems and components, is presented under two headings: production
installations and experimental installations. Only very limited data are
available at the current time, and the approach taken here is to report
incidents rather than to attempt a statistical evaluation.

D.1 PRODUCTION INSTALLATIONS

There are no flight critical digital systems in current service with the U. S.
Air Force but the F-16 Digital Flight Control System is in full-scale
development as this report is being prepared. An overall survey of production
digital flight control systems is -shown in Table D-1., Most aircraft on which
these are installed have backup provisions, and in those applications the
systems are considered non~flight critical. The only production equipment in
use for critical applications is the flight control system for the Space Shuttle
Orbiter. The other flight critical applications are expected to undergo first
flights during the next few years. Most of the data in the table were obtained
from [REDIBY4].

None of the systems in Table D-1 is routinely utilized by the Air Force, and
maintenance records for these were not available for analysis. Instead,
failures in other digital components were examined for possible impact on flight
eritical functions. Data for this analysis were obtained from the records of
the Air Force Inspection and Safety Center for the following aircraft: F-15,
F-16, F-111, and C~5A. These incidents are summarized in Table D-2. There were
no injuries, fatalities or major aircraft damage due to these mishaps.
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LIGHT CONTRGL INSTALLATIUAD

Alrcraft Year No. of Remarks
First Channels
Flight
NON-FLIGHT CRITICAL INSTALLATIONS
JA37 Viggen (Sweden) 1974 1 Mechanical backup
DC-10 Autopilot 1975 Not in all aircraft
Tornado Autopilot (Europe) 1976 2 Digital outer loop, mechanical
and analog inner loop
CHS3E DFCS 1977 2 Mechanical backup, marginal
handling qualities
F-18 DFCS 1978 Y Mechanical backup in pitch,
analog in roll/yaw
MD-80 DFCS 1981 2 Mechanical primary controls
Boeing 767/757 1982 3 Mechanical primary controls
analog backup spoilers
A-310 Spoilers (Europe) 1982 2 Dissimilar hardware and
software
Agusta A-129 Helicopter (Italy) 1983 2 Mechanical back-up except
tail rotor
FLIGHT CRITICAL APPLICATIONS
Space Shuttle 1979 4 + 1 Single channel runs dissimilar |
software |
JAS-39 (Sweden) 1985 3 No backup !
Lavi (Israel) 1986 1 Analog backup |
JVX Tilt FRotor 1987 3 Optical fiber tranzmission }
F-i6 DFCS y \
i
TABLE D - 2 USAF AIRCRAFT INCIDENTS INVOLVING DIGITAL SYHTEMS i
h Aircraftc System No. of Remarks \
:f:f Reports {
R ‘
L;:: F-15 Communications 1 Short circuit in RFI filter caused smoldering }
»,‘"-_’ |
» e |
“f:: F.15 Inertial Nav. 2 Nav. failures caused problems only when
[ X aux. attitude display was not work.ng !
7 “
.ju; F-16 Inertial Nav. 13 Most failures involved frozen atti'.ude displ.
add sometimes without warning. Scme CiD,
:{Z; F-'11 Weapons Computer 1 Shorted ccnnector permitted gun to fire with
T firing port closed
rt-
;:*T C-5A Inertial Nav. 0
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Except for the F-16 Navigation System failures, these data do not indicate any
~haracteristics of digital systems that set them apart from other aircraft
electronic equipment. Many of the F-16 failures occurred during company service
reaZiness or service acceptance flights and may have been due to inadequate
checkout of the digital components. Nevertheless, these incidents raise
concerns that:

~ serious in-flight failures could not be duplicated on post-flight
maintenance, and

- failures ocurred without warning indicators (flags) showing that anything
was wrong with the equipment.

In at least one case the post-flight diagnostics suggest that the failure may
have been caused by software.

The decision to install a digital flight control system on the F-16 represents a i
significant milestone in the acceptance of digital technology for flight
critical functions within USAF. The major components involved in this system
and its interfaces are shown in Figure D-1. A block diagram of the digital
computer is shown in Figure D-2. Of the four independent computer channels
three furnish direct control outputs to servo valves (SVx) while the fourth
channel acts primarily as a monitor as shown in Figure D-3. This arrangement
holds true for the five flight control surfaces that are controlled by the
integrated servo actuators (ISAs): 1left and right horizontal tail, rudder, and
left and right fiaps. The leading edge flaps are controlled by dual motors, and
to furnish cutputs to these the four channels are arranged in a dual-dual
configuration as shown in Figure D-U.

D.2 EXPERIMENTAL INSTALLATIONS

Significant experience with the use of digital systems for flight critical
functions has been reported from joint USAF/NASA projects at Edwards Air Force
Base/Dryden Flight Research Facility. The first of these projects was the F-8
Digital Fly-by-Wire (DFBW) control system which used a surplus Apollo guidance
computer. The mechanical controls were removed from the aircraft but an analog
surfa-= control system was retained as a back-up. This phase of the project
accumulated 58 hours of flight time in 42 flights with no report of significant
reliability problems [SZAL78].

B .
1
3 B e

n

a,

WY

The second phase of that project involved a triplex digital flight control
installation using computers of more recent design. The programming and
~heck-out of the triplex installation exposed a number of problems in computer
information interchange and synchronization. The first flight of this
configuraticn occurred in 1976 and the project continued until 1980 at which
time over 80 flights were conducted, totaling approximately 100 hours. The
incideats reported from that phase are summarized in Table D-3 [SZAL8C].
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TAELE D - 3 NATURAL FAULTS IN F-8 OFzWw FLIGHTS

No. of Component Mode Remarks
Incid.
g Computer memory failure Unrecoverable parity errors
2 Computer stopped executing
1 Interface unit transient fault Restart restored normal operation
1 Interface unit permanent fault]

Except where the computer stopped operating the failure was correctly diagncsed
by the affected computer as well as by its partners. In failures involving a
non-operational computer both partners furnished the correct diagnosis. In ncre
of these 8 failures was there a noticeable control transient, and the aircraf:
landed routinely on the two channels that remained operational,

In addition to the problems shown above, over 750 simulated faults were induced
in the digital portions of the system, and a large number of faults and
anomalies were also simulated in the sensors. In all cases the sSystem reccvere-
without incident. The basis for the redundancy management was that all charnc.s
were fully operational at take-off, and extensive diagnostics were utilized to
validate this assumption. There were no inciden%s that indicated a deficiency
in the diagnostics. Well over 2,000 hours of ground time were accumulated on

the equipment. A design deficlency was noted due to the combination of the
following:

. Existence of a latent fault which appears benign when all three channels
are operating.

2. A situtation in which all three channels do not have an identical image
of the system state.

3. Normal reaction to (2) resulting in disablement of more than one channe..
This potential problem was corrected by a software change.

A more recent project at Edwards/Dryden is the Advanced Fighter Te:hnology
Integration (AFTI) F-16 program. A total of 118 flight were conducted over a ':
month period ending July 1983. The main objectives of the AFTI program is to
investigate aircraft configurations which provide high maneuverability and other
operational advantages. Auxiliary control surfaces (canards, wing slats’) and
non-linear control modes are employed for this purpose. Digital fly-by-wire
technology i3 an essential ingredient of this program. The F-16 1-stallati~n
comprises three identical flight control computers and an analog back-ufp sys.~-.
A block diagram of the digital portion is shown in Figure D-5 (MACK¥23al.
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FIGURE D - 5 AFTI F-16 DIGITAL FLIGHT CONTROL SYSTEM

As was the case in the F-8 installation, a number of synchronization and
inter-channel communication problems became evident during ground check, and
some of these continued into the flight test stage. Small time differences in
sampling of analog sensor data were a typical cause of these problems. If the
pilot moved the control stick rapidly, the stick position sensed by the three
computer channels would differ. Due to the high gain in the control laws, the
initially small differences were propagated into large differences at the
computer output. The redundancy management program identifies failed computers
by looking at the differences in computer outputs. When the differences due to
sensor skew exceed a given threshold, one or more computers may be considered
to have failed although they are fully operational.

A number of software problems were discovered during ground test and flight

- test. Over 10 software releases were made to correct these, There were no
®: in-flight computer hardware failures. Perhaps the most serious incident was
o associated with spurious control mode change commands originating in a cockpit

a

panel. The exact cause of that failure is still unknown. The mode command was
received and correctly acted on by all three computers and causeZ periodic and
potentially dangerous actuation of the control surfaces. The pilot perceived
these as "rough air" but they were correctly diagnosed on the ground (from
telemetry) and corrective action was taken [MACKB3b]. A reasonableness check on
the frequency and sequence of mode changes car prevent the propagation of single
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Both the F-8 and the F-16 programs pointed out the value of extensive ground
testing and of pre-flight diagnostics. The fly-by-wire systems were found to be

ANES operationally acceptable. The AFTI F-16 prcogram achieved over 20 hsurs of
i flight time during several months, and almost 30 hours during the final month.
ﬁﬁg This record of availability in an experimental program is encouraging for the
e use of digital techniques for flight critical systems.
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Appendix E

AIRCRAFT ELECTRIC POWER SYSTEMS

Electric power is essential for the operation of most flight critical systems.
An important step in the validation of these systems is therefore to analyze the
provisions of the power system for supplying essential loads under both normal
and abnormal operating conditions. The tendency to reduce cockpit crews makes
it desirable or necessary that all power regulation and switching be automatic.

The need for highly reliable electric power will increase in advanced aircraft
types because:

- Aerodynamic and propulsion efficiency can be increased by utilization of
automatic (electronic) controls which then become essential for safety of
flight or for keeping pilot workload at an acceptable level,

- The high cost of maintenance on mechanical, hydraulic, and pneumatic
components promctes the introduction of electriczl or electronic
equivaients. Studies of the replacement of hydraulic actuators by
electric ones is an example of this tendency.

- Advantages claimed for the all-electric airplane (a concept that is in the
deronstraticn phase).

In addition to tre need for constant availability of electric power, it is
required that the power system not serve as either source or conductor of
electromagnetic interference (EMI) which can cause unpredictable operating
problems in digital equipment. The topics explicitly related to validation are
1iscussed in later headings of this section. An overview of the principal
components and design considerations for tnhe electric power system in current
aircraft is presented below.
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E. AVAILAEILITY F Ff WSR CURING NoFMAL FLISHT C_4lITINN

Tre grimary sourcss of normal elsIiril pIesr o onoCurrent il St oars engLne
mcunted generators., Ccocnventionally, tne variable speed engine -.ip.t 1w
ccnverted by a hydromechanical drive, e. g., a constant sgeed drive (IS0) *

fixed speed of 8,000 or 12,000 RPM at the generator shaft. This enatles tne
generator to proviZe a ccnstant frequency UOC hertz (430 Hz) output, the
customary frequency for aircraft use. The output voltage is usually 3 phase,
115/200 volts AC.

Modern generating systems combine the CSD and generator into a single, cil-
cooled unit termed an integrated drive generator (ID3). The most recent
units mount the generator and CSD in a side by sice ratner than an in-line
configuration; these are referred to as IDGS {(integratet drive
generator - side by s1de). The current state-of-the-art is represzented by a
high speed, 2-pole generator with an inside-out rotor: the high speed of
24,000 RPM allows significant weight reduction and a smaller diameter rotor
allows the higher speed without reducing the reliability,

in most current systems constant speed is maintained by a mecharnical or
nyiraulic governor with an electromagnetic trim head for fine control.
Electronic means for obizining constant freguency output zre finding increasing
iccepance, and scme c¢f these are mentioned later.

The CSD units have experienced oil starvation during zero G and cther severe
attitude conditions because the intake to the pressurization system ran dry.
Tris caused loss of electric pewer at 2 time when there might b2 cther
emergencies and has been responsible for a number of serious accidents. For toe |
<z"=2s% designs it 1s 2laizmed that control c¢il pressure 1s being =ain*zineg z°

all times by means of a pricritized oil systenm.

Problems with reliability and the overhaul costs of cons-ant speed drives arnd :
their derivatives have led to the development of an electronic equivalent, |
generally referred to as variable speed, constant frequency (VSCF) drives. VSIF i
units utilize a high speed alternator directly driven by the engine drive pad at !
a variable speed (12,000 or 27,000 RPM). In tne DC-link VSCF system *the A7

1s first converted to DC, then to <constant frequency 400 Fertz AC. \
In the cyclo-converter VSCF the variable freguency AC is converted directiv !
to constant frequency 400 Hertz AC. The cyclo-converter system
utilizes SCR's (silicon controlled rectifiers) for the pcwer electronics which

must operate at a lower temperature than the transistors and rectifiers used in

the DC-link system. The latter approach thus requires less envircnmental

conditioning and it alsoc uses fewer components than the cyclo-converter system.

Both systems require a high speed engine rad.

The cyclo-converter VSCF system has been irstalled on the A-{ and F-19
military aircraft. The DC-link V3SIF system has been utilized on tte AV-SB,
F-20 and the Gulf 3tream III; in addition, a DC-link VSZF unit has been
instalied as a back up sy2texm un the F-16. V3CTF  sys*2ts jr.x.ce bet'or
power quality, higher reliability and, above all, redu..ed life oycle <oats
3i1nce overhaul and repair of power conversion electronie devices (s lennq
watly  than  that of rydro-mecrantoal  unita,
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Twe  advarnced  genocration  conceptl under ntudy are nLaen voitagse vl systems
(10 YOO, and hybrid nystems which provide wild freguency (directly relatec Lo
engine rpm) for some  loadn with  converaion  equipment  for loads not capable
of arcepting wild feequency. T large pumber of afrborne and groand facilities
that! require the current standard voltage:. and frequenty puse a sericous olstacle
to the introductiorn of new power generation techniques regzrdless of their
intrinsic technical merits.

Voltage and frequency parameters for AC and DC power are governed by
MIL-STD-704. However, airframe manufacturers frequently generate their own
specifications for demonstrating compliance with MIL-STD-70U4 or for tailoring it
to a specific environment. Special Committee 123 of the Radio Technical
Commission for Aeronautics (RTCA) has generated that prescribes test procedures
of airborne electronic and electrical equipment, and which is widely accepted in
the industry.

A new military specification, MIL-E~-23001, has been written for
cyclo-converter VSCF systems. Most provisions of that document can also be
used for C-link VSCF systems.

2 Generating System Reliability and Availability

The major factor in assuring power system reliability and availability is
redundancy of the power sources. When a single engine, single primary
generator design 1is employed, redundancy is providec by an emergency power
source not dependent on engine drive power. Figure E-1 shows a typical
electrical schematic of such a system. For multi-engine, multi-generator
designs, a number of system architectures are in use. When two generators
are emplcoyec, the system is usually designed for isolzted operation with
cross-tlie capability; this provides complete dual redundancy. In primary
electrical systems, each generator and its associated controls, relays and
bus 1s considered a channel. In a two-channel 1isclated system, each
electrical channel is separated during normal operation but the two channels can
be connected through the cross tie relay.

figure E-2 shows a typical two-channel isolated syster. 1In these isclated
aystems the nature of the failure determines whether or not the system will
allow the channels to be crecss-tied. If the fault is in the portion of the
system isolated by the generator relay (GR) opening, tne c¢cross tie is allowed
to close. The cross tie is locked out if the generator relay is not open
because then there is a high probability of a fault in the load side and closing
of the cross-tie could cause the loss of the second generating channel. Lockouts
can be removed and a reset attempted by manual action but this involves
scme added risk. The concepts shown in Figure E-2 can be extended to
configurations involving more than two engines.
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FIGURE € - 1  TYPICAL SINGLE GENERATOR INSTALLATION
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r 5 Tznvrol and Protecticn

>

- The generator control urnit provided for each crannel contains tne rejuires
K cortrol and protection fesztures. Conircls include the voltage 12zilator

};: whichn Keeps the vcltage witnin the reguirel Iimits and, 1N paral.2.el Sylt<is,
. a:so zears for lcad contrcl (egual distribution of loads). Control function:
::: are backed up Dby grctsztive functicns whicn take the channe. ff s
he line when the control fails. Protective features on isclated systexs
a include:

.
uj - over/under voltage,

-
o~ - over’under freguency,

I
) - open phase,

::; - phase rotation,

B
. > - overcurrent,
\ 1:’

e

? - ground faults, and

=
e - Frnis2-to-phase faul:s.

e Farallsled systexs &id over/under excitzticn and untals
< Frequenczy 2onircl is previdsd by the constant speel arive p Ty
- tre elecironics on V3SCOF gystems. Generally, contrecl units ’ S
. are 1identical and can be interchanged to allow good chann2ls with

- failed control units to be kept operational.

h Detection for protective features is prcvided by current transformers
.{: and serse leads Differential current transformosrs  are used t:z Zetent fa._.*
M currenss znd deterzine wnzt zone they are in. An sxample of the sz of
C) differential current trarsfcrmers 1s shown in Figure E-3.

. : .

o Control and protection power is generated from permanent magnet generators
N mounted on the main genera:cr shaft. Thus, the control and protection of tne
3 electrical system is nct affected by faults in the generator that it controls.

? “J

& . The latsst ccntrol irncsvations incorperat2 mcrentary paralle’ling on bus

e transfers to provide interrupt-free power for normal operation; this
A reducin transient effects, especiall on start ups ard shut downs.
i y
.3? Automatic control and protection is being provided to a high degree to

A reduce crew work loads (especially during critical phases of flight) and to

#3; allow crew operation by two individuals. Finally, for most operation and
®. failur=s no arew 30%lon 18 reguired.
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WORD LOGIC
1. Sense 2 grfrerential current {40 arips or mire)-Open BTR
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fault--trip field relay then allow BTR to close
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e FIGURE € ~ 3 OIFFERENTIAL CURRL'\T AND ZONE PROTECTION
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- {orwerting primary DT power to 400 hertz AC.
- Converting primary AC power to DC.

Tne fcrmer is usually found in older aircraft while the latter is the practice
in aill recent aircraft designs. Conversion to AC is accomplished in sclid state
inverters that provide 26 V or 115 V 400 Hz single phase ocutput. Wwhere tnree
fhase AT i3 required, three inverters are conrected to a common corntrol unit
that provides the proper phase relationship. For aircraft that generate prigzry
AC pcwer the required DC is usually provided by transfcrmer rectifiers. The

the filisring required for an acceptably low ripple in the output. Circuit
breixkers are used for protection at the input and output of the ccnversicon
4nits. where conversion units are operated in parallel, isolating diodes may be
used at the output for additional protection. The standard DC voltage presently
utilized is 28 volts. The AC voltage input to the transformer rectifier is
rezi.ated and this is usually sufficient for stability of the DC output.

Marny a.rcraft reguire 28 V AT single phasz for lignting and instruzents. This
12 Lz.a_Ly Zerivel from tne 115 V AC by z.tctransformers which suppiy lccal ot
VAl Tuss-o

Some aircraft provide 60 Hz AC power to facilitate use of ordinary appliances.
In specialized uses (e. g., for life support equipment in medical evacuation
air2rzf7) tnis power zay beccme critical znd will reguire validaticn., It is
presantly {urnished by solid state power conversion equipment which usss a wrre-
craza, &L0 dertz, 1150237 voit AC inplt and supriies single phase, 17 volt oo

-

-

Existing specifications require that non-standard voltages be generated int=rnz.
tc tne using equipment. Thus, digital components that use regulatec + 15 voits
or + 5 volts pcwer must contain internal power converters. As the uses of
dLgTCdl 234ipment on board aircraft increase some changes in this policyv may e
expertzl,
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L.« Nor-Flight and Emergency Conditions

1 External Power

Virtually all aircraft use & standard external power receptacle which allows an
external source supply electrical power to the aircraft. The external power is
usually connected to the AC tie bus via the external power relay. From there
the bus tie relays can be used to apply the power to any or all of the generator
buses. External power protection usually consist of:

- over/undervoltage,

over/underfrequency, and

open phase and incorrect phase rotation.

Tnhe components for implementing this protection are located in the external
power panel. Lights are provided at the panel to indicate when the external
power quality is acceptable and when external power is not in use so that the
plug can be safely removed. Should external power quality be unacceptable for
aircraft use, the external power relay is tripped, disconnecting this source
from the aircraft buses. The use of external power for all ground functions is
preferred since this power is considerably less expensive than running an engine
or the APU (see below;.

2 Auxiliary Power

Auxiliary power units (APUs) are installed irn many aircraft to provide an
autonomous sgource of ground power, particularly for starting engines in
locations where =xternal power is not available. The auxiliary power unit
consists of an engine driven alternator, usually with good speed regulation so
that no additional means of frequency control are necessary. This generator is
usually connected to the AC tie bus via an auxiliary power relay, using the
existing bus tie relays to apply this power to any or all of the generator
buses. Automatic overcurrent protection APU generators is considered escsential

[y

;: since the cockpit is not always attended during APU operation.

@f In typical operation the aircraft battery is used to start the APU, and the

N current supplied by the latter is then used to start the aircraft engines. APUs
.‘i are designed for ground operation and are usually not a source of in-flight
reo- emergency power {(see below).

e

;;j 3 Availability of Power under Emergency Conditions

’i; Emergency power reguirements fall into two categories. Thne first is an all
*C engine out condition. This requires emergency power capability to control the
3¢ flignht so that an engine restart profile can be followed and in the case of

v failure to restart engines allows enough capability for a controlled landing.

Fequirements in this instance are for no more than 1/2 hour of flight. The
second category is an all generator out condition in which erngine power is
available. For this condition and an overwater flight emergency, power could be
required for 2 to 3 hours.
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er exzergency conditions only lcads connnected to tne AZ and Ul exergenly
523 are pcwered. Such loads 1include communizations, fiignt and e-gine stani.y
struments, all necessary flight controls, minimal navigation equi:ment,

jsired indications, ignition and some cozkpit lighting. Since loss of powe-
2cuil ociur in critical phases of flight, transfers to em=rgency pc<er sntuld
3utoTatic. Manual transfer capability is provideZ as a backup tc the automatic
controls and to allow testing.

4]
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The follcwing sources of emergency power are in current use:

vrage batteries ~- frequently the same battery used for autonromous
engine starting

aT =zir turbire -- thnis may drive an exzergency hydraulic power supgly
wnicn in turn drives an alternator or combination AC and DC geserator

14

- Alr driven generator -- usually manually depioyed {via cables) int: th
irstream.

Tre main disadvantage of tatteries is their limited capacity and hence the
resulting restriction on the duration of flight which they can supgort. Both ot
the other sources can support virtually unlimited flight duration if there is
fropulsive power available, and this is the condition under which prolconged
fl:ght ¢rn ~mergzncy piwer 1is regquired. Some recent military aircreft sopicy a

acnifuel rcowered exergenly generator,

Testing tne capability of the emergency power syatem 1s an itexz of zaicr
concern. Where a battery system is used for emergency power and AFU starting,
tne APU starting is a good test of battery availability. Additionally,
er2rfency power can be selected and the system can be fully tested on the grouni
and in the air. The ram 3ir turbine car be tested by use of an auxiliary
hylraulic supply to drive the generator. The air driven gererator cannct be
dirsctly t2sted on the ground; it is customary to 23nn0ecl an suxillary rydrau...
mctor to an extension of the generator shaft to provide the driving force.

a

A typical 2mergency power lcad transfer arrangement is shown in Figure T-u,

E.4 Ballt-ln Test (BIT)

F.oivine pre-flight testing of tne electric power zystem is impract:cal because

= “he time rejulred for a cumprehens:ve test of all functions,

- the expense of running the engines (required to test all generators), and

T
i
A
.
‘

- 1ratility to simulate sote 1oiads whiten are uctive Hnly in Slirr:
iniet de-icers, ete.).

r thece reasons, built-in test capability has been provided to capture the
Stoarc-n e and environzent of all abtrormal {and scme norzal) condi o ions Sf tne
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re crew, and more Jdetailed gata ars Sal-
|

Mos* recent airzraft provide three distinzt BIT functions:

- Zontinuous BIT -- used during normal operation, start up and shut down t:
aatzzatically detezt, store and indiczte a failure conditicn and uporn
interrogation indicate the type of failure and the corrective action
regjuired

- fFericdic BIT -- providing the capability to periodically check the pz:sive
prctective features, such as circuit breakers, phase rotation sensors, an:
£

round fault Zetecztirs,

red Memory BIT -~ used to store selected resgonses to test inputs,
prizarily for use in off-line and shop test

Tne latter capability is particularly valu2ble for tracxking down transien
failure symptoms.

«t

In przsent installations the BIT is a dedicated function serving orly the

e_ectrin power system. Controls for the BIT and indications from 1t are

assu.iited with tnhne e.ectric power panels 1in the 20ckpit. There are tendern.:

to 1ntexrate BIT functicons from several aircraft systers in crider to reduze thc
v

o

trcls and to furnisn lmproved reaiful Ccagatilities ‘e, 2.,
2isplay for all maintenanze requirements},
E.o Trirel of Blestrizagnetic Interference (EMI)
Tre inireazing use of digital components abzard aircrarft has led t¢ heignterncd
s.nzern with the reduction of EMI or, in a positive sense, with improving tne
electrozagretic ccmpatibility of all aircraft systems. UDizital cosponents are

particularly vulnerable because:
~ they czperate at low v2ltages,

- their extremely fast response time, and

- many digital fun2tians include latches so  that once an improjer 3tate 1
veen induced the function will not return to the nermal state 1f the
3timuius (the EMI) -2eises,
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1 gM. Juntritbutiong of the Power Zystex

The primary 3¢ans of zZenerating interfocren
both of triese may be caused by the ele:tir
winterfervene 14 generated by:

~e are conduction and radiation, and
cwer system. Conducted

- processes within the generatiosn and control system, e. g., harztnics of
the generator output voltage,

- switching of puses or of individual heavy or inductive loads,
- "pick-up" by conductors leading to the digital equipment, and
- voitage differences in the ground plane.

Perzissible manifestations of the first two mechansims are defined in
MIL-3TLC-704. Using equipment must be capable of tolerating these, and the most
common techniques for accomplishing this are line filters and voltage
regulators. However, external power supplies do not always conform to
MIL-STD-704, and there have been a number of incidents in which faulty operation
or even permanent damage to sensitive equipment has been caused by ground power
supplies which were outside the limits of the standard. Transients assocliated
witn switching frcm one supply to another have alsc been an occasional cause of
EMI relaced failures. The employment of make-before-break contacts on tranfer
relays, wnioh 15 now coming intc prastice, is expected to alilieviate tness
protiems.

Pick-up can be reduced by installation practices which include use of twisted

and/or shielded conductors and bundling cof cables, based on their voltage and
current cnaracteristice.  Typizzl groups for this purpose are:

- Power 2onductors to heavy electrical loads.
- Pow2r zonductors for instrumentation and electronic equipment.
- Extremely susceptible lines (pyrotechnics, antenna wiring).

- 3Sensitive audio, viieo, synchro, and digital data lines.

- ZAquipzent connections (which may corstitute a combinatiosn of the abcve)
limited to short lengths f{about 3 feet).

Bundles of different conductor types are separated by 3 to 12 inches, depending
on the lengtn of the run and the relative susceptibility of the signals carried.

Radiated interference lan be caused within the electric power system bty any
Arcing, sucn as 1s associated witn op=rning of a contact in air2uits serving
inductive lcads, by chattering relay contacts, and by fields set up bty high

A ¥2.%325S 1n using equipment, Because tr=re are other sources of radiateld EMI,
" 34en as tritcelectric and atmospheriz d;scharges, the prizary prevent.ve

:{ TosI.re L3 e Znlellingy of all censitive tirtlails.
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